SECTION 07 27 36

SPRAY FOAM AIR BARRIERS
05/17, CHG 2: 08/20

PART 1 GENERAL
1.1 REFERENCES
The publications listed below form a part of this specification to the
extent referenced. The publications are referred to within the text by the
basic designation only.
ATIR BARRIER ASSOCIATION OF AMERICA (ABARA)
ABAA Accreditation Accreditation

ABAA QAP Quality Assurance Program

AMERICAN SOCIETY OF SAFETY PROFESSIONALS (ASSP)

ASSP Z9.2 (2018) Fundamentals Governing the Design
and Operation of Local Exhaust Ventilation
Systems

ASSP 788.2 (2015) American National Standard

Practices for Respiratory Protection
ASTM INTERNATIONAL (ASTM)

ASTM C518 (2017) Standard Test Method for
Steady-State Thermal Transmission
Properties by Means of the Heat Flow Meter
Apparatus

ASTM C1029 (2015) Standard Specification for
Spray-Applied Rigid Cellular Polyurethane
Thermal Insulation

ASTM C1060 (2015) Standard Practice for Thermographic
Inspection of Insulation Installations in
Envelope Cavities of Frame Buildings

ASTM C1153 (2010) Standard Practice for Location of
Wet Insulation in Roofing Systems Using
Infrared Imaging

ASTM C1303/C1303M (2015) Standard Test Method for Predicting
Long-Term Thermal Resistance of
Closed-Cell Foam Insulation

ASTM C1338 (2014) Standard Test Method for
Determining Fungi Resistance of Insulation

Materials and Facings

ASTM D1621 (2016) Standard Test Method for
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ASTM

ASTM

ASTM

ASTM

ASTM

ASTM

ASTM

ASTM

ASTM

ASTM

ASTM

ASTM

ASTM

D1622

D1623

D2126

D2842

D4541

D6226

E84

E96/E96M

E119

E283

E736

E2178

E2357

ICC EVALUATION SERVICE,

ICC-ES AC377

Compressive Properties of Rigid Cellular
Plastics

(2014) Apparent Density of Rigid Cellular
Plastics

(2017) Standard Test Method for Tensile
and Tensile Adhesion Properties of Rigid
Cellular Plastics

(2009) Response of Rigid Cellular Plastics
to Thermal and Humid Aging

(2012) Water Absorption of Rigid Cellular
Plastics

(2017) Standard Test Method for Pull-Off
Strength of Coatings Using Portable
Adhesion Testers

(2015) Standard Test Method for Open Cell
Content of Rigid Cellular Plastics

(2020) Standard Test Method for Surface
Burning Characteristics of Building
Materials

(2016) Standard Test Methods for Water
Vapor Transmission of Materials

(2020) Standard Test Methods for Fire
Tests of Building Construction and
Materials

(2019) Standard Test Method for
Determining the Rate of Air Leakage
Through Exterior Windows, Curtain Walls,
and Doors Under Specified Pressure
Differences Across the Specimen

(2000; R 2011) Cohesion/Adhesion of
Sprayed Fire-Resistive Materials Applied
to Structural Members

(2013) Standard Test Method for Air
Permeance of Building Materials

(2017) Standard Test Method for
Determining Air Leakage of Air Barrier
Assemblies

INC. (ICC-ES)

(2016) Acceptance Criteria for
Spray-Applied Foam Plastic Insulation

INTERNATIONAL CODE COUNCIL (ICC)
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ICC IBC (2021) International Building Code

ICC IECC (2015) International Energy Conservation
Code

INTERNATIONAL SAFETY EQUIPMENT ASSOCIATION (ISEA)

ANSI/ISEA Z87.1 (2020) Occupational and Educational
Personal Eye and Face Protection Devices

NATIONAL FIRE PROTECTION ASSOCIATION (NFPA)

NFPA 10 (2018; ERTA 1-2 2018) Standard for
Portable Fire Extinguishers

NFPA 31 (2020) Standard for the Installation of
0il-Burning Equipment

NFPA 54 (2021) National Fuel Gas Code

NFPA 70 (2020; ERTA 20-1 2020; ERTA 20-2 2020; TIA
20-1; TIA 20-2; TIA 20-3; TIA 20-4)
National Electrical Code

NFPA 211 (2019) Standard for Chimneys, Fireplaces,
Vents, and Solid Fuel-Burning Appliances

NFPA 275 (2017) Standard Method of Fire Tests for
the Evaluation of Thermal Barriers

NFPA 285 (2012) Standard Fire Test Method for
Evaluation of Fire Propagation
Characteristics of Exterior
Non-Load-Bearing Wall Assemblies
Containing Combustible Components

SPRAY POLYURETHANE FOAM ALLIANCE (SPFA)
SPFA TechDocs (2015) SPFA Technical Documents Library,
four categories: General, Insulation,
Roofing, Specialty

U.S. DEPARTMENT OF DEFENSE (DOD)

UFC 3-600-01 (2016; with Change 5, 2020) Fire
Protection Engineering for Facilities

U.S. NATIONAL ARCHIVES AND RECORDS ADMINISTRATION (NARA)

29 CFR 1910.132 Personal Protective Equipment
29 CFR 1910.133 Eye and Face Protection
29 CFR 1910.134 Respiratory Protection

UNDERWRITERS LABORATORIES OF CANADA (ULC)
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ULC S705.2 (2005) Standard for Thermal Insulation -
Spray Applied Rigid Polyurethane Foam,
Medium Density - Application

.2 RELATED REQUIREMENTS

Coordinate the requirements of Section 07 27 10.00 10 BUILDING AIR BARRIER
SYSTEM-—Sectien—670523 PRESSURSTESTING AN-—LATR BARRIER—SYSEAM-FOR—ATIR—
TIGHTNESSH, Section 07 27 19.01 SELF-ADHERING AIR BARRIERS,}f SECTION

07 27 26 FLUID-APPLIED MEMBRANE AIR BARRIERS,+ and other building envelope
sections to provide a complete air barrier system. Submit all materials,
components, and assemblies of the air barrier system together as one
complete submittal package.

.3 DEFINITIONS
.3.1 Long Term Thermal Resistance (LTTR)

The thermal resistance value of a closed cell foam insulation product
measured using accelerated aging ASTM C1303/C1303M equivalent to the
time-weighted average thermal resistance value over 15 years. Loss in
thermal resistance is attributable to changes in cell gas composition
caused by diffusion of air into and blowing agent out of the foam cells.

.3.2 SPFA TechDocs

Reformatted documents, named SPFA TechDocs (
http://www.sprayfoam.org/technical/spfa-technical-documents), places each
document in one of four categories for easy reference and identification:
Roofing, Insulation, Specialty and General.

Spray Polyurethane Foam: Thermal and air{f/vapor} barrier system consisting
of sprayed polyurethane foam (SPF).

.4 SUBMITTALS

Government approval is required for submittals with a "G"—er—tSt
classification. Submittals not having a "G" exr—tsSt classification are +for
Contractor Quality Control approval.}{ferinfermationenty- When used, a
code following the "G" classification identifies the office that will
review the submittal for the Government.} Submit the following in
accordance with Section 01 33 00 SUBMITTAL PROCEDURES:

SD-01 Preconstruction Submittals
Qualification of Manufacturer; G
Qualification of Installer; G
Quality Control Plan; G
Safety Plan; G
Fire Prevention Plan; G

Respirator Plan; G
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SD-02 Shop Drawings
Spray Foam Air Barrier System; G
Foam Air Barrier System; G
Fire-Rated Assemblies; G

SD-03 Product Data

4Closed Celll{open—Celtt} SPF; G

Transition Membrane; G
Primers, Adhesives, and Mastics; G
Sealants; G
Safety Data Sheets; G
Thermal Barrier Materials; G
Ignition Barrier Coatings; G
Accessories; G
Recycled Content for Closed Cell Spray Foam Air Barrier; G S
Recycled Content for Open Cell Spray Foam Air Barrier; G S
SD-04 Samples
Spray Foam Air Barrier Mockup; G
SD-06 Test Reports
Field Peel Adhesion Test; G
Thermographic Test; G
Air Barrier Test; G
Primers; G
Fire-Ratings Of +fThermal} and +Ignitiont} Barrier Materials; G
Flame Spread And Smoke Developed Index Ratings Of SPF Products; G
Flame Propagation Of Wall Assemblies; G
Site Inspections Reports; G
SD-07 Certificates

4Closed celll{open—<eltt} SPF; G
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Transition Membrane; G
Indoor Air Quality for Spray Foam Air Barrier; SG
SD-08 Manufacturer's Instructions

SPF Handling, Storage, and Spray Procedures; G

Substrate Preparation; G

Thermal Barrier; G

Ignition Barrier; G

Transition Membrane; G

Primers, Adhesives, and Mastics; G

SD-09 Manufacturer's Field Reports

Core Samples; G

Daily Work Record; G

Visual Inspection and Thermal Scanning; G
.5 MISCELLANEOUS REQUIREMENTS
For the spray foam air barrier system provide the following:
.5.1 Shop Drawings
Submit spray foam air barrier shop drawings showing locations, detailing,
and extent of spray foam air barrier assemblies. Provide details of all
typical conditions, intersections with other envelope assemblies and
materials, membrane counter-flashings. Provide details for fire-rated
assemblies and indicate materials for fthermal barriersifignition barriersi.
Show details for bridging of gaps in construction, treatment of inside and
outside corners, expansion joints, methods of attachment of materials
covering the SPF without compromising the barrier. Indicate how
miscellaneous penetrations such as conduit, pipes, electric boxes, brick
ties, and similar items will be sealed.
.5.2 Product Data
Submit manufacturer's technical data indicating compliance with performance
and environmental requirements, manufacturer's printed instructions for
evaluating, preparing, and treating substrates, temperature and other
limitations of installation conditions, safety requirements for
installation, and Safety Data Sheets. Indicate flame and smoke spread
ratings for all products. Submit fthermal barrierdfignition barrierd
literature including material description, physical properties, and
fire-ratings.

.5.3 Mockup

Provide a mockup of each foam system specified. Apply foam in an area

Page 6



designated by the Contracting Officer. Apply an area of not less than 50
square feet. Include all components specified for the finished assembly
including primers, support components, expansion and contraction joints,-+
ignition barriers,++ thermal barriers,} and other accessories as
representative of the complete system. Isolate the area and protect
workers as required by 29 CFR 1910.132, 29 CFR 1910.133 and 29 CFR 1910.134.
Notify the Contracting Officer a minimum of 48 hours prior to the test
application. Select a test area representative of conditions to be sprayed
including window or door openings, wall to ceiling transitions, flashings,
and penetrations, as applicable.

.5.4 Test Reports

Submit test reports indicating that field peel adhesion tests on all
materials have been performed and the changes made, if required, in order
to achieve successful and lasting adhesion. Submit test reports for flame
spread and smoke developed index ratings of SPF products tested in
accordance with ASTM E84. Submit test reports for flame propagation of
wall assemblies tested in accordance with NFPA 285.f Submit test reports
for fire-ratings of fthermal} and fignitiont} barrier materials tested in
accordance with ASTM E84 .+

.6 DELIVERY, STORAGE, AND HANDLING
.6.1 Delivery

Deliver and store materials in sufficient quantity to allow for
uninterrupted flow of work. Inspect materials delivered to the site for
damage; unload and store out of weather. Deliver materials to the jobsite
in their original unopened packages, clearly marked with the manufacturer's
name, brand designation, description of contents, and shelf life of
containerized materials. Store and handle to protect from damage. Submit
SPF Handling, Storage, and Spray Procedures in accordance with submittal
procedures.

.6.2 Storage

Store materials in clean, dry areas, away from excessive heat, sparks, and
open flame. Maintain temperatures in the storage area below the materialgs'
flash point(s) and within limits recommended by the manufacturer's printed
instructions. Provide ventilation in accordance with ASSP Z9.2 to prevent
build-up of flammable gases. Store MDI (A-side) drums in locations that
limit the risk of contact with water, acids, caustics (such as lye),
alcohols, and strong oxidizing and reducing agents.

.6.3 Handling

Handle materials and containers safely and in accordance with
manufacturer's recommendations. Store liquids in airtight containers and
keep containers closed except when removing materials. Do not use
equipment or containers containing remains of dissimilar materials. Do not
expose foam component containers to direct sunlight. Do not use materials
from containers with content temperatures in excess of 80 degrees F.

Containers exposed to long periods of cold may also exhibit separation and
poor performance. Do not use materials exposed to temperature ranges
outside of manufacturer's instructions for exposure limits.
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Mark and remove from job site materials which have been exposed to
moisture, that exceed shelf life limits, or that have been exposed to
temperature extremes.

.6.3.1 Venting and Handling of Material Containers

Partially unscrew material container and drum caps to gradually vent the
containers prior to opening. Do not inhale vapors. Decontaminate empty
component containers by filling with water and allowing to stand for 48
hours with bung caps removed. Do not, under any circumstances seal, stop,
or close containers which have been emptied of foam components.

.7 FIELD PEEL ADHESION TEST

Perform a field peel adhesion test on the construction mockup. Test the
SPF for adhesion in accordance with ASTM D4541 using a Type II pull tester
except use a disk that is 4 inches in diameter and cut through the membrane
to separate the material attached to the dish from the surrounding
material. Perform test after curing period in accordance with
manufacturer's written recommendations. Record mode of failure and area
which failed in accordance with ASTM D4541. Compare adhesion values with
the manufacturer's established minimum values for the particular
combination of material and substrate. Indicate on the inspection report
whether the manufacturer's requirement has been met. Where the
manufacturer has not declared a minimum adhesion value for their product
and substrate combination, the inspector must record actual values.

.8 AIR BARRIER TESTING

Perform air barrier testing in accordance withf Section 07 27 10.00 10
BUILDING AIR BARRIER SYSTEM}-{—and—Seetion07 0523 PRESSURETESTINGAN-ATR—
BARRIER—SYSTEM—FORAIR TICHTNESST .

.9 SAFETY PROVISIONS
.9.1 Fire Prevention

Provide a written fire prevention plan for the SPF application. Address
specific fire hazards such as spontaneous combustion from exothermic heat
build-up of SPF components during curing. Provide a continuous fire watch
during mixing and spraying of SPF and for a minimum of ftwo hours}£30
minutes} after completion of work at the end of each day. Maintain fire
watch for additional time as required to ensure no potential ignition
conditions exist.

.9.1.1 Fire Extinguishers

Furnish ftwol{——F fire extinguishers of minimum 15 pounds capacity each,
in accordance with NFPA 10, in the immediate wvicinity of the work.

CAUTION: Do not discharge high pressure carbon dioxide extinguishers where
explosive vapors exist since the discharge can cause a spark which will
ignite the wvapors.

.9.2 Respirator Plan

Provide a written respirator plan in accordance with OSHA regulations that
protects installers during application and addresses separation of the area
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to prevent other workers from entering the work area during spraying.
.9.3 Isolation

Isolate the work area as recommended by spray foam manufacturer's written
requirements. Prevent workers without respiratory, skin, and eye Personal
Protective Equipment (PPE) or training from entering the work area or
otherwise being exposed to off-gassing of the insulation in excess of
permissible exposure limits.

.9.4 Respirators and Eye Protection

Respiratory protective devices (respirators) must meet the requirements of
ASSP 788.2. Eye and face protective equipment must meet the requirements
of ANSI/ISEA Z87.1. Additionally, sprayers and workers in the immediate
vicinity of the spray must wear NIOSH-approved, full-face, supplied air
respirators (SAR) operated in positive pressure or continuous flow mode.
Workers not in the immediate vicinity of the sprayer must wear air
purifying respirators (APR) with an organic gas / P100 particulate
cartridge. Instruct personnel in the use of devices. Maintain such
equipment and inspect regularly. All workers are required to have
undergone pulmonary function testing and fit testing and must provide
certification that they have done so. Change APR cartridges in accordance
with manufacturer's written recommendations.

.9.5 Clothing and Gloves

Sprayers and workers must wear protective clothing and gloves in accordance
with OSHA requirements during materials application. Disposable coveralls
must be worn and must cover all exposed skin. Sprayers and workers must
wear fabric gloves coated with nitrile, neoprene, butyl or PVC.

.9.6 Additional Requirements

Require personnel to review the Health, Safety and Environmental Aspects of
Spray Polyurethane Foam and Coverings published by the Spray Polyurethane
Foam Alliance (SPFA). Verify compliance prior to allowing personnel on
site for installation work. http://www.sprayfoam.org.

.10 QUALITY ASSURANCE
.10.1 Qualification of Manufacturer

Submit documentation verifying that the manufacturer of the SPF is
currently accredited by the Air Barrier Association of America (
ABAA Accreditation https://www.airbarrier.org/) and by the Spray
Polyurethane Foam Alliance (SPFA).

.10.2 Qualification of Installer

Submit documentation verifying that installers of the spray foam air
barrier are currently certified by ABAA/BPQI (Building Performance Quality
Institute) dor}Hfand} by the Spray Polyurethane Foam Alliance (SPFA)
Professional Certification Program (PCP). 1Installers must provide photo
identification certification cards for inspection upon request.

.10.3 General Quality Requirements
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Provide all products and installation in accordance with SPFA TechDocs
requirements (http://www.sprayfoam.org/technical/spfa-technical-documents)
and documented best practices.

1.11 PRECONSTRUCTION MEETING

Conduct a preconstruction meeting after approval of submittals and a
minimum of two weeks prior to commencing work specified in this Section.
Attendance is required by the Contracting Officer's designated personnel,
Contractor, and representatives of related trades including covering
materials, substrate materials, adjacent materials, and materials and
components of the air/vapor/thermal barrier system. Agenda must include,
at a minimum, the following items:

a. Drawings, specifications and submittals related to the SPF work;
b. Sequence of construction;

c. Coordination with substrate preparation work and responsibility of
repairing defects in substrates. Determine method of ensuring SPF work
does not begin until substrates have been inspected and accepted;

d. Compatibility of materials;
e. Construction and testing of construction mockup;

f. Application of self-adhering air barrier transitions strips and primer
as required for sealing the spray foam air barrier system at openings
including but not limited to windows, doors and louvers;

g. Spray foam air barrier system installation; including methods to be
used to provide a continuous barrier at thru-wall flashing,
penetrations, and covering of embed items;

h. Quality control plan including methods of applying the product so that
a consistent thickness across the face of the substrate is achieved.

i. Procedures for SPF manufacturer's technical representative's onsite
inspection and acceptance of substrates, contact info for the
representative, frequency of visits, and distribution of copies of
inspection reports. Determine where core samples will be taken and
review procedures for daily documentation of SPF application.

j. Property protection measuresf, including isolation of the work,} and
prevention of overspray and clean-up should overspray occur.

k. Safety requirements, including review of PPE, fire prevention, safety
plan, respirator plan, ventilation and separation of the work area,
fall protection, and posting of warning signs. Provide a complete
schedule and a detailed, written fire protection plan{ including
temporary isolation of the product and the work area until permanent
isolation or thermal barrier is in placet.

1.12 ENVIRONMENTAL CONDITIONS

1.12.1 Temperature and Weather
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Install SPF within the range of ambient and substrate surface temperatures
in accordance with manufacturer's written instructions. Do not apply SPF
to damp or wet substrates. Do not apply SPF during inclement weather or
when ice, frost, surface moisture, or visible dampness is present on
surfaces to be covered, or when precipitation is imminent. Do not apply
SPF to exterior building surfaces when wind speeds exceed 25 miles per
hour. Use moisture measuring methods and equipment to verify that the
moisture conditions of substrate surfaces are in accordance with SPF
manufacturer requirements prior to application. Substrate temperatures
must be within limits recommended by the manufacturer's printed
instructions.

.12.2 Conditions for Primers

Follow manufacturer's printed application and curing instructions. Do not
apply primer when ambient temperature is below 40 degrees F or when ambient
temperature is expected to fall below 35 degrees F for the duration of the
drying or curing period.

.12.3 Conditions for Ignition Barriers

Ensure that sprayed surfaces comply with manufacturer's written
requirements for application coverage, thickness, and curing prior to
application of ignition barrier coatings.

.12.4 Temporary Ventilation

Provide temporary ventilation for work of this section in accordance with
manufacturer's written instructions and with OSHA requirements for this
type of application.

.13 FOAM SPRAY EQUIPMENT

.13.1 Applicator

Use an air purge foam spray gun.
.13.2 Equipment Calibration

Fully calibrate the foam metering equipment to monitor each ligquid
component to within 2 percent of the SPF manufacturer's required metering
ratio. Calibrate spray equipment each day at the start of operations,
after each restart if spraying operations have been terminated for more
than one hour, whenever there is a change in fan pattern or pressure,
whenever slow curing areas are noticed, whenever a change is made in hose
length or working height, and after changeover between materials.
Calibration consists of demonstrating that the equipment is adjusted to
deliver components in proper mix and proportion. Conduct calibration tests
on cardboard or plywood on a wall adjacent to the area to be sprayed.

.13.3 Metering Equipment Requirements

Use foam metering equipment capable of developing and maintaining the SPF
manufacturer's required liquid component pressures and temperatures. Foam
metering equipment must have gages for visual monitoring. Equipment must
provide temperature control of foam components to within the temperature
ranges recommended by the foam manufacturer's printed instructions.
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1.13.4 Moisture Protection

Protect surfaces of supply containers and tanks used to feed foam metering
equipment from moisture.

1.13.5 Compressed Air

Supply compressed air that is in contact with SPF during mixing or
atomization through moisture traps that are continuously bled.

1.13.6 Dispense Excess Materials
Do not deposit materials used for cleaning of equipment or materials
dispensed for calibration purposes and establishment of spray gun pattern
onto the ground. Dispense such materials into scrap containers or onto
plastic film, or cardboard, and dispose of in accordance with safety
requirements and jobsite regulations.

PART 2 PRODUCTS

2.1 SPRAY FOAM AIR BARRIER

2.1.1 General

Provide fan—-eopen—eeltltt+fa closed cell,+ sprayed in place, SPF that forms a
continuous air{f/vapor}/thermal barrier at the building enclosure. Provide
in accordance with ASTM C1029, with the requirements of UFC 3-600-01,

ICC IBC Chapter 26, ICC-ES AC377, and NFPA 285. 1In the event of a

conflict, the most stringent requirement applies. Provide all system
components necessary for a complete, code compliant installation, whether
indicated or not, including material support components, expansion and
contraction joints,4 ignition barrier coatings,}fthermal barrier materials,+
and accessories.

2.1.2 Physical Properties
+ Provide a closed cell product with the following characteristics:
a. Density (ASTM D1622): 2.0 lb per cf, nominal
b. Thermal Resistance (ASTM C518)
(1) Initial R-value per inch thickness: 7 sf-degrees F h per Btu

(2) Aged R-value per inch thickness (180 days at 76 degrees F): 6.6
sf-degrees F-h per Btu

c. Air Permeance (ASTM E2178): -+In accordance with Section 07 27 10.00 10
BUILDING AIR BARRIER SYSTEM}{Less than 0.004 CFM per sf at 1.57 psf+.

d. Air Leakage (ASTM E2357, ASTM E283): -+4In accordance with Section
07 27 10.00 10 BUILDING AIR BARRIER SYSTEM{-and-Section 06706523

PRESSURE—TFESTINGAN-—ZIRBARRIER—SYSTFEM—FORAIRTIGHINESSH++—1less than
0.004 CFM per sf at 1.57 psf at one inch].

e. Compressive Strength (ASTM D1621): Minimum 28.3 psi
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Tensile Strength (ASTM D1623)
(1) Medium density: 15 psi

(2) Roofing: 40 psi

g. Water Vapor Permeance (ASTM E96/E96M, water method): less than 1.2 US
Perms at one inch thickness
h. Vapor Retarder (ICC IBC, ICC IECC) Class III
i. Surface Burning Characteristics (ASTM E84) 3 inch thickness:
(1) Flame Spread (FS) Index Rating less than £75 -+ 3+ 1
(2) Smoke Developed (SD) Index Rating less than £150. SPF with an SD
rating greater than 150 but less than 450 may be used when fully
encapsulated. Approval of SPF product is contingent upon approval
of encapsulation products and assemblies.}+{—1—
j. Closed Cell Content (ASTM D6226): 90 percent
k. Dimensional Stability (Humid Aging) (ASTM D2126): 15 percent at 28
days at 158 degrees F with 97 percent relative humidity.
1. Water Absorption (ASTM D2842): Maximum 1.0 per volume
m. Fungi Resistance (ASTM C1338): Pass, with no growth
n. Recycled Content: Minimum 9 percent (pre- and post-consumer). Provide
data identifying percentage of recycled content for closed cell spray
foam air barrier.
1 Mrasryi d NS CoV-C PN B NP EEDE S 3 = I~ ~NE — =Y FAallaoawina characot A o0~
Herovidean—opern—ecell—produect—with the following charaecteristies
= NDenca 7 (ACTM N1 L9290 a) E 1 ey ~F neama o
a—Pensity {ASTM-DI622) 85— per—ef—mominal
b—Thermat Resistarce {(ASTMC518)
H—FnitiatR—value perinch thickness 4—sf-degrees—F-h per Btw)
{2) Aged R-value per inch thickness (180 days at 76 degrees F): 3.8
af . decgreacna .l oo Do
gf-degreesPF-h per Btu
e Atr—Permeance—{ASTME2178)— Hr—acecordance—withSeetion 07273166636
BUFEBINGAIR BARRIER SYSTEMIIless—than 0064 CPFMper sf ot 157 psfi—
= A1 T Alrn ey (ACTM TD2E7 ACTM _TDQO2\ [T ST~ waith O~ o E=Y
d—nir Teakage (AITM-FE2357,—ASTM-FE283 [Fr—saccordan with—Sectien

AN aw/| CM _rer of S+ 1 E7 r~of o+ EoY 1~
\"Ar T P —Srr—atc T-o7 Pt ot Ont—aiCrn

A\Vale Ry Ay BN AV-N - YW Wk I £ [aE SV VoW =l 2 i\ alsnlVii V1 627) 2 C oo

A= xS 77 OHpPTre oS ve—o et it ooz 7 SO pPoT
£ Tanca ] Qb r o~ iy alsnlVis Y1 £22) 2 C e
T TS T C— ot CagS Tt (o T oo z2 57 SO Pt
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1.3 Expansion and Contraction

Provide an assembly that allows for relative movement due to temperature,
moisture, and air pressure changes. Provide expansion and contraction
measures as required by the manufacturer's written recommendations.

.1.4 Fire-ratings, Flame Spread and Smoke Developed Index Ratings

Where fire-rated materials are indicated, provide products with the
appropriate markings of a qualified testing agency. Submit fire-rating
test reports. Submit flame spread (FS) and smoke developed (SD) index
data. Where FS and SD values of foam products do not meet requirements,
provide corresponding fignitiontfthermald barrier products or assemblies
and verify complete encapsulation of the spray foam air barrier through
product data or on shop drawings. Submit for approval in accordance with
Section 01 33 00 SUBMITTAL PROCEDURES.

.1.5 Prohibited Materials

Products that contain hexabromocyclododecane (HBCD) flame retardants are
prohibited. Products that contain hydrochlorofluorocarbons (HCFCs),

chlorofluorocarbons (CFCs), or other high ozone depleting blowing agents,
are prohibited. For a list of acceptable substitute foam blowing agents
see https://www.epa.gov/snap/foam-blowing-agents. Provide validation of

indoor air quality for spray foam air barrier that no prohibited materials
are used.

.1.6 +ThermalifIgnition} Barrier

Provide a fthermal barrier}fignition barrier} in locations where SPF is
exposed to the interior of the building, including attics and plenum
spaces. Provide -fthermal}fignition} barriers in accordance with ICC IBC
Chapter 26 "Plastics," with ICC-ES AC377, ASTM E736, and NFPA 275. Choose
one or more of the following methods of separation:

a. Building interior, other than fire-rated enclosures: +Separate the SPF
from the occupied interior of a building by a continuous thermal
barrier of 1/2 inch glass mat gypsum wallboard (GWB) in accordance with
ICC IBC Chapter 26 requirements.}fSeparate the SPF from the occupied
interior of a building by an intumescent thermal barrier coating or
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2

thermal barrier board identical to a third party tested thermal barrier
to limit the average temperature rise of the surface of the SPF to not
more than 250 degrees F after 15 minutes of fire exposure (using the
standard time-temperature curve of ASTM E119)3. Provide in accordance
with NFPA 275.

b. Building interior, fire-rated enclosures: At walls, ceilings and
floors that are required to be fire-rated, separate the SPF from the
occupied interior of a building with an ignition barrier consisting of
5/8 inch, Type X, fire-rated GWB in the number of layers corresponding
to required ratings. Include all accessories as necessary for complete
fire-rated assemblies.

c. Unoccupied attics, crawl spaces: Where fire-rated enclosures are not
required, and where entry is made only for service of utilities,
separate the SPF from the attic or crawl space with a continuous
ignition barrier in accordance with ICC IBC Chapter 26 requirements,
and as approved by the Contracting Officer's Representative. Provide
one of the following:

(1) 1-1/2 inch thick mineral fiber insulation

(2) 1-1/2 inch thick cellulose insulation

.2 TRANSITION MEMBRANE

Provide as specified in Section 07 27 19.01 SELF-ADHERING AIR BARRIERS.

.3 PRIMERS, ADHESIVES, AND MASTICS

Provide primers, adhesives, mastics and other accessory materials as
recommended by spray foam manufacturer's printed literature.

.4 FLASHING

As specified in Section 07 60 00 FLASHING AND SHEET METAL.

.5 JOINT SEALANTS

As gpecified in Section 07 92 00 JOINT SEALANTS. Verify compatibility with
other system products.

PART 3 EXECUTION

3

3

.1 EXAMINATION

Before installing the spray foam air barrier and with the installer
present, examine substrates, areas, and conditions under which SPF will be
applied, for compliance with requirements. Ensure that surfaces are sound,
dry, even, and free of oil, grease, dirt, excess mortar or other
contaminants. Ensure that concrete surfaces are cured and dry, smooth
without large voids, spalled areas or sharp protrusions. Correct defects
that adversely affect the spray foam application or performance. Verify
that work by other trades is in place and complete prior to application of
spray foam.

.2 PREPARATION
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.2

.1

Substrate Preparation

Clean, prepare, and treat substrate according to manufacturer's written

instructions. Provide clean, dust-free, and dry substrate for spray foam
application.
a. Prepare surfaces by brushing, scrubbing, scraping, or grinding to

.2

.2

remove loose mortar, dust, oil, grease, oxidation, mill scale and other
contaminants which will affect adhesion of the SPF.

Wipe down metal surfaces to remove release agents or other
non-compatible coatings, using clean sponges or rags soaked in a
solvent compatible with the SPF.

Protection

Protect adjacent areas and surfaces from spray applied materials in
accordance with the following:

a.

b.

.2

.3

Mask and cover adjacent areas to protect from over spray.

Ensure required foam stops and back up materials are in place to
achieve a complete seal.

Seal off ventilation equipment. Install temporary ducting and fans to
provide required exhaust of spray fumes. Provide make-up air as
required.

Erect barriers, isolate area, and post warning signs to notify
non-protected personnel of the requirement to avoid the spray area.

Blocking Around Heat Producing Devices

Install non-combustible blocking around heat producing devices to provide
the following clearances:

a.

Recessed light fixtures, including wiring compartments, ballasts, and
other heat producing devices, unless certified for installation
surrounded by insulation: Minimum of 43 inches}t——7+ from outside
face of fixtures and devices and in accordance with NFPA 70 and, if
insulation is to be placed above fixture or device, 24 inches above
fixture.

Vents and vent connectors used for venting products of combustion,
flues, and chimneys other than masonry chimneys: Minimum clearances in
accordance with NFPA 211.

d-——GasFiredAppliances— Clearancesin accordancewith NFPA 54—

Fire and Explosion Hazards
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Prohibit open flames, sparks, welding, and smoking in the application area.
Provide and maintain fire extinguishers of appropriate type, size and
distance, as required by NFPA, in the application area. Mix batches in
small enough quantities to avoid spontaneous combustion from exothermic
heat build-up of SPF components during curing.

.2.5 Warning Signs

Post warning signs at ground level adjacent to the work area and a minimum
of 150 feet from the application area stating the area is off limits to
unauthorized persons and warning of potential hazards. Place clearly
visible and legible warning sign at entrance to primary road leading to the
project facility warning of presence of flammable materials, irritating
fumes, and potential of overspray damage.

.2.6 Prime Substrate

Provide as recommended by the manufacturer for each substrate to be
primed. Use primers at full strength. Do not dilute primers unless
required and as recommended in writing by the manufacturer. Do not use
cleaning solvents for thinning primers or other materials. Ensure that
diluted primer (s) meet VOC requirements.

.3 INSTALLATION
.3.1 Sequencing and Coordination

Sequence the work so as to prevent access to the work area by other trades
during foam application and curing. Limit access of non-essential workers
during application. Notify the Contracting Officer 24 hours in advance of
spraying operations.+f Sequence spray foam work with other trades to permit
continuous self-flashing of the spray foam air barrier.} Ensure expansion
and control joints are provided as detailed on the manufacturer's shop
drawings to accommodate the expansion of each layer of the airf/vapori
/thermal envelope.f Provide temporary fire protection of uncured foam, and
isolate the work area, until foam application is isolated with a permanent
thermal or ignition barrier.4

.3.2 Installation of Transition Membrane

Install transition membrane materials in accordance with the details on the
drawings, Section 07 27 19.01 SELF-ADHERING AIR BARRIERS, and the following:

a. Install transition membrane at all required locations prior to
installation of the fluid-applied membrane air barrier.

b. Verify transition membrane is fully adhered to substrate and that its
surface is clean, dry and wrinkle free prior to installation of the
fluid-applied membrane air barrier.

c. Verify transition membrane completely covers all transition areas and
will provide continuity of the finished SPF air barrier without gaps or
cracks.

.3.3 Installation of Spray Foam Air Barrier

Install materials in accordance with paragraph SAFETY PROVISIONS, in
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accordance with manufacturer's recommendations+, ULC S705.2 Installation
Standard}, and in accordance with the following:

a. Use spray equipment that complies with foam manufacturer's
recommendations for the specific type of application, and as specified
herein. Record equipment settings on the Daily Work Record. Each
proportioned unit can supply only one spray gun.

b. Apply only when surfaces and environmental conditions are within limits
prescribed by the material manufacturer.

c. Continuously connect the spray foam air barrier between walls, roof,
floor, and below grade assemblies to form a continuous integrated air
barrier system around the entire building enclosure. Extend the spray
foam air barrier into rough openings such as doors, windows, louvers,
and other exterior penetrations. Use self-adhering air barrier
transition strips if necessary to achieve full extension and continuity
of the barrier at these locations. Seal edges of barrier at junctures
with rough openings.

d. Install within manufacturer's tolerances, but not more than minus 1/4
inch or plus 1/2 inch.

e. Sequence work so as to completely seal all penetrations resulting from
pipes, vents, wires, conduit, electrical fixtures, structural members,
or other construction. If penetrations through the spray foam air
barrier are made after the initial SPF application, reapply in
accordance with manufacturer's written instructions for such remedial
work.

f. Do not install SPF within 3 inches of heat emitting devices such as
light fixtures and chimneys.

g. Finished surface of SPF must be free of voids and embedded foreign
objects.

h. Remove masking materials and over spray from adjacent areas immediately
after foam surface has hardened. Ensure cleaning methods do not damage
work performed by other sections.

i. Trim, as required, any excess thickness that would interfere with the
application of cladding and covering system by other trades.

j. Clean and restore surfaces soiled or damaged by work of other trades.
Before cleaning and restoring damaged work, consult with other trades
for appropriate and approved methods for cleaning and restoration to
prevent further damage.

k. Complete connections to other components and repair any gaps, holes or
other damage using material approved by the manufacturer.

1. Provide expansion joints in the SPF application aligned with expansion
joints in the building enclosure, where substrate materials change, and

in accordance with manufacturer's recommendations.

m. Provide a continuous fire watch in accordance with paragraph SAFETY
PROVISIONS.
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3

3

.4 FIELD QUALITY CONTROL

4.1 General Site Inspections and Testing

Provide site inspections and testing in accordance with ABAA protocol to
verify conformance with the manufacturer's instructions, the ABAA QAP
Quality Assurance Program (https://www.airbarrier.org/gap/), Section

07 27 10.00 10 BUILDING AIR BARRIER SYSTEM, -Seetion 6706523 PRESSURE—
TESTING AN -AIR BARRIER SYSTEM FOR AIR TIGHTNESS,] and this section.

a. Conduct inspections and testing at 5, 50, and 95 percent of completion
of this scope of work. Forward written inspection reports to the
Contracting Officer within 5 working days of the inspection and test
being performed.

b. 1If inspections reveal any defects, promptly remove and replace
defective work at no additional expense to the Government.

.4.2 Manufacturer Site Inspections

Manufacturer's technical representative must visit the site during the
installation process to ensure the SPF and accessories are being applied in
compliance with requirements. At a minimum, manufacturer's technical
representative must be present at work startup and perform field inspection
of the first day's completed application and at substantial completion,
prior to demobilization. After each inspection, submit an inspection
report signed by the manufacturer's technical representative, to the
Contracting Officer within five working days. The inspection report must
note overall quality of work, deficiencies, and recommended corrective
actions in detail. Notify the Contracting Officer a minimum of two working
days prior to site visits by manufacturer's technical representative.

.4.3 Contractor's Site Inspections

Establish and maintain an inspection procedure to ensure compliance of the
foam installation with contract requirements. Conduct inspections and
testing at 5, 50, and 95 percent completion of application. Forward
written inspection reports to the Contracting Officer within five working
days of the inspection and test being performed. Work not in compliance
must be promptly removed and replaced or corrected, in an approved manner,
at no additional cost to the Government. Quality control must include, but
is not limited to, the following:

a. Observation of environmental conditions; number and skill level of
insulation workers.

b. Verification of certification, listing, or label.

c. Verification of proper storage and handling of materials before,
during, and after installation.

d. Inspection of SPF, support structure, primer, expansion joints,-+
ignition barrier,}f thermal barrier,}+f vapor retarder,+ and accessories.

.4.4 Field Peel Adhesion Test

Conduct in accordance with test protocol indicated in Part 1 paragraph
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FIELD PEEL ADHENSTONADHESION TEST.
.4.5 Visual Inspection and Thermal Scanning

Following completion of installation, inspect the SPF surface or cavity
using infrared (IR) scanning as specified inf ASTM C1060,+f ASTM C1153+f
ard}. Where the IR inspection indicates construction inconsistencies
including wet insulation, remove inconsistent portions of the assembly and
replace insulation to correct thermal anomalies. Reinspect and document
corrections to the satisfaction of the Contracting Officer.

.4.5.1 Thermographic Test Report

Include thermographs in color and a color temperature scale to define the
temperature indicated by the various colors. Identify the high temperature
reading, the outdoor air temperature, the building indoor air temperature,
and the wind speed and direction. Note areas of compromise in the building
enclosure, and note actions required and taken to correct those areas.
Final thermography test report must demonstrate that the problem areas have
been corrected. Submit the complete test and analysis.

.5 CORRECTION OF DEFICIENCIES

Upon completion of inspection, testing, or sample taking, repair damaged
construction, restore substrates and finishes, and protect repaired
construction. Deficiencies found during inspection must be corrected within
+ 5 working days}ft—48—theursii } following notification.

.6 CLEANUP OF SPILLS

Conduct cleanup of uncured product spillage in accordance with paragraph
SAFETY PROVISIONS and the manufacturer's written safe handling
instructions. In the event of a conflict, the most stringent requirement
governs.

.7 PROTECTION AND CLEANING

.7.1 Protection of Installed Work

Protect SPF installation from damage during application and remainder of

construction period in accordance with manufacturer's written
instructions. Repair damaged areas to new condition.
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.7.2 Cleaning of Adjacent Surfaces

Clean overspray from adjacent construction using cleaning agents and
procedures as recommended in writing by the manufacturer of each type of
affected construction and as acceptable to same.

-- End of Section --
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SECTION 23 09 23.13

BACnet DIRECT DIGITAL CONTROL SYSTEMS FOR HVAC
06/21

PART 1 GENERAL

1.

1 REFERENCES

The publications listed below form a part of this specification to the
extent referenced. The publications are referred to in the text by the
basic designation only.

AIR MOVEMENT AND CONTROL ASSOCIATION INTERNATIONAL (AMCA)

AMCA 500-D (2012) Laboratory Methods of Testing
Dampers for Rating

AMERICAN SOCIETY OF HEATING, REFRIGERATING AND AIR-CONDITIONING
ENGINEERS (ASHRAE)

ASHRAE 135 (2012; Addenda AR 2013; Errata 1 2013; INT
1-9 2013; Errata 2 2013; INT 10-12 2014;
Errata 3-4 2014; Addenda AI-AY 2014; INT
13-17 2015; Errata 5 2015) BACnet—A Data
Communication Protocol for Building
Automation and Control Networks

ASHRAE 135.1 (Errata 1 2015; INT 1 2013; Addenda O
2014) Method of Test for Conformance to
BACnet

ARCNET TRADE ASSOCIATION (ATA)
ATA 878.1 (1999) Local Area Network: Token Bus
ASME INTERNATIONAL (ASME)

ASME Bl16.18 (2012) Cast Copper Alloy Solder Joint
Pressure Fittings

ASME B16.22 (2013) Standard for Wrought Copper and
Copper Alloy Solder Joint Pressure Fittings

ASME B16.26 (2013) Standard for Cast Copper Alloy
Fittings for Flared Copper Tubes

ASME Bl6.34 (2013) Valves - Flanged, Threaded and
Welding End

ASME B16.5 (2013) Pipe Flanges and Flanged Fittings:
NPS 1/2 Through NPS 24 Metric/Inch Standard

ASME B31.1 (2014; INT 1-47) Power Piping
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ASME B40.100 (2013) Pressure Gauges and Gauge
Attachments

ASME BPVC (2010) Boiler and Pressure Vessels Code
ASTM INTERNATIONAL (ASTM)
ASTM Al126 (2004; R 2014) Standard Specification for
Gray Iron Castings for Valves, Flanges,

and Pipe Fittings

ASTM B117 (2011) Standard Practice for Operating
Salt Spray (Fog) Apparatus

ASTM B32 (2008; R 2014) Standard Specification for
Solder Metal

ASTM B75/B75M (2011) Standard Specification for Seamless
Copper Tube

ASTM B88 (2014) Standard Specification for Seamless
Copper Water Tube

ASTM B88M (2013) Standard Specification for Seamless
Copper Water Tube (Metric)

ASTM D1238 (2013) Melt Flow Rates of Thermoplastics
by Extrusion Plastometer

ASTM D1693 (2015) Standard Test Method for
Environmental Stress-Cracking of Ethylene
Plastics

ASTM D635 (2014) Standard Test Method for Rate of

Burning and/or Extent and Time of Burning
of Self-Supporting Plastics in a
Horizontal Position

ASTM D638 (2014) Standard Test Method for Tensile
Properties of Plastics

ASTM D792 (2013) Density and Specific Gravity
(Relative Density) of Plastics by
Displacement

CONSUMER ELECTRONICS ASSOCIATION (CEA)

CEA-709.1-D (2014) Control Network Protocol
Specification

INSTITUTE OF ELECTRICAL AND ELECTRONICS ENGINEERS (IEEE)
IEEE C62.41.1 (2002; R 2008) Guide on the Surges
Environment in Low-Voltage (1000 V and

Less) AC Power Circuits

IEEE C62.41.2 (2002) Recommended Practice on
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1

1

IEEE C62.45

Characterization of Surges in Low-Voltage
(1000 V and Less) AC Power Circuits

(2002; R 2008) Recommended Practice on
Surge Testing for Equipment Connected to
Low-Voltage (1000v and less)AC Power
Circuits

INTERNATIONAL ORGANIZATION FOR STANDARDIZATION (ISO)

ISO 8802-3

(2000) Information Technology -
Telecommunications and Information
Exchange Between Systems - Local and
Metropolitan Area Networks - Specific
Requirements - Part 3: Carrier Sense
Multiple Access with Collision Detection
(CSMA/CD) Access Method and Physical Layer
Specifications

NATIONAL FIRE PROTECTION ASSOCIATION (NFPA)

NEPA 70

NEFPA 72

NFPA 90A

(2014; AMD 1 2013; Errata 1 2013; AMD 2
2013; Errata 2 2013; AMD 3 2014; Errata
3-4 2014; AMD 4-6 2014) National
Electrical Code

(2013) National Fire Alarm and Signaling
Code

(2015) Standard for the Installation of
Air Conditioning and Ventilating Systems

SHEET METAL AND AIR CONDITIONING CONTRACTORS' NATIONAL ASSOCIATION

(SMACNA)

SMACNA 1966

UL

UL

UL

UL

.2
L2,

ANSI/ASHRAE Standard 135:

(2005) HVAC Duct Construction Standards
Metal and Flexible, 3rd Edition

UNDERWRITERS LABORATORIES (UL)

1449

506

508A

916

DEFINITIONS

ANSI/ASHRAE Standard 135

(2014;Reprint Mar 2015) Surge Protective
Devices

(2008; Reprint Oct 2013) Specialty
Transformers

(2013; Reprint Jan 2014) Industrial
Control Panels

(2007; Reprint Aug 2014) Standard for
Energy Management Equipment

BACnet - A Data Communication Protocol for
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Building Automation and Control Networks, referred to as "BACnet". ASHRAE
developed BACnet to provide a method for diverse building automation
devices to communicate and share data over a network.

2.2 ARCNET

ATA 878.1 - Attached Resource Computer Network. ARCNET is a deterministic
LAN technology; meaning it's possible to determine the maximum delay before
a device is able to transmit a message.

2.3 BACnet

Building Automation and Control Network; the common name for the
communication standard ASHRAE 135. The standard defines methods and
protocol for cooperating building automation devices to communicate over a
variety of LAN technologies.

2.4 BACnet/IP

An extension of BACnet, Annex J, defines this mechanism using a reserved
UDP socket to transmit BACnet messages over IP networks. A BACnet/IP
network is a collection of one or more IP subnetworks that share the same
BACnet network number. See also "BACnet Broadcast Management Device".
.2.5 BACnet Internetwork

Two or more BACnet networks, possibly using different LAN technologies,
connected with routers. 1In a BACnet internetwork, there exists only one
message path between devices.

.2.6 BACnet Network

One or more BACnet segments that have the same network address and are
interconnected by bridges at the physical and data link layers.

2.7 BACnet Segment

One or more physical segments of BACnet devices on a BACnet network,
connected at the physical layer by repeaters.

.2.8 BBMD

BACnet Broadcast Management Device (BBMD). A communications device,
typically combined with a BACnet router. A BBMD forwards BACnet broadcast
messages to BACnet/IP devices and other BBMDs connected to the same
BACnet/IP network. Every IP subnetwork that is part of a BACnet/IP network
must have only one BBMD. See also "BACnet/IP".

.2.9 BAS

Building Automation Systems, including DDC (Direct Digital Controls) used
for facility automation and energy management.

.2.10 BAS Owner
The regional or local user responsible for managing all aspects of the BAS

operation, including: network connections, workstation management,
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technical support, control parameters, and daily operation. The BAS Owner
for this project is [Camp Lejeune Public Works] [ 1.

2,11 BIBBs
BACnet Interoperability Building Blocks. A collection of BACnet services
used to describe supported tasks. BIBBs are often described in terms of

"A" (client) and "B" (server) devices. The "A" device uses data provided
by the "B" device, or requests an action from the "B" device.

.2.12 BI

BACnet International, formerly two organizations: the BACnet Manufacturers
Association (BMA) and the BACnet Interest Group - North America (BIG-NA).

.2.13 BI/BTL

BACnet International/BACnet Testing Laboratories (Formerly BMA/BTL). The
organization responsible for testing products for compliance with the
BACnet standard, operated under the direction of BACnet International.
.2.14 Bridge

Network hardware that connects two or more network (or BACnet internetwork)
segments at the physical and data link layers. A bridge may also filter
messages.

.2.15 Broadcast

A message sent to all devices on a network segment.

.2.16 Device

Any control system component, usually a digital controller, that contains a
BACnet Device Object and uses BACnet to communicate with other devices.

See also "Digital Controller™".

2,17 Device Object

Every BACnet device requires one Device Object, whose properties represent
the network visible properties of that device. Every Device Object

requires a unique Object Identifier number on the BACnet internetwork.
This number is often referred to as the device instance.

.2.18 Device Profile

A collection of BIBBs determining minimum BACnet capabilities of a device,
defined in ASHRAE Standard 135-2004, Annex L. Standard device profiles
include BACnet Operator Workstations (B-OWS), BACnet Building Controllers
(B-BC), BACnet Advanced Application Controllers (B-AAC), BACnet Application
Specific Controllers (B-ASC), BACnet Smart Actuator (B-SA), and

BACnet Smart Sensor (B-SS). FEach device used in new construction is
required to have a PICS statement listing BIBBs supported.

.2.19 Digital Controller

An electronic controller, usually with internal programming logic and
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digital and analog input/output capability, which performs control
functions. In most cases, synonymous with a BACnet device described in
this specification. See also "Device".

.2.19.1 Terminal Device Controllers

Terminal device controllers typically are controllers with less control
features, may have integrated actuators, and may be mounted directly on
equipment (with enclosures).

.2.19.2 Field Controllers

Field controllers typically have a greater capability for input/output and
customization, do not have integral actuators, are mounted in an enclosure
not on the equipment and are used for equipment such as VAV air handlers.

.2.19.3 Plant Controllers

Plant controllers are typically used to control various equipment in
mechanical rooms such as pumps, heat exchangers, and chillers.

.2.19.4 Supervisory Building Controller (SBC)

The Supervisory Building Controller is used to coordinate all equipment in
a building, input scheduling, and is used as a connection point for
transferring configuration files to the other controllers. The SBC shall
communicate with other controllers and equipment through a BACnet MS/TP
bus. Depending on approvals and capabilities, the SBC may be used as a
point of connection between the Camp Lejeune EMCS network (IP) and the
building level control network (BACnet MS/TP).

.2.20 Direct Digital Control (DDC)

Digital controllers performing control logic. Usually the controller
directly senses physical values, makes control decisions with internal
programs, and outputs control signals to directly operate switches, wvalves,
dampers, and motor controllers.

.2.21 DDC System

A network of digital controllers, communication architecture, and user
interfaces. A DDC system may include programming, sensors, actuators,
switches, relays, factory controls, operator workstations, and various
other devices, components, and attributes.

.2.22 Energy Management & Control System (EMCS)

The EMCS at Camp Lejeune is an enterprise system that actively receives
energy and building condition information from multiple sources and
provides load shedding, electric metering, alarming, trending, scheduling,
set point adjustment and device status of all supervisory building
controllers for maintenance personnel. The EMCS receives real time
electrical utility pricing data and automatically manages to Camp Lejeune's
energy target. The existing EMCS consists of two servers, 1) Johnson
Controls Incorporated (JCI) Metasys Extended Architecture (ADX server), and
2) Niagara FX N4 supervisor (JCI FX web supervisor). Both of the systems
communicate over the MCEN and either may be used to fulfill the
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requirements of this specification.
.2.23 Ethernet

A family of local-area-network technologies providing high-speed networking
features over various media.

.2.24 Firmware

Software programmed into read only memory (ROM), flash memory, electrically
erasable programmable read only memory (EEPROM), or erasable programmable
read only memory (EPROM) chips.

.2.25 Gateway

Communication hardware and software connecting two or more different
protocols, similar to human language translators. The Gateway translates
one protocol into equivalent concepts for the other protocol. In BACnet
applications, a Gateway has BACnet on one side and non-BACnet protocols on
the other side.

.2.26 Global ID

An identification number assigned to each Supervisory Building Controller.
The Global ID includes assigned MSTP Trunk Instance Numbers and a range of
BACnet Instance Numbers to be used for the Field Controllers. The Global

ID is assigned by Public Works.

.2.27 Half Router

A device that participates as one partner in a BACnet point-to-point (PTP)
connection. Two half-routers in an active PTP connection combine to form a
single router.

.2.28 Hub

A common connection point for devices on a network.

.2.29 Internet Protocol (IP, TCP/IP, UDP/IP)

A communication method, the most common use is the World Wide Web. At the
lowest level, it is based on Internet Protocol (IP), a method for conveying
and routing packets of information over various LAN media. Two common
protocols using IP are User Datagram Protocol (UDP) and Transmission
Control Protocol (TCP). UDP conveys information to well-known "sockets"
without confirmation of receipt. TCP establishes "sessions", which have
end-to-end confirmation and guaranteed sequence of delivery.

.2.30 Input/OQutput (I/0)

Physical inputs and outputs to and from a device, although the term
sometimes describes software, or "virtual" I/O. See also "Points".

.2.31 I/0 Expansion Unit
An I/0 expansion unit provides additional point capacity to a digital

controller.
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.2.32 IP subnet

Internet protocol (IP) identifies individual devices with a 32-bit number
divided into four groups from 0 to 255. Devices are often grouped and
share some portion of this number. For example, one device has IP address
209.185.47.68 and another device has IP address 209.185.47.82. These two
devices share Class C subnet 209.185.47.00

.2.33 Local-Area Network (LAN)

A communication network that spans a limited geographic area and uses the
same basic communication technology throughout.

.2.34 LonTalk

CEA-709.1-D. A communication protocol developed by Echelon Corp. LonTalk
is not permitted.

.2.35 MAC Address

Media Access Control address. The physical node address that identifies a
device on a Local Area Network.

.2.36 Master-Slave/Token-Passing (MS/TP)

ISO 8802-3. One of the LAN options for BACnet. MSTP uses twisted-pair
wiring for relatively low speed and low cost communication (up to 4,000 ft
at 76.8K bps).

.2.37 Native BACnet Device

A device that uses BACnet as its primary, if not only, method of
communication with other BACnet devices without intermediary gateways. A
system that uses native BACnet devices at all levels is a native BACnet
system.

.2.38 Network

Communication technology for data communications. BACnet approved network
types are BACnet over Internet Protocol (IP), Point to Point (PTP)
Ethernet, ARCNET, MS/TP, and LonTalk®. In general, networks within the
building, all controllers and equipment will be BACnet MS/TP, unless noted
otherwise.

.2.39 Network Number

A site-specific number assigned to each network segment to identify for
routing. This network number must be unique throughout the BACnet
internetwork.

.2.40 Object

The concept of organizing BACnet information into standard components with
various associated properties. Examples include analog input objects and

binary output objects.

.2.41 Object Identifier
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An object property used to identify the object, including object type and
instance. Object Identifiers must be unique within a device.

.2.42 Object Properties

Attributes of an object. Examples include present value and high limit
properties of an analog input object. Properties are defined in ASHRAE 135
; some are optional and some are required. Objects are controlled by
reading from and writing to object properties.

.2.43 Peer-to-Peer

Peer-to-peer refers to devices where any device can initiate and respond to
communication with other devices. Peer-to-Peer configurations must be
reviewed and approved by Camp Lejeune Public Works Department.

.2.44 Performance Verification Test (PVT)

The procedure for determining if the installed BAS meets design criteria
prior to final acceptance. The PVT is performed after installation,

testing, and balancing of mechanical systems. Typically the PVT is
performed by the Contractor in the presence of the Government.

.2.45 PID

Proportional, integral, and derivative control; three parameters used to
control modulating equipment to maintain a setpoint. Derivative control is
often not required for HVAC systems (leaving "PI" control).

.2.46 PICS

Protocol Implementation Conformance Statement (PICS), describing the BACnet
capabilities of a device. See BACnet, Annex A for the standard format and
content of a PICS statement.

.2.47 Points

Physical and virtual inputs and outputs. See also "Input/Output".

.2.48 PTP

Point-to-Point protocol connects individual BACnet devices or networks
using serial connections like modem-to-modem links.

.2.49 Repeater

A network component that connects two or more physical segments at the
physical layer.

.2.50 Router

A BACnet router is a component that joins together two or more networks
using different LAN technologies. Examples include joining a BACnet
Ethernet LAN to a BACnet MS/TP LAN. If a router is connected directly to
the MCEN, it must be listed on the approved DIACAP equipment list and must
be Marine Corps DADMS listed and approved.
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1.2.51 Stand-Alone Control

Refers to devices performing equipment-specific and small system control
without communication to other devices or computers for physical I/0,
excluding outside air and other common shared conditions. Devices are
located near controlled equipment, with physical input and output points
limited to 64 or less per device, except for complex individual equipment
or systems. Failure of any single device or communications will not cause
other network devices to fail. 1Internal time clocks and onboard scheduling
are required to allow for stand-alone controlif not connected to a
Supervisory Building Controller. BACnet "Smart" actuators (B-SA profile)
and sensors (B-SS profile) communicating on a network with a parent device
are exempt from stand-alone requirements. Provide stand-alone control
routines to provide for energy saving sequences such as free cooling.
Provide stand-alone control routines that operate without connection to the
BACnet/IP and MS/TP networks during a loss of communication.

1.2.52 Supervisory Building Controller

Supervisory Controller that is the main interface for the building control
system.

1.3 SUBCONTRACTOR SPECIAL REQUIREMENTS
Perform all work in this section in accordance with the paragraph
SUBCONTRACTOR SPECIAL REQUIREMENTS in Section 01 30 00 ADMINISTRATIVE
REQUIREMENTS. The paragraph specifies that all contract requirements of
this section shall be accomplished directly by a first tier subcontractor.
No work required shall be accomplished by a second tier subcontractor.

1.4 BACnet DIRECT DIGITAL CONTROL SYSTEMS FOR HVAC DESCRIPTION

[ a. Remove entire existing system and provide entire new BACnet DDC
system(s) including associated equipment and accessories.]

[ b. Remove existing and merge new BACnet DDC with existing BACnet DDC
system(s) including associated equipment and accessories. Existing DDC
system is manufactured by [ 1.1

[ c. Remove existing and merge new BACnet DDC with existing non-BACnet DDC
system(s) including associated equipment and accessories. Existing DDC
system is manufactured by [ 1.1

d. All new devices are accessible using a Web browser interface and
communicate using ASHRAE 135 BACnet communications without the use of
gateways, unless gateways are shown on the design drawings and
specifically requested by the Government. Where gateways are allowed,
they must support ASHRAE 135, including all object properties and
read-write services shown on Government approved interoperability
schedules. Manufacturer's products, including design, materials,
fabrication, assembly, inspection, and testing shall be in accordance
with ASHRAE 135, ASME B31.1, and NFPA 70, except where indicated
otherwise.

1.4.1 Design Requirements

1.4.1.1 Control System Drawings Title Sheet
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Provide a title sheet for the control system drawing set. Include the
project title, project location, contract number, the controls contractor
preparing the drawings, an index of the control drawings in the set, and a
legend of the symbols and abbreviations used throughout the control system

drawings. The Title Block of each drawing must include the Drawing
revision, i.e. Submittal, Revision 1, Revision 2, As-Built, etc., including
the date.

L4.1.2 List of I/0O Points

Also known as a Point Schedule, provide for each input and output point
physically connected to a digital controller: point name, point
description, point type (Analog Output (AO), Analog Input (AI), Binary
Output (BO), Binary Input (BI)), point sensor range, point actuator range,
point address, BACnet object, associated BIBBS (where applicable), and
point connection terminal number and cable type (18/2, 18/3, etc). Typical
schedules for multiple identical equipment are allowed unless otherwise
requested in design or contract criteria. All points shall adhere to the
Camp Lejeune Standard naming conventions.

.4.1.3 Control System Components List

Provide a complete list of control system components installed on this
project. 1Include for each controller and device: control system schematic
name, control system schematic designation, device description,
manufacturer, model, part number, firmware version, serial number, physical
location (e.g. Building 4, room 112 overhead), and power requirements (i.e.
AC/DC voltage and power draw). For sensors, include point name, sensor
range, and operating limits. For valves, include body style, Cv, design
flow rate, pressure drop, valve characteristic (linear or equal
percentage), and pipe connection size. For actuators, include point name,
spring or non-spring return, modulating or two-position action, normal
(power fail) position, nominal control signal operating range (0-10 volts
DC or 4-20 milliamps), and operating limits.

.4.1.4 Control System Schematics

Provide control system schematics. Typical schematics for multiple
identical equipment are allowed unless otherwise requested in design or
contract criteria. Include the following:

a. Location of each input and output device,specify room # for remote
devices.

b. Flow diagram for each piece of HVAC equipment

c. Name or symbol for each control system component, such as V-1 for a
valve

d. Setpoints, with differential or proportional band values

e. Written sequence of operation for the HVAC equipment
f. Valve and Damper Schedules, with normal (power fail) position

g. Control cabinet general layout, include all devices, point count, cable

Page 11



type (18/2, 18/3, etc), 24VAC VA power requirement for all devices
including those powered from the cabinet.

1.4.1.5 HVAC Equipment Control Ladder Diagrams

Provide HVAC equipment control ladder diagrams. Indicate required
electrical interlocks. Ladder diagram schematics shall include 120 VAC and
low voltage devices in each panel. Ladder diagram schematics shall also
include all field devices (sensors, relays, actuators, etc.) and any
connection point to controlled equipment or devices.

1.4.1.6 Component Wiring Diagrams

Provide a wiring diagram for each type of input device and output device.
Indicate how each device is wired and powered; showing typical connections
at the digital controller and power supply. Show for all field connected
devices such as control relays, motor starters, actuators, sensors, and
transmitters.

1.4.1.7 Terminal Strip Diagrams

Provide a diagram of each terminal strip. Indicate the terminal strip
location, termination numbers, and associated point names.

1.4.1.8 BACnet Communication Architecture Schematic (Network Riser)

Provide a schematic showing the project's entire BACnet communication
network, including Internet Protocol (IP), Media Access Control (MAC),
BACnet network, Device ID, field bus address, BBMDs, any devices using
BACnet FDR, and Firmware version / Operating System, LAN devices including
routers and bridges, gateways, controllers, workstations, and field
interface devices. 1If applicable, show connection to existing networks
and include the existing network in the riser diagram. Include surge
protection device locations on the riser when the field controller
communication trunk is leaving or entering a building.

1.4.1.9 Control Panel Layout
Provide a detailed panel layout for each control panel, relay panel, etc.
The layout shall include all components to be installed in the panel
including controllers, terminal strips, transformers, Panduit, etc.

1.5 SUBMITTALS
Submit detailed and annotated manufacturer's data, drawings, and
specification sheets for each item listed, that clearly show compliance

with the project specifications.

Submit the following in accordance with Section 01 33 00 SUBMITTAL
PROCEDURES:

SD-02 Shop Drawings

Include the following in the project's control system drawing set

Control System Drawings Title Sheet
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List of I/0 Points
Control System Components List
Control System Schematics
HVAC Equipment Control Ladder Diagrams
Component Wiring Diagrams
Terminal Strip Diagrams
BACnet Communication Architecture Schematic
Sequence of Operations
Control Panel Layout
SD-03 Product Data
Direct Digital Controllers

Include BACnet PICS for each controller/device type, including
smart sensors (B-SS) and smart actuators (B-SA).

BACnet Gateways

Include BACnet and workstation display information;
bi-directional communication ability; compliance with
interoperability schedule; expansion capacity; handling of alarms,
events, scheduling and trend data; and single device capability
(not depending on multiple devices for exchanging information from
either side of the gateway).
Notebook Computer Software
BACnet Operator Workstation

Include BACnet PICS for Operator Workstation software.
Notebook Computer
Sensors and Input Hardware
Output Hardware

Surge and Transient Protection

Indicators

Duct smoke detectors
Variable Frequency (Motor) Drives

SD-05 Design Data
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Performance Verification Testing Plan
SD-06 Test Reports
Performance Verification Testing Report
Bus Waveform Report
SD-07 Certificates
Contractor's Qualifications
Contractor's Training Certifications
SD-10 Operation and Maintenance Data

Comply with requirements for data packages in Section 01 78 23
OPERATION AND MAINTENANCE DATA and in Section 01 78 24.00 20
FACILITY ELECTRONIC OPERATION AND MAINTENANCE SUPPORT INFORMATION
(eOMSTI), except as supplemented and modified in this specification.
BACnet Direct Digital Control Systems, Data Package 4
Controls System Operators Manuals, Data Package 4
VED Service Manuals, Data Package 4

SD-11 Closeout Submittals
Training Documentation
Warranty Information

.6 QUALITY ASSURANCE

.6.1 Standard Products

Provide material and equipment that are standard manufacturer's products
currently in production and supported by a local service organization.

.6.2 Delivery, Storage, and Handling

Handle, store, and protect equipment and materials to prevent damage before
and during installation according to manufacturer's recommendations, and as
approved by the Contracting Officer. Replace damaged or defective items.
.6.3 Operating Environment

Protect components from humidity and temperature variation, dust, and
contaminants. If components are stored before installation, keep them
within the manufacturer's limits.

.6.4 Finish of New Equipment

New equipment finishing shall be factory provided. Manufacturer's standard
factory finishing shall be proven to withstand 125 hours in a salt-spray
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fog test. Equipment located outdoors shall be proven to withstand 500
hours in a salt-spray fog test.

Salt-spray fog test shall be according to ASTM B117, with acceptance
criteria as follows: immediately after completion of the test, the finish
shall show no signs of degradation or loss of adhesion beyond 3.175 mm
0.125 inch on either side of the scratch mark.

.6.5 Verification of Dimensions

The contractor shall verify all dimensions in the field, and advise the
Contracting Officer of any discrepancy before performing work.

.6.06 Contractor's Qualifications

Submit documentation certifying the controls Contractor performing the work
has completed at least three DDC systems installations of a similar design
to this project, and programmed similar sequences of operation for at least
two years. Personnel performing the installation, programming, checkout,
commissioning and training shall, at a minimum, have obtained all
certifications required by the manufacturer for the tasks they are
performing. Tasks include any activity required to execute and complete the
contracted work. Certifications for each person shall be submitted prior
to the beginning of the contracted work. Certifications shall be made
available at any time upon the request from Camp Lejeune.

.6.7 Modification of References

The advisory provisions in ASME B31.1, NFPA 70 and the manufacturer's
recommendations are mandatory. Substitute "shall" for "should" wherever it
appears and interpret all references to the "authority having jurisdiction"
and "owner" to mean the Contracting Officer.

.6.8 Project Sequence

The control system work for this project shall proceed in the following
order:

a. Preparatory meeting for controls work.

b. Submit and receive approval on the Shop Drawings, Product Data, and
Certificates specified under the paragraph SUBMITTALS>

c. Submit and receive approval for Performance Verification Testing (PVT)
Plan.

d. DDC Pre-Installation Meeting.

e. Perform the control system installation work, including all field
check-outs and tuning.

f. Provide support to TAB personnel as specified under the paragraph TEST
AND BALANCE SUPPORT.

g. Submit and receive approval of the Controls System Operators Manual
specified under the paragraph CONTROLS SYSTEM OPERATORS MANUALS.
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g. Perform the Performance Verification Testing.
Submit As-Built Control Drawingson the PVT Report.
j. PVT Report Acceptance test for Season 1.

k. Submit and receive approval on the Training Documentation specified
under the paragraph INSTRUCTION TO GOVERNMENT PERSONNEL and VFED Service
Support. Submit at least 30 days before training.

1. Deliver the final Controls System Operators Manuals and VEFD Service
Manuals.

m. Conduct the Phase I Training and VFD on-site/hands-on training.
n. Conduct the Phase II Training.
o. Submit and receive approval of Closeout Submittals.
p. PVT Report Acceptance Test for Season 2.
PART 2 PRODUCTS
2.1 DDC SYSTEM

a. Provide a networked DDC system for stand-alone control in compliance
with the latest revision of the ASHRAE 135 BACnet standard. Include
all programming, objects, and services required to meet the sequence of
control. Provide BACnet MS/TP communications between the DDC system
and native BACnet devices furnished with HVAC equipment and plant
equipment including boilers, chillers, and variable frequency drives.
Devices provided shall be certified in the BACnet Testing Laboratories
(BTL) Product Listing and in accordance with ASHRAE 135.1 Method of
Test for Conformance to BACnet. Controls provided integral to
equipment shall be part of the DDC system and shall fully comply with
this specification. Coordinate integration of integral controls into
the system as a whole. BACnet over IP is not permitted within the DDC
system.

b. Assist the Government in interfacing the new DDC system with the site's
existing server and operator workstation and software. Create graphics,
scheduling, alarming, and trending.

2.1.1 Supervisory Building Controller (SBC)

ASHRAE 135 building controller that is the main interface for the building
control system. Provide either a Johnson Controls Incorporated NAE, NCE,
SNE or SNC; OR a JACE based on the Niagara N4 platform. The JACE (JAVA
Application Control Engine) shall be minimally based on a Tridium [8000
with expanded memory] [ ] and embedded "Niagara Workbench or
Workplace" software.

Any device implementing the Niagara Framework is a Niagara Framework
Supervisory Gateway and must meet these requirements. In addition to the
general requirements for all DDC Hardware, Niagara Framework Supervisory
Gateway Hardware must:
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a. Be direct digital control hardware.

b. Have an unrestricted interoperability license and its Niagara
Compatibility Statement (NiCS) must follow the Tridium Open NiCS
Specification.

c. Manage communications between a field control network and the Niagara
Framework Monitoring and Control Software, and between itself and
other Niagara Framework Supervisory Gateways. Niagara Framework
Supervisory Gateway Hardware must use Fox protocol for communication
with other Niagara Framework Components, regardless of the
manufacturer of the other components.

d. Be fully programmable using the Niagara Framework Engineering Tool and
must support the following:

(1) Time synchronization, Calendar, and Scheduling using Niagara
Scheduling Objects

(2) Alarm generation and routing using the Niagara Alarm Service

(3) Trending using the Niagara History Service and Niagara Trend Log
Objects

(4) Integration of field control networks using the Niagara Framework
Engineering Tool

(5) Configuration of integrated field control system using the Niagara
Framework Engineering Tool when supported by the field control
system
e. Meet the following minimum hardware requirements:
(1) Two 10/100/1000 Mbps Ethernet Port (s)
(2) One or more MS/TP ports.
(3) Central Processing Unit of 1000 Mhz or higher.
(4) Embedded operating system.

f. Provide access to field control network data and supervisory functions
via web interface and support a minimum of 16 simultaneous users.
Note: implementation of this capability may not be required on all
projects.

g. Submit a backup of each Niagara Framework Supervisory Gateway. The
backup must be sufficient to restore a Niagara Framework Supervisory
Gateway to the final as-built condition such that a new Niagara
Framework Supervisory Gateway loaded with the backup is
indistinguishable in functionality from the original.

2.1.1.1 Niagara Framework Engineering Tool

The Niagara Framework Engineering Tool must be Niagara Workbench or an
equivalent Niagara Framework engineering tool software and must:
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a. Have an unrestricted interoperability license and its Niagara
Compatibility Statement (NiCS) must follow the Tridium Open NiCS
Specification.

b. Be capable of performing network configuration for Niagara Framework
Supervisory Gateways and Niagara Framework Monitoring and Control
Software.

c. Be capable of programming and configuring of Niagara Framework
Supervisory Gateways and Niagara Framework Monitoring and Control
Software.

d. Be capable of discovery of Niagara Framework Supervisory Gateways and
all points mapped into each Niagara Framework Supervisory Gateway and
making these points accessible to Niagara Framework Monitoring and
Control Software.

.1.1.2 Supervisory Controller MCEN Network Homerun

See UFGS 27 10 00 and CLGS 27 10 00 for requirements

1.2 EMCS Interface

The Energy Management & Control System (EMCS) at Camp Lejeune is comprised
of two separate systems. Both of the systems communicate over the basewide
Marine Corps Enterprise Network (MCEN). One uses the Johnson Controls
Network Automation Engine (NAE), Network Control Engine (NCE), Supervisory
Network Engine (SNE) or Supervisory Network Control Engine (SNC) to the ADX
server. The second system uses a Niagara FX N4 web supervisor with a JACE
in the building communicating using Fox protocol. Because of IT security
and permissions, only these systems and equipment are permitted as part of
the EMCS.

.1.2.1 Supervisory Building Controller

Provide either a Johnson Controls NAE, NCE, SNE, SNC or a JACE. This will
serve as both the Supervisory Building Controller and the connection point
between the buildings DDC and the EMCS. Provide a five year service license
on all Supervisory Controllers. Provide a reserve of 10% of additional
points and additional devices on the Supervisory Controller license at the
final project acceptance.

The contractor shall assign Camp Lejeune Public Works Department as the
owner and manager of all licenses including 3rd party drivers.

.1.2.2 Palo Alto Firewall

In addition to the Supervisory controller, for buildings with multiple
Supervisory controllers, provide a Palo Alto Firewall Model PAN-PA-220R.
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.1.3 Direct Digital Controllers
Direct digital controllers shall be UL 916 rated.

DDC Field Controllers:
Acceptable DDC field controllers are Facility Explorer, Metasys or Distech.

.1.3.1 I/0 Point Limitation

The total number of I/O hardware points used by a single stand-alone
digital controller, including I/0 expansion units, shall not exceed 64,
except for complex individual equipment or systems. Place I/O expansion
units in the same cabinet as the digital controller. The field controller
must have one spare Configurable Output and one spare Universal Input
available per system upon project completion, i.e. AHU, ERU, DOAS, HW
System, CHW System and other building primary systems. VAV controllers and
programmable thermostats are excluded

.1.3.2 Environmental Limits

Controllers shall be suitable for, or placed in protective enclosures
suitable for the environment (temperature, humidity, dust, and vibration)
where they are located.

.1.3.3 Stand-Alone Controllers

Provide stand-alone direct digital controllers with internal time clocks if
not connected to a Supervisory Building Controller. Each piece of
equipment shall be controlled by a single controller to provide stand-alone
control in the event of any building communication failure. All I/O points
specified for a piece of equipment shall be integral to its controller and
serial connected expansion modules. Provide stable and reliable
stand-alone control using default values or other method for values
normally read over the network.

.1.3.4 Internal Clock

Provide internal clocks and scheduling for all Direct Digital Controllers.
Provide controllers with BTL listed profiles for all BACnet Building
Controllers (B-BC) and BACnet Advanced Application Controllers (B-AAC)
using BACnet time synchronization services. This includes but is not
limited to VAV Controllers, Fan Coil controllers, Heat Pump controllers and
any terminal controllers. BACnet Application specific controllers (B-ASC)
will only be accepted for dedicated small exhaust system control such as
restroom and mechanical room exhaust fans. Automatically synchronize
system clocks daily from an operator-designated controller. The system
shall automatically adjust for daylight saving time.

.1.3.5 Memory

Provide sufficient memory for each controller to support the required

control, communication, trends, alarms, and messages. Protect programs
residing in memory with EEPROM, flash memory, or by an uninterruptible
power source (battery or uninterruptible power supply). The backup power

source shall have capacity to maintain the memory during a 72-hour
continuous power outage. Rechargeable power sources shall be constantly
charged while the controller is operating under normal line power.
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Batteries shall be replaceable without soldering. Trend and alarm history
collected during normal operation shall not be lost during power outages
less than 72 hours long.

.1.3.6 Immunity to Power Fluctuations

Controllers shall operate at 90 percent to 110 percent nominal voltage
rating.

.1.3.7 Transformer

The controller power supply shall be fused or current limiting and rated at
125 percent power consumption. Each transformer must singularly serve the
connected load, i.e. do not wire transfomers in parallel on the load side.

.1.3.8 Wiring Terminations

Use screw terminal wiring terminations for all field-installed

controllers. Provide field-removable modular terminal strip or a
termination card connected by a ribbon cable for all controllers other than
terminal units.

.1.3.9 Input and Output Interface

Provide hard-wired input and output interface for all controllers as
follows:

a. Protection: Shorting an input or output point to itself, to another
point, or to ground shall cause no controller damage. Input or output
point contact with sources up to 24 volts AC or DC for any duration
shall cause no controller damage.

b. Binary Inputs: Binary inputs shall monitor on and off contacts from a
"dry" remote device without external power, and external 5-24 VDC
voltage inputs.

c. Pulse Accumulation Inputs: Pulse accumulation inputs shall conform to
binary input requirements and accumulate pulses at a resolution

suitable to the application.

d. Analog Inputs: Analog inputs shall monitor low-voltage (0-10 VDC),
current (4-20 mA), or resistance (thermistor or RTD) signals.

e. Binary Outputs: Binary outputs shall send a pulsed 24 VDC low-voltage
signal for modulation control, or provide a maintained open-closed
position for on-off control. Where appropriate, provide a method to
select normally open or normally closed operation.

f. Analog Outputs: Analog outputs shall send modulating 0-10 VDC or 4-20
mA signals to control output devices.

g. Tri-State Outputs: Tri-State outputs shall provide three-point
floating control of terminal unit electronic actuators.

.1.3.10 Digital Controller BACnet Internetwork

Provide intermediate gateways, only when requested by the Government and
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shown on the contract drawings, to connect existing non-BACnet devices to
the BACnet internetwork. Controller and operator interface communication
shall conform to ASHRAE 135, BACnet. If a controller becomes
non-responsive, the remaining controllers shall continue operating and not
be affected by the failed controller.

.1.3.11 Communications Ports

a. Direct-Connect Interface Ports: Provide at least one extra
communication port at each local BACnet network for direct connecting a
notebook computer or BACnet hand-held terminal so all network BACnet
objects and properties may be viewed and edited by the operator.

b. BACnet routers supporting ARCnet shall also be capable of supporting
MS/TP.

.1.3.12 BACnet Gateways

Provide BACnet communication ports, whenever available as a plant equipment
OEM standard option, for DDC integration via a single communication cable.
Typical BACnet controlled plant equipment includes, but is not limited to,
boilers, chillers, and variable frequency motor drives.

Provide gateways to connect BACnet to legacy systems, existing non-BACnet
devices, and existing non-BACnet DDC controlled plant equipment, only when
specifically requested and approved by the Government, and shown on the
Government approved BACnet Communication Architecture Schematic. Provide
with each gateway an interoperability schedule, showing each point or event
on the legacy side that the BACnet "client" will read, and each parameter
that the BACnet network will write to. Describe this interoperability in
terms of BACnet services, or Interoperability Building Blocks (BIBBS),
defined in ASHRAE 135 Annex K. Provide two-year minimum warranty for each
gateway, including parts and labor.

The following minimum capabilities are required:

a. Gateways shall be able to read and view all readable object properties
listed in the interoperability schedule on the non-BACnet network to
the BACnet network and vice versa where applicable.

b. Gateways shall be able to write to all writeable object properties
listed in the interoperability schedule on the non-BACnet network from
the BACnet network and vice versa where applicable.

c. Gateways shall provide single-pass (only one protocol to BACnet without
intermediary protocols) translation from the non-BACnet protocol to
BACnet and vice versa.

d. Gateways shall meet the requirements of Data Sharing Read Property
(DS-RP-B), Data Sharing Write Property (DS-WP-B), Device Management
Dynamic Device Binding-B (DM-DDB-B), and Device Management
Communication Control (DM-DCC-B) BIBBs, in accordance with ASHRAE 135.

e. Gateways shall include all hardware, software, software licenses, and

configuration tools for operator-to-gateway communications. Provide
backup programming and parameters on CD media and the ability to
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modify, download, backup, and restore gateway configuration.
2.1.3.13 Digital Controller Cabinet

Provide each digital controller including gateways, in a factory fabricated
locked cabinet enclosure.

Cabinets located indoors shall protect against dust and have a minimum NEMA
1 rating, except where indicated otherwise. Cabinets located outdoors or
in damp environments shall protect against all outdoor conditions and have
a minimum NEMA 4 rating. Mechanical rooms that contain steam service or
equipment including new steam boiler rooms are considered damp
environments. Outdoor control panels and controllers must be able to
withstand extreme ambient conditions, without malfunction or failure,
whether or not the controlled equipment is running. If necessary, provide
a thermostatically controlled panel heater in freezing locations, and an
internal ventilating fan in locations exposed to direct sunlight. Cabinets
shall have a hinged lockable door and an offset removable metal back plate,
except controllers integral with terminal units, like those mounted on VAV
boxes. Provide like-keyed locks for all hinged panels provided and a set
of two keys at each panel, with one key inserted in the lock. All devices
must be mounted only to the cabinet backplane with adequate space allowed
for serviceability and proper heat dissipation from devices. The
Supervisory controller cabinet door position (closed/open) shall be
monitored with a door switch and BACnet programmable relay such as the
Functional Devices RIBTW2401B-BC. An "open" door status shall initiate an
alarm to the EMCS Server.

2.1.3.14 Main Power Switch and Receptacle

Provide each control cabinet with a main external power on/off switch
located inside the cabinet. Also provide each cabinet with a separate 120
VAC duplex convenience receptacle.

2.1.4 DDC Software
2.1.4.1 Programming

Provide programming to execute the sequence of operation indicated.

Provide all programming, tools, interfaces, cables, etc. to configure and
program all controllers. All software shall be licensed to Marine Corps
Base, Camp Lejeune Complex for unrestricted use on Camp Lejeune Complex and
reproduction for use on Camp Lejeune Complex. Software keys and "dongles"
are not permitted. Provide programming routines in simple, easy-to-follow
logic with detailed text comments describing what the logic does and how it
corresponds to the project's written sequence of operation. All logic
programming and control functions shall be closed loop, command and
feedback for fault detection and alarming when status != command.

a. Graphic-based programming shall use a library of function blocks made

from pre-programmed code designed for BAS control. Function blocks
shall be assembled with interconnecting lines, depicting the control
sequence in a flowchart. If providing a computer with device

programming tools as part of the project, graphic programs shall be
viewable in real time showing present values and logical results from
each function block.

b. Menu-based programming shall be done by entering parameters,
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definitions, conditions, requirements, and constraints.

c. For line-by-line and text-based programming, declare variable types
(variable types include but are not limited to the following: local,
global, real, and integer) at the beginning of the program. Use
descriptive comments frequently to describe the programming.

d. If providing a computer with device programming tools as part of the
project, provide a means for detecting program errors and testing
software strategies with a simulation tool. Simulation may be inherent
within the programming software suite, or provided by physical
controllers mounted in a NEMA 1 test enclosure. The test enclosure
shall contain one dedicated controller of each type provided under this
contract, complete with power supply and relevant accessories.

.1.4.2 Parameter Modification

All writeable object properties, and all other programming parameters
needed to comply with the project specification shall be adjustable for
devices at any network level, including those accessible with web-browser
communication, and regardless of programming methods used to create the
applications.

.1.4.3 Short Cycling Prevention

Provide setpoint differentials and minimum on/off times to prevent
equipment short cycling.

.1.4.4 Equipment Status Delay

Provide an adjustable delay from when equipment is commanded on or off and
when the control program looks to the status input for confirmation.

.1.4.5 Run Time Accumulation

Use the Elapsed Time Property to provide re-settable run time accumulation
for each Binary Output Object connected to mechanical loads greater than 1
HP, electrical loads greater than 10 KW, or wherever else specified.

.1.4.6 Timed Local Override

Provide an adjustable override time for each push of a timed local override
button.

.1.4.7 Time Synchronization

Provide time synchronization, including adjustments for leap years,
daylight saving time, and operator time adjustments.

.1.4.8 Scheduling

Provide operating schedules as indicated, with equipment assigned to
groups. Changing the schedule of a group shall change the operating
schedule of all equipment in the group. Groups shall be capable of
operator creation, modification, and deletion. Provide capability to view
and modify schedules in a seven-day week format. Provide capability to
enter holiday and override schedules one full year at a time.
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2.1.4.9 Object Property Override

Allow writeable object property values to accept overrides to any valid
value. Where specified or required for the sequence of control, the
Out-0Of-Service property of Objects shall be modifiable using BACnet's write
property service. When documented, exceptions to these requirement are
allowed for life, machine, and process safeties.

2.1.4.10 Alarms and Events

Alarms and events shall be capable of having programmed time delays and
high-low limits. When a web server is connected to the BACnet
internetwork, alarms/events shall report to web server as defined by an
authorized operator. Otherwise alarms/events shall be stored within a
device on the BACnet network until connected to a user interface device and
retrieved. Provide alarms/events in agreement with the point schedule,
sequence of operation, and the BAS Owner. At a minimum, provide
programming to initiate alarms/events any time a piece of equipment fails
to operate, a control point is outside normal range or condition shown on
schedules, communication to a device is lost, a device has failed, or a
controller has lost its memory.

2.1.4.11 Trending

Provide BACnet trending all object present values, set points, and other
parameters indicated for trending on project schedules or at the request of
Camp Lejeune or commissioning agents. Trends may be associated into
groups, and a trend report may be set up for each group. Trends are stored
within a device on the BACnet network, with operator selectable trend
intervals from 10 seconds up to 24 hours. The minimum number of
consecutive trend values stored at one time shall be 100 per variable.

When trend memory is full, the most recent data shall overwrite the oldest
data.

The BACnet system shall allow for Change-0Of-Value (COV) subscription based
trending at user defined thresholds.

The B-BC shall upload trends automatically upon reaching 3/4 of the device
buffer limit (via Notification Threshold property), by operator request, or
by time schedule for archiving. Archived and real-time trend data shall be
available for viewing numerically and graphically for at the workstation
and connected notebook computers.

Additionally, provide daily trend on geothermal well field supply and
return temperatures. Allocate sufficient memory to store 24 months data.

2.1.4.12 Device Diagnostics
FEach controller shall have diagnostic LEDs for power, communication, and
device fault condition. The DDC system shall recognize and report a
non-responsive controller.

2.1.4.13 Power Loss

Upon restoration of power, the DDC system shall perform an orderly restart
and restoration of control.
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.1.5 Notebook Computer

Provide a notebook computer, complete with the project's installed DDC
software, applications database, final archived field controller programs
and Supervisory controller database, and graphics to fully troubleshoot and
program the project's devices. Provide the notebook computer with a nylon
carrying case with shoulder strap, or backpack,and all necessary cables and
interface hardware needed for setup and direct communication with the
controllers and control system components. Direct communication shall not
be through the Supervisory controller.

At a minimum the notebook computer shall include: Common Access Card
Reader, Windows based operating system, minimum [2.7 GHz processor with 3
MB Cache, discrete switchable graphics card with minimum 1 GB dedicated
memory, 1 Terabyte hard drive, 32 GB DDR3 RAM, 2 USB 3.0 ports, 10/100/1000
network interface card, 802.11 b/g/n WLAN,] 17-inch display, keyboard with
numeric keypad, 6-hour battery with charger, internal or external 8X
DVD+/-R/RW drive with double layer support with DVD creator software, and
Microsoft Office Home and Business bundled software. Provide all original
licenses, installation media, documentation, and recovery CDs capable of
restoring the original configuration. Provide a means to connect the
notebook computer directly to the installed field bus. Provide the
manufacturer's 3-year accidental damage protection with 3-day on site
response for 2 year warranty with the Government listed as the warranty
owner.

.1.6 Notebook Computer Software
.1.6.1 Password Protection

System shall support role based access. At a minimum OS administrator,
auditor, DDC operator and user roles must be defined. The system must be
capable of enforcing role based access by location (e.g., Bob may alter
operating parameters for Building 1 but not Building 2. Building 2 is
Alice's responsibility).

Workstation shall be capable of DoD Common Access Card (CAC) login in
addition to traditional username and password.

The lowest level only allow viewing graphics. The second level allows
viewing graphics and changing space temperature setpoints. The third level
allows the previous level's capability, plus changing operating schedules.
The fourth level allows access to all functions except passwords. The
highest level provides all administrator rights and allows full access to
all programming, including setting new passwords and access levels.

Provide the BAS Owner with the highest level password access. Provide
automatic log out if no keyboard or mouse activity is detected after a
user-defined time delay.

.1.6.2 Notebook Computer DDC Software

Provide the workstation software with the manufacturer's installation CDs
and licenses. Configure the software according to the DDC system
manufacturer's specifications, cybersecurity requirements, and in agreement
with BACnet Operator Workstation (B-OWS) device standards found in ASHRAE
135, Annex L.

The workstation software shall permit complete monitoring, modification,
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archiving, programming and troubleshooting interface with the DDC system
including supervisory controller and field controllers. Software shall
include, but not limited to, Niagara Workplace, FX Workbench, JCI SCT,
CCT/PCT, Distech EC-gfx or any controls manufacturer Supervisory controller
and field controller programming software used to program the system. The
operator interface with the software shall be menu-driven with appropriate
displays and menu commands to manipulate the DDC system's objects, point
data, operating schedules, control routines, system configuration, trends,
alarms, messages, graphics, and reports. Trends shall be capable of
graphic display in real time, with variables plotted as functions of time.
FEach alarmed point shall be capable of displaying its alarm history,
showing when it went into alarm, if and when it was acknowledged, and when
it went out of alarm. The modification of DDC system parameters and object
properties shall be accomplished with "fill in the blank" and/or "point and
drag" methods. Modifications shall download to the appropriate controllers
at the operator's request.

.1.6.3 Web-Based User Interface (UI) and Graphics

Provide web-based graphics fully compatible with Internet Explorer 9+,
Safari, Firefox, and Google Chrome. Web-based user interface shall be
browser agnostic and shall not rely on proprietary client side scripting to
function.

Graphic displays shall have full-screen resolution when viewed on the
workstation and notebook computers. Dynamic data on graphics pages shall
refresh within 10 seconds using an Internet connection, or 30 seconds using
a dial-up modem connection. Web-based user interface shall not rely on
additional third-party browser "plug-in" software like Adobe Flash. Java
client side applets may be used if appropriately signed. If Java client
side runtimes are used they shall not require deprecated or otherwise
unsupported Java runtime environments.

The graphics shall show the present value and object name for each of the
project's I/0 points on at least one graphic page. Arrange point values
and names on the graphic displays in their appropriate physical locations
with respect to the floor plan or equipment graphic displayed. Graphics
shall allow the operator to monitor current status, view zone and equipment
summaries, use point-and-click navigation between graphic pages, and edit
setpoints and parameters directly from the screens. Items in alarm shall
be displayed using a different color or other obvious visual indicator.
Provide graphics with the following:

a. Graphic Types: Provide at least one graphic display for each piece of
HVAC equipment, building floor, and controlled zone. Indicate dynamic
point values, operating statuses, alarm conditions, and control
setpoints on each display. Provide summary pages where appropriate.

(1) Building Elevation: For buildings more than one story, provide an
elevation view of the building with links to each of the
building's floor plans. Simulate the building's architecture and
include the building number and floor numbers. If possible, use
an actual photograph of the building.

(2) Building Floor Plans: Provide a floor plan graphic for each of
the building's floors and roof with dynamic display of space
temperature and other important data. If used, indicate and
provide links to sub-plan areas. If possible, use the project's
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electronic drawing files for the graphic backgrounds. Provide
clear names for important areas, such as "Main Conference Room."
Include room names and numbers where applicable. Include features
such as stairwells, elevators, and main entrances. Where
applicable, include the mechanical room, HVAC equipment, and
control component locations, with corresponding links to the
equipment graphics.

(3) Sub-plan Areas: Where a building's floor plan is too large to
adequately display on the screen, sub-divide the plan into
distinct areas, and provide a separate graphic display for each
area. Provide same level of detail requested in building floor
plan section above.

(4) HVAC Equipment: Provide a graphic display for each piece of HVAC
equipment, such as a fan coil unit, VAV terminal, or air handling
unit. Equipment shall be represented by a two or
three-dimensional drawing. Where multiple pieces of equipment
combine to form a system, such as a central chiller plant or
central heating plant, provide one graphic to depict the entire
plant. 1Indicate the equipment, piping, ductwork, dampers, and
control valves in the installed location. Include labels for
equipment, piping, ductwork, dampers, and control valves. Show
the direction of air and water flow. Include dynamic display of
applicable object data with clear names in appropriate locations.

(5) Sequence of Operation: Provide a graphic screen displaying the
written out full sequence of operation for each piece of HVAC
equipment. Provide a link to the sequence of operation displays
on their respective equipment graphics. Include dynamic real-time
data within the text for setpoints and variables.

b. Graphic Title: Provide a prominent, descriptive title on each graphic
page.

c. Dynamic Update: When the workstation is on-line, all graphic I/O
object values shall update with change-of-value services, or by

operator selected discrete intervals.

d. Graphic Linking: Provide forward and backward linking between floor
plans, sub-plans, and equipment.

e. Graphic Editing: Provide installed software to create, modify, and
delete the DDC graphics. Include the ability to store graphic symbols

in a symbol directory and import these symbols into the graphics.

f. Dynamic Point Editing: Provide full editing capability for deleting,
adding, and modifying dynamic points on the graphics.

.2 SENSORS AND INPUT HARDWARE

Coordinate sensor types with the BAS Owner to keep them consistent with
existing installations.

2.1 Field-Installed Temperature Sensors

Where feasible, provide the same sensor type throughout the project. Avoid
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using transmitters unless absolutely necessary.
2.1.1 Thermistors

Precision thermistors may be used in applications below 200 degrees F.
Sensor accuracy over the application range shall be 0.36 degree F or less
between 32 to 150 degrees F. Stability error of the thermistor over five
years shall not exceed 0.25 degrees F cumulative. A/D conversion
resolution error shall be kept to 0.1 degrees F. Total error for a
thermistor circuit shall not exceed 0.5 degrees F.

2.1.2 Resistance Temperature Detectors (RTDs)

Provide RTD sensors with platinum elements compatible with the digital
controllers. Encapsulate sensors in epoxy, series 300 stainless steel,
anodized aluminum, or copper. Temperature sensor accuracy shall be 0.1
percent (1 ohm) of expected ohms (10k ohms) at 32 degrees F. Temperature
sensor stability error over five years shall not exceed 0.25 degrees F
cumulative. Direct connection of RTDs to digital controllers without
transmitters is preferred. When RTDs are connected directly, lead
resistance error shall be less than 0.25 degrees F. The total error for a
RTD circuit shall not exceed 0.5 degrees F.

.2.1.3 Temperature Sensor Details

a. Room Type: Provide the sensing element components within a decorative
protective cover suitable for surrounding decor. [Provide room
temperature sensors with timed override button], [setpoint adjustment
lever].

b. Duct Probe Type: Ensure the probe is long enough to properly sense the
air stream temperature.

c. Duct Averaging Type: Continuous averaging sensors shall be one foot in
length for each 4 square feet of duct cross-sectional area, and a
minimum length of 6 feet.

d. Pipe Immersion Type: Provide minimum three-inch immersion. Provide
each sensor with a corresponding pipe-mounted sensor well, unless
indicated otherwise. Sensor wells shall be stainless steel when used
in steel piping, and brass when used in copper piping. Provide the
sensor well with a heat-sensitive transfer agent between the sensor and
the well interior.

e. Outside Air Type: Provide the sensing element on the building's north
side with a protective weather shade that positions the sensor
approximately 3 inches off the wall surface, does not inhibit free air
flow across the sensing element, and protects the sensor from snow,
ice, and rain.

2.2 Supervisory Controller MCEN Network Homerun

See UFGS 27 10 00 and CLGS 27 10 00

.2.3 Transmitters

Provide transmitters with 4 to 20 mA or 0 to 10 VDC linear output scaled to
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the sensed input. Transmitters shall be matched to the respective sensor,
factory calibrated, and sealed. Size transmitters for an output near 50
percent of its full-scale range at normal operating conditions. The total
transmitter error shall not exceed 0.1 percent at any point across the
measured span. Supply voltage shall be 12 to 24 volts AC or DC.
Transmitters shall have non-interactive offset and span adjustments. For
temperature sensing, transmitter drift shall not exceed 0.03 degrees F a
year.

.2.3.1 Relative Humidity Transmitters

Provide transmitters with an accuracy equal to plus or minus 3 percent from
0 to 90 percent scale, and less than one percent drift per year. Sensing
elements shall be the polymer type.

.2.3.2 Pressure Transmitters

Provide transmitters integral with the pressure transducer. Size
transmitters for an output near 50 percent of its full-scale range at
normal operating conditions.

.2.4 Current Transducers

Provide current transducers to monitor motor amperage, unless current
switches are shown on design drawings or point tables. Provide a VFD rated
current sensor where applicable.

.2.5 Motor Run Status

Unless otherwise noted, provide current switches to indicate run status of
pumps and fans. Sensitivity of the switch on belt and coupler driven
equipment should distinguish between loaded motor and unloaded motor such
as a fan with a broken belt.

2.6 Pneumatic to Electric Transducers

Pneumatic to electronic transducers shall convert a 0 to 20 psig signal to
a proportional 4 to 20 mA or 0O to 10 VDC signal (operator scaleable).
Supply voltage shall be 24 VDC. Accuracy and linearity shall be 1.0
percent or better.

2.7 Air Quality Sensors

Provide power supply for each sensor.

2.7.1 CO2 Sensors

Provide photo-acoustic type CO2 sensors with integral transducers and
linear output. The devices shall read CO2 concentrations between 0 and 2000
ppm with full scale accuracy of at least plus or minus 100 ppm.

2.7.2 Air Quality Sensors

Provide full spectrum air quality sensors using a hot wire element based on
the Taguchi principle. The sensor shall monitor a wide range of gaseous

volatile organic components common in indoor air contaminants like paint
fumes, solvents, cigarette smoke, and vehicle exhaust. The sensor shall
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automatically compensate for temperature and humidity, have span and
calibration potentiometers, operate on 24 VDC power with output of 0-10
VDC, and have a service rating of 32 to 140 degrees F and 5 to 95 percent
relative humidity.

.2.8 Input Switches
.2.8.1 Timed Local Overrides

Provide buttons or switches to override the DDC occupancy schedule
programming for each major building zone during unoccupied periods, and to
return HVAC equipment to the occupied mode. This requirement is waived for
zones clearly intended for 24 hour continuous operation.

.2.8.2 Emergency Shut Down Switches (ATFEP)

Anti Terrorism Force Protection emergency shut down switches must be two
action to prevent accidental initiation, such as a mushroom push button
with a cover.

.2.9 Freeze Protection Thermostats

Provide special purpose thermostats with flexible capillary elements 20
feet minimum length for coil face areas up to 40 square feet. Provide
longer elements for larger coils at 1-foot of element for every 4 square
feet of coil face area, or provide additional thermostats. Provide switch
contacts rated for the respective motor starter's control circuit voltage.
Include auxiliary contacts for the switch's status condition. A freezing
condition at any 18-inch increment along the sensing element's length shall
activate the switch. The thermostat shall be equipped with a manual
push-button reset switch so that when tripped, the thermostat requires
manual resetting before the HVAC equipment can restart.

.2.10 Air Flow Measurement Stations

Air flow measurement stations shall have an array of velocity sensing
elements and straightening vanes inside a flanged sheet metal casing. The
velocity sensing elements shall be the RTD or thermistor type, traversing
the ducted air in at least two directions. The air flow pressure drop
across the station shall not exceed 0.08 inch water gage at a velocity of
2,000 fpm. The station shall be suitable for air flows up to 5,000 fpm,
and a temperature range of 40 to 120 degrees F. The station's measurement
accuracy over the range of 125 to 2,500 fpm shall be plus or minus 3
percent of the measured velocity. Station transmitters shall provide a
linear, temperature-compensated 4 to 20 mA or 0 to 10 VDC output. The
output shall be capable of being accurately converted to a corresponding
air flow rate in cubic feet per minute. Transmitters shall be a 2-wire,
loop powered device. The output error of the transmitter shall not exceed
0.5 percent of the measurement.

.2.11 Air Flow Measurement for Terminal Devices

Air flow measurement for terminal devices such as variable air volume
boxes, with or without fan power shall have an array of pressure sensing

elements than sense total pressure and static pressure. The flow
measurement shall be integral to the device controller and shall be by
differential pressure sensor. The air flow shall measure flows down to 300
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fpm with an accuracy of 5 percent of reading.

.2.12 Energy Metering
.2.12.1 Steam Meters

Steam meters shall be the vortex shedding type, with pressure compensation,
a minimum turndown ratio of 10 to 1, and an output signal shall be 4-20 ma,
pulsed, or BACnet MS/TP, all compatible with the DDC system.

.2.12.2 Hot Water Solar Collector Meters
BACnet output or may be a combination of temperature sensors and water flow

meter monitored by a DDC controller with the DDC system calculating the BTU
transfer. Water flow can be measured by orifice or venturi meter selected

for the anticipated system flow rate. Temperature sensors shall be placed
in both the supply to and the return from the solar collector array.

.2.12.3 Electrical Meters

Provide enhanced power and energy meter with built-in integrator and power
supply for the CTs. Meter shall have onboard data logging capability as

well as output to SBC via native BACnet MS/TP. Place meter indoors at

building Main Distribution Panel (MDP). This meter shall be provided in
addition to any other power meters required by Division 26 (Electrical) or
Division 33 (Utilities).

Electrical meter shall monitor and trend the following points:
Power (3-phase total & per phase): Real (kW), Reactive (kVAR), and
Apparent (kVA)
Power Factor: 3-phase average & per phase
Present Power Demand: Real (kW), Reactive (kVAR), and Apparent (kVA)
Peak Poer Demand: Real (kW), Reactive (kVAR), and Apparent (kVA)
Current: 3-phase average and per phase
Voltage: Line-Line and Line-Neutral (3-phase average & per phase)
Frequency
Accumulated Net Energy: Real (kWh), Reactive (kVARh), and Apparent
(kVAh)
Accumulated Real Energy by phase (kWh)

.3 OUTPUT HARDWARE

3.1 Control Dampers

Provide factory manufactured [galvanized steel] [aluminum] dampers where
indicated. Dampers shall be opposed blade for rectangular applications
10-inches and taller, and single blade for round dampers and rectangular
dampers shorter than 10-inches.Control dampers shall comply with SMACNA 1966
except as modified or supplemented by this specification. Published damper
leakage rates and respective pressure drops shall have been verified by
tests in compliance with AMCA 500-D requirements.

Provide damper assembly frames constructed 0f0.064 inchminimum

thickness [galvanized]steel channels with mitered and welded corners.
Damper axles shall be 0.5 inches minimum diameter plated steel rods
supported in the damper frame by stainless steel or bronze bearings. Blades
mounted vertically shall be supported by thrust bearings.
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Dampers shall be rated for not less than 2000 fpm air velocity. The
pressure drop through each damper when full-open shall not exceed 0.04
inches water gage at 1000 fpm face velocity. Damper assemblies in ductwork
shall be constructed to meet SMACNA Seal Class "A" construction
requirements.

Provide the damper operating linkages outside of the air stream, including
crank arms, connecting rods, and other hardware that transmits motion from
the damper actuators to the dampers, shall be adjustable. Additionally,
operating linkages shall be designed and constructed to have a 2 to 1
safety factor when loaded with the maximum required damper operating force.
Linkages shall be brass, bronze, galvanized steel, or stainless steel.

Provide access doors or panels in hard ceilings and walls for access to all
concealed damper operators and damper locking setscrews.

For field-installed control dampers, a single damper section shall have
blades no longer than 48 inches and no higher than 72 inches. The maximum
damper blade width shall be 12 inches. Larger sized dampers shall be built
using a combination of sections.

Frames shall be at least 2 inches wide. Flat blades shall have edges folded
for rigidity. Blades shall be provided with compressible gasket seals along
the full length of the blades to prevent air leakage when closed.

The damper frames shall be provided with jamb seals to minimize air
leakage. Seals shall be suitable for an operating temperature range of
minus 40 degrees F to 200 degrees F.

The leakage rate of each damper when full-closed shall be no more
than 3 cfm per sqg. foot of damper face area at
1.0 inches water gage static pressure.

.3.2 Control Valves
.3.2.1 Valve Assembly

Valve bodies shall be designed for 125 psig minimum working pressure or 150
percent of the operating pressure, whichever is greater. Valve stems shall
be Type 316 stainless steel. Valve leakage ratings shall be 0.01 percent
of rated Cv value. Class 125 copper alloy valve bodies and Class 150 steel
or stainless steel valves shall meet the requirements of ASME B16.5. Cast
iron valve components shall meet the requirements of ASTM Al26 Class B or C.

.3.2.2 Butterfly Valves

Butterfly valves shall be the threaded lug type suitable for dead-end
service and for modulation to the fully-closed position, with stainless
steel shafts supported by bearings, non-corrosive discs geometrically
interlocked with or bolted to the shaft (no pins), and EPDM seats suitable
for temperatures from minus 20 degrees F to plus 250 degrees F. Valves
shall have a means of manual operation independent of the actuator.

.3.2.3 Two-Way Valves

Two-way modulating valves shall have an equal percentage characteristic.
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2.3.2.4 Three-Way Valves
Three-way valves shall have an equal percentage characteristic.
2.3.2.5 Valves for Chilled Water, Condenser Water, and Glycol Fluid Service

a. Bodies for valves 1-1/2 inches and smaller shall be brass or bronze,

with threaded or union ends. Bodies for valves from 2 inches to 3
inches inclusive shall be of brass, bronze, or iron. Bodies for 2 inch
valves shall have threaded connections. Bodies for valves from 2-1/2

to 3 inches shall have flanged connections.

b. Internal valve trim shall be brass or bronze, except that valve stems
shall be stainless steel.

c. Unless indicated otherwise, provide modulating valves sized for 2 psi
minimum and 4 psi maximum differential across the valve at the design

flow rate.

d. Valves 4 inches and larger shall be butterfly valves, unless indicated
otherwise.

2.3.2.6 Valves for Hot Water Service
Valves for hot water service below 250 Degrees F:

a. Bodies for valves 1-1/2 inches and smaller shall be brass or bronze,

with threaded or union ends. Bodies for valves from 2 inches to 3
inches inclusive shall be of brass, bronze, or iron. Bodies for 2 inch
valves shall have threaded connections. Bodies for valves from 2-1/2

to 3 inches shall have flanged connections.

b. Internal trim (including seats, seat rings, modulation plugs, valve
stems, and springs) of valves controlling water above 210 degrees F
shall be Type 316 stainless steel.

c. Internal trim for valves controlling water 210 degrees F or less shall
be brass or bronze. Valve stems shall be Type 316 stainless steel.

d. ©Non-metallic parts of hot water control valves shall be suitable for a
minimum continuous operating temperature of 250 degrees F or 50 degrees
F above the system design temperature, whichever is higher.

e. Unless indicated otherwise, provide modulating valves sized for 2 psi
minimum and 4 psi maximum differential across the valve at the design

flow rate.

f. Valves 4 inches and larger shall be butterfly valves, unless indicated
otherwise.

2.3.2.7 Valves for High Temperature Hot Water Service
Valves for hot water service 250 Degrees F above:
a. Valve bodies shall conform to ASME B16.34 Class 300. Valve and

actuator combination shall be normally closed. Bodies shall be carbon
steel, globe type with welded ends on valves 1 inch and larger. Valves
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smaller than 1 inch shall have socket-weld ends. Packing shall be
virgin polytetrafluoroethylene (PTFE).

b. Internal valve trim shall be Type 316 stainless steel.

c. Unless indicated otherwise, provide modulating valves sized for 2 psi
minimum and 4 psi maximum differential across the valve at the design
flow rate.

2.3.2.8 Valves for Steam Service

The entire body for valves 1-1/2 inches and smaller shall be brass or
bronze, with threaded or union ends. Bodies for valves from 2 to 3 inches
inclusive shall be of brass, bronze, or carbon steel. Bodies for wvalves 4
inches and larger shall be carbon steel. Bodies for 2 inch valves shall
have threaded connections. Bodies for valves 2-1/2 inches and larger shall
have flanged connections. Steam valves shall be sized for [15 psig]

[ ] inlet steam pressure with a maximum [13 psi] [ ] differential
through the valve at rated flow, except where indicated otherwise.

Internal valve trim shall be Type 316 stainless steel.

2.3.3 Actuators

Provide direct-drive electric actuators for all control applications,
except where indicated otherwise. All actuators shall include a feedback
loop for detecting actuator faults. The actuator shall report actual
position back to the control system. Binary actuators shall provide
open/closed status, at a minimum. Modulating actuators and process shall
provide position feedback expressed (directly or through span conversion)
as percent open/closed. Actuator status shall be derived from actuator
position; however, effect may be used in cases where direct feedback is not
practical such as VAV coils and dampers.

Use airflow sensors as a feedback loop for damper actuators. Use
differential temperature as a feedback mechanism for VAV coil valve
actuation.

2.3.3.1 Electric Actuators

Each actuator shall deliver the torque required for continuous uniform
motion and shall have internal end switches to limit the travel, or be
capable of withstanding continuous stalling without damage. Actuators
shall function properly within 85 to 110 percent of rated line voltage.
Provide actuators with hardened steel running shafts and gears of steel or
copper alloy. Fiber or reinforced nylon gears may be used for torques less
than 16 inch-pounds. Provide two-position actuators of single direction,
spring return, or reversing type. Provide modulating actuators capable of
stopping at any point in the cycle, and starting in either direction from
any point. Actuators shall be equipped with a switch for reversing
direction, and a button to disengage the clutch to allow manual
adjustments. Provide the actuator with a hand crank for manual
adjustments, as applicable. Thermal type actuators may only be used on
terminal fan coil units, terminal VAV units, convectors, and unit heaters.
Spring return actuators shall be provided on all control dampers and all
control valves except terminal fan coil units, terminal VAV units,
convectors, and unit heaters; unless indicated otherwise. Each actuator
shall have distinct markings indicating the full-open and full-closed
position, and the points in-between.Actuators mounted outdoors shall be
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outdoor rated so that they do not require a weatherproof enclosure.
.3.4 Output Signal Conversion
.3.4.1 Electronic-to-Pneumatic Transducers

Electronic to pneumatic transducers shall convert a 4 to 20 mA or 0 to 10
VDC digital controller output signal to a proportional 0 to 20 psig
pressure signal (operator scaleable). Accuracy and linearity shall be 1.0
percent or better. Transducers shall have feedback circuit that converts
the pneumatic signal to a proportional 4 to 20 mA or 0O to 10 VDC signal.

.3.5 Output Switches
.3.5.1 Control Relays

Field installed and DDC panel relays shall be double pole, double throw, UL
listed, with contacts rated for the intended application, indicator light,
and dust proof enclosure. The indicator light shall be 1lit when the coil
is energized and off when coil is not energized. Relays shall be the
socket type, plug into a fixed base, and replaceable without tools or
removing wiring. Encapsulated "PAM" type relays may be used for terminal
control applications.

.4 ELECTRICAL POWER AND CONTROL WIRING
4.1 Transformers

Transformers shall conform to UL 506. For control power other than
terminal level equipment, provide a fuse or circuit breaker on the
secondary side of each transformer.

4.2 Surge and Transient Protection

Provide each control cabinet with surge and transient power protection.
Surge protection is not required for small terminal unit controllers such
as VAV controllers. Surge and transient protection shall consist of the
following devices, installed externally to the controllers.

.4.2.1 Power Line Surge Protection

Provide surge suppressors on the incoming power at each direct digital
controller or grouped terminal controllers and shall be installed
externally to the device or devices being protected. Surge suppressors
shall be rated in accordance with UL 1449, have a fault indicating light,
and conform to the following:

a. The device shall be a transient voltage surge suppressor, hard-wire
type individual equipment protector for 120 VAC/1 phase/2 wire plus
ground.

b. The device shall react within 5 nanoseconds and automatically reset.

c. The voltage protection threshold, line to neutral, shall be no more
than 211 volts.

d. The device shall have an independent secondary stage equal to or
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greater than the primary stage joule rating.

e. The primary suppression system components shall be pure silicon
avalanche diodes.

f. The secondary suppression system components shall be silicon avalanche
diodes or metal oxide varistors.

g. The device shall have an indication light to indicate the protection
components are functioning.

h. All system functions of the transient suppression system shall be
individually fused and not short circuit the AC power line at any time.

i. The device shall have an EMI/RFI noise filter with a minimum
attenuation of 13 dB at 10 kHz to 300 MHz.

J. The device shall comply with IEEE C62.41.1 and IEEE C62.41.2, Class "B"
requirements and be tested according to IEEE C62.45.

k. The device shall be capable of operating between minus 20 degrees F
and plus 122 degrees F.

2.4.2.2 MS/TP Communication Line Surge Protection
Provide surge and transient protection for DDC controllers and DDC network
related devices connected to phone lines, network communication lines,
lines from exterior equipment, and lines from other buildings including
mechanical buildings in accordance with the following:

a. The device shall provide continuous, non-interrupting protection.

b. The protection shall react within 5 nanoseconds using only solid-state
silicon avalanche technology.

c. The device shall be installed at the distance recommended by its
manufacturer.
d. Include the location of the surge protection devices on the control

drawing network riser.

2.4.3 Wiring

Provide complete electrical wiring for the DDC System, including wiring to
transformer primaries. Run all control wiring in rigid or flexible conduit,
metallic tubing, or covered metal raceways, unless noted otherwise.

Control circuit wiring shall not run in the same conduit as power wiring
over 100 volts. Circuits operating at more than 100 volts shall be in
accordance with Section 26 20 00, INTERIOR DISTRIBUTION SYSTEM. Run all
circuits over 100 volts in conduit, metallic tubing, covered metal
raceways, or armored cable. Follow cable manufacturer's recommendations or
requirements based on the cable usage, such as outdoors and/or underground.

2.4.3.1 Power Wiring
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The following requirements are for field-installed wiring:

2

—

a. Wiring for 24 V circuits shall be insulated copper 18 AWG minimum and
rated for 300 VAC service.

b. Wiring for 120 V circuits shall be insulated copper 12 AWG minimum and
rated for 600 VAC service.

.4.3.2 Analog Signal Wiring and Binary Wiring

Provide in accordance with control manufacturer's recommendations and the
following: Field-installed analog signal wiring shall be 18 AWG single or
multiple twisted pair. Each cable shall be 100 percent shielded and have a
20 AWG drain wire. Each wire shall have insulation rated for 300 VAC
service. Cables shall have an overall aluminum-polyester or tinned-copper
cable-shield tape. All binary input and output wiring shall be 18 AWG.

.4.3.3 MS/TP Communication Bus

a. Provide system manufacturer's recommended or preferred cabling.

b. Follow cable manufacturer's recommendations or requirements based on the
cable usage, such as outdoors and/or underground.

c. Splices in communication cable are not allowed. Segments of
communication cable between field devices shall be solid lengths with no
splices.

.4.3.4 Conduit

Conduit for controls less than 100 volts shall be colored blue. Junction
box cover plates, cable/wire trough covers, etc., for controls shall be
blue. Fittings and boxes do not need to be blue.

.5 FIRE PROTECTION DEVICES

.5.1 Duct Smoke Detectors

Provide duct smoke detectors in HVAC ducts in accordance with NEFPA 72 and
NEPA 90A, except as indicated otherwise. Provide UL listed or FM approved
detectors, designed specifically for duct installation.

Furnish detectors under Section 28 31 76.00 20 INTERIOR FIRE ALARM AND
MASS NOTIFICATION SYSTEM and install under this section. Connect new
detectors to the building fire alarm panel.

Provide photoelectric type detectors. Detectors shall detect both visible
and invisible particles of combustion, and shall not be susceptible to
undesired operation by changes to relative humidity. Provide each detector
with an approved duct housing mounted exterior to the duct, and an integral
perforated sampling tube extending across the width of the duct. The
detector housing shall have indicator lamps that light when the detector is
powered and when the detector is activated. Each detector shall have an
integral test port remote keyed test device. Connect new detectors to the
building's existing fire alarm control panel. Provide control and power
modules required for the operation of the detectors in their own new
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control unit. A ground fault, break, or open condition in the electrical
circuitry to any detector or its control or power unit shall cause
activation of a trouble signal at the building fire alarm panel.
Electrical supervision of wiring used exclusively for air-handling unit
shutdown is not required, provided a break in the wiring would cause
shutdown of the associated unit. Equipment and devices shall be compatible
and operable in all respects with, and shall in no way impair the
reliability or operational functions of, the existing fire alarm system.
The building's existing fire alarm control panel was manufactured by

[ ]. Provide descriptive zone labels at the existing fire alarm panel
indicating which new air-handling unit detectors they serve and their
location. Label zones modified in order to accomplish the work.

Provide photoelectric type detectors. Detectors shall detect both visible
and invisible particles of combustion, and shall not be susceptible to
undesired operation by changes to relative humidity. Provide each detector
with an approved duct housing mounted exterior to the duct, and an integral
perforated sampling tube extending across the width of the duct. The
detector housing shall have indicator lamps that light when the detector is
powered and when the detector is activated. Each detector shall have an
integral test port remote keyed test device. Provide a 115 VAC power
supply unit integral with the detector's duct housing. Provide power to
the detector from the air-handling unit or air-handling unit controls.
Provide the detectors with a remote audio/visual alarm indicator and keyed
test device at the location indicated. Activation of a detector shall
cause immediate shutdown of the associated air-handling unit and the
closing of its dampers and shall activate the remote alarm indicator. ]

.6 INDICATORS
.6.1 Pressure Gauges for Pneumatic Controls

Provide a pressure gauge at each pneumatic control input and output.
Gauges shall have a 2-inch diameter face and a 0 to 30 psi scale with 1 psi
graduations.

L7 PNEUMATIC POWER SUPPLY AND TUBING
7.1 Air Compressors

Air compressors for pneumatic control systems shall be the tank-mounted,
electric motor driven, air cooled, reciprocating type with integral [duplex
motors and compressors] [single motor and compressor], tank, controller,
[alternator switch, Jpressure switch, belt guard[s], pressure relief valve,
and automatic moisture drain valve. Compressor piston speeds shall not
exceed 450 fpm. Provide compressors with a dry-type combination intake air
filter and silencer with baked enamel steel housing. The filter shall be
99 percent efficient at 10 microns. The pressure switch shall start the
compressor[s] at 70 psig and stop the compressor[s] at 90 psig. The relief
valve shall be set for 10 to 25 psig above the control switch cut-off
pressure. Provide compressor capacity suitable for not more than a [33]
[50] percent run time, at full system control load. Compressors shall have
a maintaining type starter, and shall automatically restart after a power
outage. Motors 0.5 hp and larger shall be three-phase.

L7011 Compressed Air Tank

Provide a steel tank constructed and labeled in agreement with ASME BPVC
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for 125 psig maximum working pressure. Size the tank for the compressor
run time specified above. Provide drain valve and piping routing the
drainage to a floor sink or other safe and visible drainage location.

7.2 Refrigerated Air Dryers

Provide each air compressor tank with a refrigerant air dryer sized for
continuous operation, and capable of reducing the compressed air dew point
temperature, at 20 psig output pressure, to 30 degrees F, at an average
tank pressure of 80 psig and an ambient air temperature between 55 and 95
degrees F. Provide each dryer with an automatic condensate drain trap with
manual override feature. Provide the dryer suction line with a refrigerant
pressure gauge. Locate each dryer in the air piping between the tank and
the pressure-reducing station.

.7.3 Compressed Air Discharge Filters

Provide air compressors with a dry type discharge filter, 99 percent
efficient at removing oil and solid particles at 0.03 microns, with baked
enamel steel housing and manual drain valve. Provide visual indicator to
show when the filter element should be changed.

.7.4 Air Pressure-Reducing Stations

Provide air compressors with a pressure-reducing valve (PRV) with a field
adjustable range of 0 to 50 psig discharge pressure, at an inlet pressure
of 70 to 90 psig. Provide a factory-set pressure relief valve downstream
of the PRV to relieve over-pressure. Provide a pressure gage upstream of
the PRV with range of 0 to 100 psig and downstream of the PRV with range of
0 to 30 psig. For two-pressure control systems, provide an additional PRV
and downstream pressure gage.

.7.5 In-line Filters

Provide a disposable type in-line filter in the incoming pneumatic main at
each pneumatic control panel. The filter shall be capable of eliminating
99.99 percent of all liquid or solid contaminants 0.1 micron or larger.
Provide the filter with fittings that allow easy removal/replacement.

.7.6 Pneumatic Tubing
.7.6.1 Copper Tubing

Provide ASTM B75/B75M or ASTM B88M ASTM B88 rated tubing. Tubing 0.64 mm
0.375 inch outside diameter and larger shall have minimum wall thickness
equal to ASTM B88M ASTM B88, Type M. Tubing less than 10 mm 0.375 inch
outside diameter shall have minimum wall thickness of 0.64 mm 0.025 inch.
Exposed tubing and tubing for working pressures greater than 30 psig shall
be hard copper. Fittings shall be ASME B16.18 or ASME Bl6.22 solder type
using ASTM B32 95-5 tin-antimony solder, or ASME Bl6.26 compression type.

.7.6.2 Polyethylene Tubing
Polyethylene tubing may only be used in systems with working pressure of 30
psig or less, this includes tubing used for devices such as air filter

status, duct pressure and duct pressure safety limits. Provide
flame-resistant, multiple polyethylene tubing in flame-resistant protective
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2.

sheath with mylar barrier, or unsheathed polyethylene tubing in rigid
metal, intermediate metal, or electrical metallic tubing conduit for areas
where tubing is exposed. Single, unsheathed, flame-resistant polyethylene
tubing may be used where concealed in walls or above ceilings and within
control panels. Do not provide polyethylene tubing for [systems indicated
as critical and] smoke removal systems. Provide compression or brass
barbed push-on type fittings. Extruded seamless polyethylene tubing shall
conform to the following:

a. Minimum Burst Pressure Requirements: 690 kPA 100 psig at 24 degrees C
75 degrees F to 172 kPa 25 psig at 66 degrees C 150 degrees F.

b. Stress Crack Resistance: ASTM D1693, 200 hours minimum.

c. Tensile Strength (Minimum): ASTM D638, 7583 kPa 1100 psi.

d. Flow Rate (Average): ASTM D1238, 0.30 decigram per minute.

e. Density (Average): ASTM D792, 920 kg/m3 57.5 pounds per cubic feet.

f. Burn rate: ASTM D635

.8 VARIABLE FREQUENCY (MOTOR) DRIVES

Provide variable frequency drives (VFDs) as indicated. VFDs shall convert
208 or 480 volt (plus or minus 10 percent), three phase, 60 hertz (plus or
minus 2Hz), utility grade power to adjustable voltage/frequency, three
phase, AC power for stepless motor control from 5 percent to 200 percent of
base speed. VFDs shall be UL listed as delivered to the end user. The VFD
shall meet the requirements specified in the most current National
Electrical Code. Each VFD shall also meet the following:

a. The VFD shall use sine coded Pulse Width Modulation (PWM) technology.
PWM calculations shall be performed by the VFD microprocessor.

b. The VFD shall be capable of automatic control by a remote 4-20 mA [0 to
10 VDC] signal, by network command, or manually by the VFD control
panel.

.8.1 VFD Quality Assurance

VEFDs shall be the manufacturer's current standard production unit with at
least 10 identical units successfully operating in the field.

8.2 VEFD Service Support

a. Warranty: Provide the VFDs with a minimum 24-month full parts and
labor warranty. The warranty shall start when the contract's HVAC
system is accepted by the Government. Include warranty documentation,
dates, and contact information with the VFD on-site service manuals.

b. VFD Service Manuals: Provide the VFDs with all necessary installation,
operation, maintenance, troubleshooting, service, and repair manuals in
English including related factory technical bulletins. Provide the
documents factory bound, in sturdy 3-ring binders, or hard bound
covers. Provide a title sheet on the outside of each binder indicating
the project title, project location, installing contractor, contract
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.8.

a.

b.

3

number, and the VFD manufacturer, address, and telephone number. Each
binder shall include a table of contents and tabbed dividers, with all
material neatly organized. The documentation provided shall be
specifically applicable to this project, shall be annotated to reflect
the actual project conditions, and shall provide a complete and concise
depiction of the installed work. Provide a storage cabinet on or near
the VFD large enough to hold all of the documentation. Have the
cabinet's proposed installation site approved in advance by the
Contracting Officer. Prominently label the cabinet "VFD OPERATION AND
MAINTENANCE MANUALS." Clearly label each manual with the wording
"MECHANICAL ROOM COPY - DO NOT REMOVE".

Technical Support: Provide the VFDs with manufacturer's technical
telephone support in English, readily available during normal working
hours, and free of charge for the life of the equipment.

Initial Start-Up: Provide the VFDs with factory-trained personnel for
the on-site start-up of the HVAC equipment and associated VFD. The
personnel shall be competent in the complete start-up, operation, and
repair of the particular model VFD installed. The factory start-up
representative shall perform the factory's complete recommended
start-up procedures and check-out tests on the VFD. Include a copy of
the start-up test documentation with the VFD on-site service manuals.

Provide the VFDs with on-site/hands-on training for the user and
maintenance personnel. Provide a capable and qualified instructor with
minimum two years field experience with the operation and maintenance
of similar VFDs. The training shall occur during normal working hours
and last not less than 2 hours. Coordinate the training time with the
Contracting Officer and the end user. The VFD service manuals shall be
used during the training. The contractor shall ensure the manuals are
on-site before the start of training. The training shall cover all
operational aspects of the VFD.

VFD Features

VEDs shall have the following features:

A local operator control keypad capable of:

(1) Remote/Local operator selection with password access.
(2) Run/Stop and manual speed commands.

(3) All programming functions.

(4) Scrolling through all display functions.

Digital display capable of indicating:

(1) VFD status.

(2) Frequency.

(3) Motor RPM.

(4) Phase current.
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.8.

4

(5) Fault diagnostics in descriptive text.
(6) All programmed parameters.
(7) Load power.

Standard PI loop controller with input terminal for controlled variable
and parameter settings.

User interface terminals for remote control of VFD speed, speed
feedback, and an isolated form C SPDT relay, which energizes on a drive

fault condition.

An isolated form C SPDT auxiliary relay which energizes on a run
command.

A metal NEMA 1 enclosure for indoors, NEMA 4 with heater for outdoors.
An adjustable carrier frequency with 16 KHz minimum upper limit.

A built in DC buss reactor with 3 percent minimum impedance to protect
the VFDs DC buss capacitors and rectifier section diodes.

HOA/Bypass Switches

Programmable Parameters

VEFDs shall include the following operator programmable parameters:

.8.

5

Upper and lower limit frequency.
Acceleration and Deceleration rate.
Variable torque volts per Hertz curve.
Starting voltage level.

Starting frequency level.

Display speed scaling.
Enable/disable auto-restart feature.
Enable/disable soft stall feature.
Motor overload level.

Motor stall level.

Jump frequency and hysteresis band.
PWM carrier frequency.

Protective Features

VEDs shall have the following protective features:
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An electronic adjustable inverse time current limit with

consideration for additional heating of the motor at frequencies below
45Hz, for the protection of the motor.
An electronic adjustable soft stall feature, allowing the VFD to lower
the frequency to a point where the motor will not exceed the full-load
amperage when an overload condition exists at the requested frequency.
The VFD will automatically return to the requested frequency when load
conditions permit.

A separate electronic stall at 110 percent VED rated current, and a
separate hardware trip at 190 percent current.

Ground fault protection that protects the output cables and motor from
grounds during both starting and continuous running conditions.

The ability to restart after the following faults:
(1) Overcurrent (drive or motor).

(2) Power outage.

(3) Phase loss.

(4) Over voltage/Under voltage.

The ability shut down if inadvertently started into a rotating load
without damaging the VEFD or the motor.

The ability to keep a log of a minimum of four previous fault
conditions, indicating the fault type and time of occurrence in
descriptive text.

The ability to sustain 110 percent rated current for 60 seconds

The ability to shutdown safely or protect against and record the
following fault conditions:

(1) Over current (and an indication if the over current was during
acceleration, deceleration, or running).

(2) Over current internal to the drive.
(3) Motor overload at start-up.

(4) Over voltage from utility power.
(5) Motor running overload.

(6) Over voltage during deceleration.
(7) VFD over heat.

(8) Load end ground fault.

(9) Abnormal parameters or data in VFD EEPROM.
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8.6 Minimum Operating Conditions

VFDs shall be designed and constructed to operate within the following
service conditions:

a. Ambient Temperature Range, 0 to 120 degrees F.

b. Non-condensing relative humidity to 90 percent.

.8.7 Additional Features

Provide VFDs with the following additional features:

a. BACnet communication interface port

PART 3 EXECUTION

3.

1 INSTALLATION

Perform the installation under the supervision of competent technicians
regularly employed in the installation of DDC systems. All material and
equipment shall be installed in accordance with the manufacturer's
recommendations for the intended purpose. Maintain a copy of the
manufacture's recommendations on the Contruction Site. Use the more
stringent methods when manufacturer's recommendations, and plans &
specification requirements differ. Use the "Preferred" method when
alternative methods are given. The word "should" will be considered to
mean "shall". Bring any conflicts between manufacturer's recommendations
and plans & specification requirements to the Government's attention. All
equipment shall be installed level and plumb.

1.1 Pre-Installation Meeting

Prior to starting the installation, meet with the Contracting Officer's
Technical Representative (COTR) and the BAS owner to develop a mutual
understanding relative to the details of the DDC system requirements.
Requirements to be discussed include, but not limited to, required
submittals, work schedule, field quality control, BAS Supervisory
controller configuration requirements, and project DDC Specification
requirements.

1.2 Demolition

Remove and/or demolish all existing controls, cabling, conductors, conduit,
controllers, power circuits and cabinets that are no longer needed after
new work is installed. Any existing systems to remain, must remain
functional and operate properly after all demolition is complete.

.1.3 BACnet Naming and Addressing

Coordinate with the EMCS Owner and provide unique naming and addressing
consistent with existing buildings already loaded on the EMCS server. All
DDC controllers shall have a Camp Lejeune unique instance number and all
Supervisory Building Controllers shall have a Camp Lejeune unique name.
Names are managed by the Government.

a. MAC Address
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Every BACnet device shall have an assigned and documented MAC
Address unique to its network. For Ethernet networks, document the MAC
Address assigned at its creation. For MS/TP networks, assign addresses
from 0-127. Do not use the controls manufacturer reserved addresses for
field controllers. This is typically 0-3. Also the BACnet Instance ID
for MAC Address 127, Trunk 1, is reserved for the Supervisory
controller. Supervisory Controller Global ID and instance numbers are
to be obtained from Camp Lejeune Public Works Operations to ensure
duplicates do not occur. Point of Contact:

Public Works Division/EMCS

1005 Michael Road / Building 1005
MCB Camp Lejeune, NC 28547

(910) 450-7846

For MS/TP, assign from 01 to 127 unless reserved by the manufacturer.
Network Numbering

Assign unique numbers to each new network installed on the BACnet
internetwork. Provide ability for changing the network number; either
by device switches, network computer, or field operator interface. The
BACnet internetwork (all possible connected networks) can contain up to
65,534 possible unique networks.

Device Object Identifier Property Number

Assign unique Device "Object Identifier" property numbers or device
instances for each device on the BACnet internetwork. Provide for
future modification of the device instance number; either by device
switches, network computer, or field interface. Instance numbers must
be field assignable. BACnet allows up to 4,194,302 possible unique
devices per internetwork.

Device Object Name Property Text

Each object on the Camp Lejeune EMCS has a unique point name, which is
made up of the object or short name stored in the controller and the
equipment identifier, which is stored in the supervisory building
controller (SBC). The long point name combines this object name with
the name stored in the SBC that describes the controller or location of
the object. The device object name property field shall support 32
minimum printable characters. The point name follows the general
convention:

Building.Equipment.Object Name

Example: HP512.AHU-3.DA-T. See Attachments one through three for
equipment names, object names, object groupings, and area names.

Object Name Property Text (Other than Device Objects)
The object name identifies the specific point. Only object names on
the approved Camp Lejeune list shall be used. From the example above,

the point name is: "DA-T". See Attachment for the approved Camp
Lejeune list. The object name property field shall support 32 minimum
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printable characters.

Object Description

The controller shall also store an alpha numeric description of the
object name. The controller shall support a minimum of 30 printable
characters. From the example above the object description is:

"Discharge Air Temperature".

List of Attachments

Attachment 1 - NOT USED

Attachment 2 - Object Names

Attachment 3 - NOT USED

Attachment 4 - Niagara BAS Alarms Policy
Attachment 5 - Trend (History)

Minimum BACnet Object Requirements

Use of Standard BACnet Objects in accordance with existing Camp Lejeune
Standards

For the following points and parameters, use standard BACnet objects,
where all relevant object properties can be read using BACnet's Read
Property Service, and all relevant object properties can be modified
using BACnet's Write Property Service:

all device physical inputs and outputs, all set points, all PID tuning
parameters, all calculated pressures, flow rates, and consumption
values, all alarms, all trends, all schedules, and all equipment and
lighting circuit operating status.

BACnet Object Description Property

The Object Description property shall support 32 minimum printable
characters. For each object, complete the description property field
using a brief, narrative, plain English description specific to the
object and project application. For example: "HW Pump 1 Proof."
Document compliance, length restrictions, and whether the description
is writeable in the device PICS.

Analog Input, Output, and Value Objects

Support and provide Description and Device Type text strings matching
signal type and engineering units shown on the points list.

Binary Input, Output, and Value Objects

Support and provide Inactive Text and Active Text property descriptions
matching conditions shown on the points list.

Calendar Object
For devices with scheduling capability, provide at least one Calendar
Object with ten-entry capacity. All operators may view Calendar

Objects; authorized operators may make modifications from a
workstation. Enable the writeable Date List property and support all
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1.

calendar entry data types.
Schedule Object

Use Schedule Objects for all building system scheduling. All operators
may view schedule entries; authorized operators may modify schedules
from a workstation.

Loop Object or Equal

Use Loop Objects or equivalent BACnet objects in each applicable field
device for PID control. Regardless of program method or object used,
allow authorized operators to adjust the Update Interval, Setpoint,
Proportional Constant, Integral Constant, and Derivative Constant using
BACnet read/write services.

Setpoints

All setpoints must be BACnet exposed for auto discovery purposes if
needed.

Minimum BACnet Service Requirements
a. Command Priorities
Use commandable BACnet objects to control machinery and systems,
providing the priority levels listed below. If the sequence of

operation requires a different priority, obtain approval from the
Contracting Officer.

Priority Level Application
1 Manual-Life Safety
2 Automatic-Life Safety
3 (User Defined)
4 (User Defined)
5 Critical Equipment Control
6 Minimum On/Off
7 (User Defined)
8 Manual Operator
9 (User Defined)
10 (User Defined)
11 Load Shedding
12 (User Defined)
13 (User Defined)
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Priority Level Application

14 (User Defined)
15 (User Defined)
16 (User Defined)

3.

b. Alarming

(1) Alarm Priorities - Coordinate alarm and event notification with
the BAS Owner.

(2) Notification Class - Enable writeable Priority, Ack Required,
and Recipient List properties of Notification Class objects.

(3) Event Notification Message Texts - Use condition specific
narrative text and numerical references for alarm and event
notification.

c. Updating Displayed Property Values

Allow workstations to display property values at discrete polled
intervals, or based on receipt of confirmed and unconfirmed Change of
Value notifications. The COV increment shall be adjustable by an
operator using BACnet services, and polled intervals shall be
adjustable at the operator workstation.

.1.6 Local Area Networks

Obtain Government approval before connecting new networks with existing
networks. Network numbers and device instance numbers shall remain unique
when joining networks. Do not change existing network addressing without
Government approval. See also "BACnet Naming and Addressing".

1.7 BACnet Routers and Protocol Gateways

Provide the quantity of BACnet routers necessary for communications shown
on the BACnet Communication Architecture schematic. Provide BACnet routers
with BACnet Broadcast Message Device (BBMD) capability on each BACnet
internetwork communicating across an IP network. Configure BBMD tables to
enable unicast forwarding of broadcast messaging across Layer-3 IP subnets.

.1.8 Plant Controllers

Equipment such as VED's, chillers, and boilers shall have hardwired
enable (start/stop), and status points from the plant controller, VED's
shall also have a hardwired speed command. Additionally, this egquipment
shall have a BACnet interface for monitoring.

1.9 Wiring Criteria
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Run circuits operating at more than 100 volts in rigid or flexible
conduit, metallic tubing, covered metal raceways, or armored cable.

Run all control wiring in blue rigid or flexible conduit, blue metallic
tubing, or covered metal raceways, unless noted otherwise. All control
wiring located inside mechanical rooms shall be in conduit or metallic

tubing. All conduit and junction box covers, cable/wire trough covers,

etc., shall be blue in color."

Do not run binary control circuit wiring in the same conduit as power
wiring over 100 volts. Where analog signal wiring requires conduit, do
not run in the same conduit with AC power circuits or control circuits
operating at more than 100 volts.

Provide circuit and wiring protection required by NFPA 70.

Minimum conduit size is 3/4-inch, except 1/2-inch may be used from last
junction box to the terminal device. Maximum conduit fill is 40% or
the cable manufacturer's recommended amount whichever is less. Provide
plastic end sleeves at all conduit terminations to protect wiring from
burrs.

Do not bury aluminum-sheathed cable or aluminum conduit in concrete.

Input/output identification: Permanently label each field-installed
wire, cable, and pneumatic tube at each end with descriptive text using
a commercial wire marking system. Labels shall fully encircle the
wire, cable, or tube. The single line text shall run parallel to the
wire, cable, or tube and shall be repeated so as to be viewable without
twirling or twisting the wire. Locate the markers within 2 inches of
each termination. Label shall include type of network and destination
of cable (ex. BACnet/AHU-1). Match the names and I/0 number to the
project's point list. Similarly label all power wiring serving control
devices, including the word "power" and panel board and circuit number,
or transformer location in the label. Number each pneumatic tube every
six feet. Label all terminal blocks with alpha/numeric labels. All
wiring and the methods shall be in accordance with UL 508A.

Permanently display controller wiring diagram for each controller on
the inside of the control cabinet door. Diagram shall be neatly
lettered and taped or adhered with sticky back label.

Conduit identification: All conduits shall be labeled within 36 inches
from terminations, boxes, bends or wall penetrations. Labels shall be
3/8 inches black lettering on white background and indicate what system
the conduit contains. Apply labels every 12 feet or a distance agreed
upon by Camp Lejeune Public Works Department. The agreed upon distance
shall be for a single building or project only. Label shall be visible
and legible, while standing on the floor, from up to three sides with a
minimum dimension of 1.9 inches x 4 inches. Conduit that includes
power circuits shall be labeled with source panel and circuit, and
destination cabinet or equipment.

Provide a label at each control panel on the 120 VAC conduit. The
label shall contain the source panel and circuit identifier.

Label Example: SF-C, SF-S, SF-O (3 cables, Supply Fan Command, Supply
Fan Status, Supply Fan Output).
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Label Example: ZN-T/ZN-H/ZN-Q (1 cable, Zone Temperature, Zone
Humidity, Zone Quality).

Each terminal device shall have its own terminal conduit run. Device
boxes or devices or panels shall not be used as "pass thru" for wiring.

Conduit to equipment and devices shall be run tight to walls, and
ceilings. Avoid conduit on the floor, i.e. conduit shall not block

access to or past equipment. Flex conduit is to be used only when EMT
or rigid conduit is not able to satisfy the application such as a
transition to a sensor or equipment. Flex conduit shall be limited to

a maximum length of 3 ft.

For controller power, provide new 120 VAC circuits, with ground if not
defined on the electrical drawings. Provide each circuit with a
dedicated breaker, and run wiring in its own conduit, separate from any
control wiring. Connect the controller's ground wire to the electrical
panel ground; conduit grounds are not acceptable. Include a label on
the 120 VAC circuit conduit at each control panel. The label is to
include the source panel and circuit identification. The label size
shall be a minimum of 1.9 inches by 4 inches, 3/8 inch black lettering
on white background.

Supervisory Building Controllers (SBC) shall be powered from a
dedicated transformer for the SBC only. Each control cabinet shall
have a dedicated 24 volt transformer. The 120 VAC power branch circuit
shall be dedicated to the DDC control system. Factory provided
transformers in equipment must be used as a source of power only for
the control devices intended by the equipment manufacturer.

Surge Protection: Install surge protection according to manufacturer's
instructions. Multiple controllers fed from a common power supply may
be protected by a common surge protector, properly sized for the total
connected devices.

All terminations in panels shall be made at a terminal block if not
connected directly to a panel device, ie Field Controller, Supervisory
Controller, relays, transmitters, etc. No wire nuts are allowed in
panels, VAV boxes, control panels, relay panels or any other type of
enclosure shall follow this requirement. High and low voltage wires
must not land on the same terminal block unless they are separated and
of a different color and/or clearly identified.

Grounding: Ground controllers and cabinets to a good earth ground as
specified in Section 26 20 00 INTERIOR DISTRIBUTION SYSTEM. Conduit
grounding is not acceptable; all grounding shall have a direct path to
the building earth ground. Ground sensor drain wire shields at the
controller end.

The Contractor shall be responsible for correcting all associated MS/TP
and SA bus wiring, auxiliary bus wiring, termination, end of line, and
ground loop problems.

Run wiring in panel enclosures in covered wire track.

Control cabinets, wiring boxes, cable/wiring troughs, panel enclosures,
etc., must be clean of all debris, metal shavings, etc.
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t. Low voltage cable must not be supported directly from "all thread"
rod. If cabling/wiring is permitted to be run without conduit/raceway
it must be supported using a retaining device such as a bridle ring or
J hook, and where appropriate connected to the all thread rod using a
standoff device. Openly installed cabling/wiring must be approved by
Camp Lejeune Public Works Department.

u. For serviceability, allow a minimum of 2 inches of exposed wire or
cable from any termination point, i.e. between Panduit and field
controller terminations.

3.1.10 Accessibility

Install all equipment so that parts requiring periodic inspection,
operation, maintenance, and repair are readily accessible. Install digital
controllers, data ports, and concealed actuators, valves, dampers, air flow
stations and like equipment in locations freely accessible through access
doors. Install power surge protection such that it is replaceable without
removing other components.

3.1.11 Digital Controllers
a. Install as stand alone control devices (see definitions).

b. Locate control cabinets at the locations shown on the drawings. If not
shown on the drawings, install in the most accessible space, close to

Controllers must be installed in a manfacturer's required/recommended
enclosure for each type of controller.

c. Provide a dedicated analog output to each output device, such as
variable frequency driven pump motors in an alternating arrangement.

d. Equipment such as VEFD's must have hardwired enable(start/stop), speed
command and status points from the controller. Software points are not
allowable. Additionally, this equipment shall have a BACnet interface
for monitoring

3.1.12 Hand-Off-Auto Switches

Wire safety controls such as smoke detectors, freeze protection thermostats,and
emergency shut down switches to protect the equipment during both hand and
auto operation.

3.1.13 Emergency Shut Down Switches (ATEP)

Quantity and location as shown on the drawings. Switches must be hardwired
such that all fans and dampers that circulate air between rooms, or between
inside and outside must shut down/close regardless of equipment HOA switch
position. ATFP circuit must be energized to allow equipment to operate;
i.e. activation of the emergency shut down switch will de-energize the
circuit and open relays at the equipment. Additionally, activation of the
switch must signal the DDC system to shut all air moving equipment
off/closed and initiate an alarm. Reset of the DDC system must be manual.

3.1.13.1 Safety and Shutdown Circuit Monitoring

All safety or shutdown circuits, or any circuit that can disable a system,

Page 51



shall be monitored by the DDC system as separate inputs for each circuit.
This shall include, but is not limited to, Low Temperature Limit, Duct
Mounted Smoke Detector, Discharge Air High Pressure Limit, Boiler Emergency
Pushbutton, Carbon Monoxide, Gas Detection, ATFP, etc. Supervisory
controller alarm reporting shall be configured for each individual circuit
alarm.

.1.14 Temperature Sensors

Install temperature sensors in locations that are accessible and provide a
good representation of sensed media. Installations in dead spaces are not
acceptable. Calibrate sensors according to manufacturer's instructions.

Do not use sensors designed for one application in a different application.

.1.14.1 Room Temperature Sensors

Mount the sensors on interior walls to sense the average room temperature
at the locations indicated. Avoid locations near heat sources such as copy
machines or locations by supply air outlet drafts. Mount the center of the
sensor 54 inches above the floor to meet ADA requirements.

.1.14.2 Duct Temperature Sensors
a. Probe Type: Provide a gasket between the sensor housing and the duct
wall. Seal the duct penetration air tight. Seal the duct insulation

penetration vapor tight.

b. Averaging Type (and coil freeze protection thermostats): Weave the
capillary tube sensing element in a serpentine fashion perpendicular to
the flow, across the duct or air handler cross-section, using durable
non-metal supports. Prevent contact between the capillary and the duct
or alr handler internals. Provide a duct access door at the sensor
location. The access door shall be hinged on the side, factory
insulated, have cam type locks, and be as large as the duct will
permit, maximum 18 by 18 inches. For sensors inside air handlers, the
sensors shall be fully accessible through the air handler's access
doors without removing any of the air handler's internals.

.1.14.3 Immersion Temperature Sensors

Provide thermowells for sensors measuring piping, tank, or pressure vessel
temperatures. Locate wells to sense continuous flow conditions. Do not
install wells using extension couplings. Where piping diameters are
smaller than the length of the wells, provide wells in piping at elbows to
sense flow across entire area of well. Wells shall not restrict flow area
to less than 70 percent of pipe area. Increase piping size as required to
avoid restriction. Provide thermal conductivity material within the well
to fully coat the inserted sensor.

.1.14.4 Outside Air Temperature Sensors
Provide outside air temperature sensors in weatherproof enclosures on the
north side of the building, away from exhaust hoods and other areas that

may affect the reading. Provide a shield to shade the sensor from direct
sunlight.
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3.1.15 Energy Meters

Provide and lLocate energy meters as indicated. Connect each meter output
to the DDC system, to measure both instantaneous and accumulated energy
usage.

3.1.16 Damper Actuators

Where possible, mount actuators outside the air stream in accessible areas.
3.1.17 Pressure Sensors

Locate pressure sensors as indicated.
3.1.18 Pneumatic Tubing

Run tubing concealed in finished and unfinished areas. Run tubing in
conduit, such as EMT. For tubing enclosed in concrete, provide rigid metal
conduit. Run tubing parallel and perpendicular to building walls. Use 5
foot maximum spacing between tubing supports. Polyethylene tubing over 2
feet long must be run in conduit such as EMT. Caulking joints is not
permitted. Do not run tubing and electrical power conductors, or Class 1,
2 or 3 cables, in the same conduit. All tubing must be terminated with an
appropriate fitting designed for that purpose.

3.1.19 Component Identification Labeling

Using an electronic hand-held label maker with white tape and bold black
block lettering, provide an identification label on the exterior of each
new control panel, control device, actuator, and sensor. Also provide
labels on the exterior of each new control actuator indicating the (full)
open and (full) closed positions. For labels located outdoors, use
exterior grade label tape, and provide labels on both the inside and
outside of the panel door or device cover. Acceptable alternatives are
white plastic labels with engraved bold black block lettering permanently
attached to the control panel, control device, actuator, and sensor. Have
the labels and wording approved by the BAS Owner prior to installation.
Devices with field adjustable setpoints, such as Air Filter Status, Duct
Pressure Safety Limit, etc., must have the field adjusted setpoint and date
included on the label. Components mounted above a ceiling or service hatch
must also have the component identification visible from below. Examples:
"A VAV controller, exhaust fan relay, Differential Pressure Transmitter,
etc., identification would be included on the ceiling grid, or service
hatch, in the area of the controller or field device."

Supervisory Controller: Provide a label with the Global ID(s), IP Address
and all login credentials.

Niagara JACE should include login credentials for both the Station and
Platform.

3.1.20 Network and Telephone Communication Lines

When telephone lines or network connections by the Government are required,
provide the Contracting Officer at least 120 days advance notice of need.
Provide one inch conduit and two (2)green Cat 6 cables from the point of
connection of the BAS to the point of connection to the MCEN (most likely
in the telephone equipment room). Cables must be terminated and tested.
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3

.2 TEST AND BALANCE SUPPORT

The controls contractor shall coordinate with and provide on-site support
to the test and balance (TAB) personnel specified under Section 23 05 93
TESTING, ADJUSTING AND BALANCING or Section 23 05 92 TESTING, ADJUSTING,
BALANCING SMALL HEATING/VENTILATING/COOLING SYSTEMS. This support shall
include:

a. On-site operation and manipulation of control systems during the
testing and balancing.

b. Control setpoint adjustments for balancing all relevant mechanical
systems, including VAV boxes.

c. Tuning control loops with setpoints and adjustments determined by TAB
personnel.

.3 INTERFACE WITH EXISTING EMCS

Provide 16 hours of assistance to the Government with interfacing the BAS
to the Base wide EMCS. The Government will make the final connection of
the BAS to the MCEN. This 16 hours does not include completion or
corrections to the installed BAS as defined in the contract documents.
This 16 hours is for assisting the interface and for making revisions to
the BAS that may be needed outside of the contract requirements. As-Build
control drawings must be available for the EMCS operator performing the
interacing.

.4 CONTROLS SYSTEM OPERATORS MANUALS

Provide [two] [three] [four] electronic and printed copies of a Controls
System Operators Manual. The manual shall be specific to the project,
written to actual project conditions, and provide a complete and concise
depiction of the installed work. Provide information in detail to clearly
explain all operation requirements for the control system.

Provide with each manual: CDs of the project's control system drawings,
control programs, data bases, graphics, and all items listed below.

Include gateway back-up data and configuration tools where applicable.
Provide CDs in jewel case with printed and dated project-specific labels on
both the CD and the case. For text and drawings, use Adobe Acrobat or MS
Office file types. When approved by the Government, AutoCAD and Visio
files are allowed. Give files descriptive English names and organize in
folders.

Provide printed manuals in sturdy 3-ring binders with a title sheet on the
outside of each binder indicating the project title, project location,
contract number, and the controls contractor name, address, and telephone
number. Each binder shall include a table of contents and tabbed dividers,
with all material neatly organized. Manuals shall include the following:

a. A copy of the as-built control system (shop) drawings set, with all
items specified under the paragraph SUBMITTALS. Indicate all field
changes and modifications. As-Built Control Drawings shall be marked
"As-Built" on the cover page and in the title block of each page.
Revisions must be dated, may be hand or CAD annotated.
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A copy of the project's mechanical design drawings, including any
official modifications and revisions.

A copy of the project's approved Product Data submittals provided under
the paragraph SUBMITTALS.

A copy of the project's approved Performance Verification Testing Plan
and Report.

A copy of the project's approved final TAB Report.

Printouts of all control system programs, including controller setup
pages if used. 1Include plain-English narratives of application
programs, flowcharts, and source code.

Printouts of all physical input and output object properties, including
tuning values, alarm limits, calibration factors, and set points.

A table entitled "AC Power Table" listing the electrical power source
for each controller. 1Include the building electrical panel number,
panel location, and circuit breaker number.

The DDC manufacturer's hardware and software manuals in both print and
CD format with printed project-specific labels. Include installation
and technical manuals for all controller hardware, operator manuals for
all controllers, programming manuals for all controllers, operator
manuals for all workstation software, installation and technical
manuals for the workstation and notebook, and programming manuals for
the workstation and notebook software.

A list of qualified control system service organizations for the work
provided under this contract. Include their addresses and telephone
numbers.

A written statement entitled "Technical Support" stating the control
system manufacturer or authorized representative will provide toll-free
telephone technical support at no additional cost to the Government for
a minimum of two years from project acceptance, will be furnished by
experienced service technicians, and will be available during normal
weekday working hours. 1Include the toll-free technical support
telephone number.

A written statement entitled "Software Upgrades" stating software and
firmware patches and updates will be provided upon request at no
additional cost to the Government for a minimum of two years from
project acceptance. Include a table of all DDC system software and
firmware provided under this contract, listing the original release
dates, version numbers, part numbers, and serial numbers.

Submit any and all updated field controller files, and BACnet Building

Controller data base during the acceptance and warranty periods or as a
result of a latent defect.

Storage Cabinets

In one project mechanical room, typically near the BACnet Building
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Controller provide a wall-mounted storage cabinet with hinged doors. 1In
addition to the number of manuals specified above, provide an additional
copy of the manuals in thismechanical room storage cabinet. Provide
cabinets large enough to hold the entire set of Controls System Operators
Manuals, and the HVAC operation and maintenance manuals provided under
Division 23 Heating, Ventilating, and Air Conditioning. Locate cabinets
adjacent to DDC control panels where applicable. Have each cabinet's
proposed installation site approved in advance by the Contracting Officer
and the BAS Owner. Prominently label each cabinet with the wording
"OPERATION AND MAINTENANCE MANUALS." Prominently label each binder with
the wording "MECHANICAL ROOM COPY - DO NOT REMOVE."

.5 PERFORMANCE VERIFICATION TESTING (PVT)
.5.1 General

The PVT shall demonstrate compliance of the control system work with the
contract requirements. The PVT shall be performed by the Contractor and
may be witnessed by the Government. If the project is phased, provide
separate testing for each phase. A Pre-PVT meeting to review the Pre-PVT
Checklist is required to coordinate all aspects of the PVT and shall
include the Contractor's QA representative, the Contractor's PVT
administrator, the Contracting Officer's representative, and the BAS Owner.

.5.2 Performance Verification Testing Plan

Submit a detailed PVT Plan of the proposed testing for Government

approval. Develop the PVT Plan specifically for the control system in this
contract. The PVT Plan shall be a clear list of test items arranged in a
logical sequence. It shall include each and all sequences of all
controllers. Include sequence tested, intended test procedure, required
assisted personnel (such as the mechanical contractor), the expected
response, and the pass/fail criteria for every component tested. Include
pass/fail column for test, and space for comments, signature and date lines
for Contractor's PVT administrator and Contractor's QA representative. The
PVT plan shall include the prescriptive pre-PVT check list in addition to
the Contractor generated controller specific testing sequences. The final
part of the PVT Report shall be 72 hour trends. Propose criteria for the
trends, ie, change of state, change of value with the trigger value, time
in the PVT Plan.

.5.3 PVT Sample Size

Test all controllers unless otherwise directed. Trends will be reported on
all central plant equipment and primary air handling unit controllers, and
25% of terminal controllers such as VAV boxes and fan coil units.
Additional trends shall be provided if requested by Camp Lejeune or a
commissioning agent.

.5.4 Pre-Performance Verification Testing Checklist

Submit the following as a part of the PVT Plan and the PVT Report. Each
item shall include a column for the Contractor's initial/date. This form
may be a general form applicable to all controllers and submitted only once
in the PVT Plan. FEach controller shall have an individual checklist with
controller title and identified in the PVT Report..

a. Verify all mechanical installation work is successfully completed and
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started up by the appropriate personnel.

Verify all required control system components, wiring, and accessories
are installed.

Verify the installed control system architecture matches approved
drawings.

Verify all control circuits operate at the proper voltage and are free
from grounds or faults.

Verify all required surge protection is installed.

Verify the A/C Power Table specified in the paragraph CONTROLS SYSTEM
OPERATORS MANUALS 1is accurate.

Verify all DDC network communications function properly, including
uploading and downloading programming changes.

Verify each digital controller’s programming is backed up.
Verify all wiring, components, and panels are properly labeled.
Verify all required points are programmed into devices.

Verify all valve and actuator zero and span adjustments are set
properly. List each device and span for that device. label device with
span setting and adjustment date.

Verify all sensor readings are accurate and calibrated. List each
sensor, sensor reading, and measured value. Label device with
calibrated value and the calibration date.

Verify each control valve and actuator goes to normal position upon
loss of power. List each device and normal position.

Verify each controller works properly in stand-alone mode by
disconnecting the BACnet bus.

Conducting Performance Verification Testing

Conduct PVT after approval of the PVT Plan. Notify the Contracting
Officer of the planned PVT at least 15 days prior to testing. Provide
an estimated time table required to perform the testing. Furnish
personnel, equipment, instrumentation, and supplies necessary to
perform all aspects of the PVT. Ensure that testing personnel are
regularly employed in the testing and calibration of DDC systems.
Using the project's as-built control system (shop) drawings, the
project's mechanical design drawings, and the approved PVT Plan,
conduct the PVT.

During testing, identify any items that do not meet the contract
requirements and if time permits, conduct immediate repairs and
re-test. Otherwise, deficiencies shall be investigated, corrected, and

re-tested later. Document each deficiency and corrective action taken.

If re-testing is required, follow the procedures for the initial PVT.

Page 57



3.

5.

The Government may require re-testing of any control system components
affected by the original failed test.

Controller Capability and Labeling

Test the following for each controller:

a.

Memory: Demonstrate that programmed data, parameters, and trend/ alarm
history collected during normal operation is not lost during power
failure.

Direct Connect Interface: Demonstrate the ability to connect directly
to each type of digital controller with a portable electronic device
like a notebook computer or PDA. Show that maintenance personnel
interface tools perform as specified in the manufacturer's technical
literature.

Stand Alone Ability: Demonstrate controllers provide stable and
reliable stand-alone operation using default values for values normally
read over the network.

Wiring and AC Power: Demonstrate the ability to disconnect any
controller safely from its power source using the AC Power Table.
Demonstrate the ability to match wiring labels easily with the control
drawings. Demonstrate the ability to locate a controller's location
using the BACnet Communication Architecture Schematic and floor plans.

Nameplates and Tags: Show the nameplates and tags are accurate and
permanently attached to control panel doors, devices, sensors, and

actuators.

Workstation and Software Operation

For every user workstation or notebook provided:

Show points lists agree with naming conventions.
Show that graphics are complete.
Show the UPS operates as specified.

BACnet Communications and Interoperability Areas

Data Presentation: On each BACnet Operator Workstation, demonstrate
graphic display capabilities.

Reading of Any Property: Demonstrate the ability to read and display
any used readable object property of any device on the network.

Setpoint and Parameter Modifications: Show the ability to modify all
setpoints and tuning parameters in the sequence of control or listed on
project schedules. Modifications are made with BACnet messages and
write services initiated by an operator using workstation graphics, or
by completing a field in a menu with instructional text.

Peer-to-Peer Data Exchange: Show all BACnet devices are installed and
configured to perform BACnet read/write services directly (without the
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need for operator or workstation intervention), to implement the
project sequence of operation, and to share global data.

e. Alarm and Event Management: Show that alarms/events are installed and
prioritized according to the BAS Owner. Demonstrate time delays and
other logic is set up to avoid nuisance tripping, e.g., no status
alarms during unoccupied times or high supply air during cold morning
start-up. Show that operators with sufficient privilege can read and
write alarm/event parameters for all standard BACnet event types. Show
that operators with sufficient privilege can change routing (BACnet
notification classes) for each alarm/event including the destination,
priority, day of week, time of day, and the type of transition involved
(types of transition include but are not limited to the following:
TO-OFF NORMAL and TO-NORMAL) .

f. Schedule Lists: Show that schedules are configured for start/stop,
mode change, occupant overrides, and night setback as defined in the
sequence of operations.

g. Schedule Display and Modification: Show the ability to display any
schedule with start and stop times for the calendar year. Show that
all calendar entries and schedules are modifiable from any connected
workstation by an operator with sufficient privilege.

h. Archival Storage of Data: Show that data archiving is handled by the
operator workstation/server, and local trend archiving and display is
accomplished with BACnet Trend Log objects.

i. Modification of Trend Log Object Parameters: Show that an operator
with sufficient privilege can change the logged data points, sampling
rate, and trend duration.

j. Device and Network Management: Show the following capabilities:

(1) Display of Device Status Information

(2) Display of BACnet Object Information

(3) Silencing Devices that are Transmitting Erroneous Data

(4) Time Synchronization

(5) Remote Device Reinitialization

(6) Backup and Restore Device Programming and Master Database(s)

(7) Configuration Management of Half-Routers, Routers and BBMDs
.5.9 Execution of Sequence of Operation

Demonstrate that the HVAC system operates properly through the complete

sequence of operation. Use read/write property services to globally read

and modify parameters over the internetwork.

.5.10 Control Loop Stability and Accuracy

For all control loops tested, give the Government trend graphs of the
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control variable over time, demonstrating that the control loop responds to
a 20 percent sudden change of the control variable set point without
excessive overshoot and undershoot. If the process does not allow a 20
percent set point change, use the largest change possible. Show that once
the new set point is reached, it is stable and maintained. Control loop
trend data shall be in real-time with the time between data points 30
seconds or less.

.5.11 Performance Verification Testing Report

Upon successful completion of the PVT, submit a PVT Report to the
Government and prior to the Government taking use and possession of the
facility. Do not submit the report until all problems are corrected and
successfully re-tested. The report shall include the annotated PVT Plan
used during the PVT. Where problems were identified, explain each problem
and the corrective action taken. Include a written certification that the
installation and testing of the control system is complete and meets all of
the contract's requirements.

.5.12 Bus Waveform Report

Provide printed wave form of the MS/TP bus(es). Use an oscilloscope to
test and record the wave form of each bus segment. This wave form is
useful in identifying and troubleshooting bus problems such as
inappropriate taps, grounds, end of line terminations and poor

connections. Identify each waveform graphic with bus segment name/number,
location/building, date and time, and instrument used. Include the
resistor sizes needed at each Bus End of Line (EOL). Include a list of the
EOL devices.

.5.13 Performance Verification Testing Acceptance Testing [Season One]

After acceptance of the PVT Report, demonstrate proper and stable operation
of the DDC System. During the field acceptance testing, verify, in the
presence of the COTR and BAS owner, random selections of sequences reported
in the PVT Report. Equipment, controllers, devices, and sequences for
field acceptance testing are to be selected by the COTR. As-built control
drawings must be for use and verification at acceptance testing. Field
acceptance testing includes verification of the PVT for the following
equipment groups:

Group 1: All pumps, chillers, boilers, return fans, computer room units,
and air handling units (rooftop and central stations).

Group 2: 25 percent of terminals such as VAV and fan coil units.

Group 3: 25 percent of supply fans, and exhaust fans.

If any of the acceptance testing is found to not operate correctly,
terminate verification for the given group. Make the necessary corrections
and prepare a revised PVT Report. Reschedule acceptance testing of the
revised report with the COTR. After the PVT has been accepted, submit the
revised controller files and BACnet Building Controller database.

.5.14 Performance Verification Testing Acceptance Testing Season Two

A minimum of 3 months after initial acceptance of the DDC system and in the
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opposite season of heating and cooling, demonstrate proper and stable
operation of the DDC system. During the field acceptance testing, verify,
in the presence of the COTR and BAS owner, random selections of sequences
reported in the PCT Report. Equipment, controllers, devices, and sequences
for field acceptance testing are to be selected by the COTR. Field
acceptance testing includes verification of the PVT for the following
equipment groups:

Group 1l: All pumps, chillers, boilers, return fans, computer room units,
and air handling units (rooftop and central stations).

Group 2: 25 percent of terminals such as VAV and fan coil units.
Group 3: 25 percent of supply fans, and exhaust fans.

If any of the acceptance testing is found to not operate correctly,
terminate verification for the given group. Make the necessary corrections
and prepare a revised PVT Report. Reschedule acceptance testing of the
revised report with the COTR. After the PVT has been accepted, submit the
revised controller files and BACnet Building Controller database.

.6 TRAINING REQUIREMENTS

Provide a qualified instructor (or instructors) with two years minimum
field experience with the installation and programming of similar BACnet
DDC systems. Orient training to the specific systems installed.

Coordinate training times and location[s] with the Contracting Officer and
BAS Owner after receiving approval of the training course documentation.
Training shall take place at the job site [and] [or] a nearby
Government-furnished location. A training day shall occur during normal
working hours, last no longer than 8 hours and include a one-hour break for
lunch and two additional 15-minute breaks. The project's approved Controls
System Operators Manual shall be used as the training text. The Contractor
shall ensure the manuals are submitted, approved, and available to hand out
to the trainees before the start of training.

.6.1 Training Documentation

Submit training documentation for review 30 days minimum before training.
Documentation shall include an agenda for each training day, objectives, a
synopses of each lesson, and the instructor's background and
qualifications. The training documentation can be submitted at the same
time as the project's Controls System Operators Manual.

.6.2 Phase I Training - Fundamentals

The Phase I training session shall last one day and be conducted in a
classroom environment with complete audio-visual aids provided by the
contractor. Provide each trainee a printed 8.5 by 11 inch hard-copy of all
visual aids used. Upon completion of the Phase I Training, each trainee
should fully understand the project's DDC system fundamentals. As-Built
control drawings must be used for training. The training session shall
include the following:

a. BACnet fundamentals (objects, services, addressing) and how/where they
are used on this project
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b. This project's list of control system components

c. This project's list of points and objects

d. This project's device and network communication architecture
e. This project's sequences of control, and:

f. Alarm capabilities

g. Trending capabilities

h. Troubleshooting communication errors
i. Troubleshooting hardware errors
.6.3 Phase II Training - Operation

Provide Phase II Training shortly after completing Phase I Training. The
Phase II training session shall last one day and be conducted at the DDC
system workstation, at a notebook computer connected to the DDC system in
the field, and at other site locations as necessary. Upon completion of
the Phase II Training, each trainee should fully understand the project's
DDC system operation. The training session shall include the following:
a. A walk-through tour of the mechanical system and the installed DDC
components (components include but are not limited to the following:
controllers, valves, dampers, surge protection, switches, thermostats,
and sensors)
b. A discussion of the components and functions at each DDC panel

c. Logging-in and navigating at each operator interface type

d. Using each operator interface to find, read, and write to specific
controllers and objects

e. Modifying and downloading control program changes

f. Modifying setpoints

g. Creating, editing, and viewing trends

h. Creating, editing, and viewing alarms

i. Creating, editing, and viewing operating schedules and schedule objects
J. Backing-up and restoring programming and data bases

k. Modifying graphic text, backgrounds, dynamic data displays, and links
to other graphics
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1. Creating new graphics and adding new dynamic data displays and links
m. Alarm and Event management
n. Adding and removing network devices

-- End of Section --
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Camp Lejeune Island Spec BCS-ES ISLANDSPEC

SECTION 25 05 11.00

CYBERSECURITY FOR FACILITY-RELATED CONTROL SYSTEMS - ISOLATED SYSTEMS
11/17

PART 1 GENERAL

This section includes requirements in support of the DOD Risk Management
Framework (RMF) for implementing cybersecurity. Refer to UFC 4-010-06,
Cybersecurity for Facility-Related Control Systems, for requirements on
incorporating into control system design and for general information on the
RMF process as it applies to control systems.

Many subparts in this Section contain text in curly braces ("{" and "}")
indicating which cybersecurity control and control correlation identifier
(CCI) the requirements of the subpart relate to. The text inside these
curly braces is for Government reference only, and enables coordination of
the requirements of this Section with the RMF process throughout the design
and construction process. Text in curly braces are not contractor
requirements.

This Section refers to Security Requirements Guide (SRGs) and Security
Technical Implementation Guide (STIGs). STIGs and SRGs are available
online at the Information Assurance Support Environment (IASE) website at
http://iase.disa.mil/stigs/Pages/index.aspx. Not all control system
components have applicable STIGs or SRGs.

Should any conflict exist between this section and related equipment
specifications, the more secure option shall be required and coordinated
with Camp Lejeune FRCS Office.

1.1 CONTROL SYSTEM APPLICABILITY
There are multiple versions of this Section associated with this project.
Different versions have requirements applicable to different control
systems. This specific Section applies only to the following control
systems:
a. Elevators and Lift Stations (BCS-C/VTS)
b. Electrical Systems (BCS-ES)
c. Other Isolated Control Systems

1.1.1 CONTROL SYSTEM CLASSIFICATION

The C-I-A impact levels for the control system have been determined to be
LOW-LOW-LOW (L-L-L).

1.1.2 INTERCONNECTION

The C/VTS and ES control systems addressed by this specification will have
no connection to other systems and function as isolated control systems.
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1.2 RELATED REQUIREMENTS
All Sections containing facility-related control systems or control system
components are related to the requirements of this Section. Review all
specification sections to determine related requirements. Incorporate each
of the requirements contained in this specification for systems specified
in the following sections:
a. [DB TEAM TO COMPLETE REFERENCES to ELEVATORS & ELECTRICAL SYSTEMS]

1.3 REFERENCES
The publications listed below form a part of this specification to the
extent referenced. The publications are referred to within the text by the
basic designation only.

U.S. DEPARTMENT OF DEFENSE (DOD)

DODI 8551.01 (2014) Ports, Protocols, and Services
Management (PPSM)

UFC 4-010-06 (2016; with Change 1, 2017) Cybersecurity
of Facility-Related Control Systems

The specification 23 09 23.13 should also be used as an external refernce.
1.4 DEFINITIONS
1.4.1 Computer

As used in this Section, a computer is one of the following:

a. a device running a non-embedded desktop or server version of Microsoft
Windows

b. a device running a non-embedded version of MacOS
c. a device running a non-embedded version of Linux

d. a device running a version or derivative of the Android 0S, where
Android is considered separate from Linux

e. a device running a version of Apple i0S
1.4.2 Network Connected

A component is network connected (or "connected to a network") only when
the device has a network transceiver which is directly connected to the
network and implements the network protocol. A device lacking a network
transceiver (and accompanying protocol implementation) can never be
considered network connected. ©Note that a device connected to a non-IP
network is still considered network connected (an IP connection or IP
address is not required for a device to be network connected).

Any device that supports wireless communication is network connected,
regardless of whether the device is communicating using wireless.
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1.4.3 User Account Support Levels

The support for user accounts is categorized in this Section as one of
three levels:

1.4.3.1 FULLY Supported

Device supports configurable individual accounts. Accounts can be created,
deleted, modified, etc. Privileges can be assigned to accounts.

1.4.3.2 MINIMALLY Supported

Device supports a small, fixed number of accounts (perhaps only one).
Accounts cannot be modified. A device with only a "User" and an
"Administrator" account would fit this category. Similarly, a device with
two PINs for logon - one for restricted and one for unrestricted rights
would fit here (in other words, the accounts do not have to be the
traditional "user name and password" structure).

1.4.3.3 NOT Supported

Device does not support any Access Enforcement therefore the whole concept
of "account" is meaningless.

1.4.4 User Interface

Generally, a user interface is hardware on a device allowing user
interaction with that device via input (buttons, switches, sliders,

keyboard, touch screen, etc.) and a screen. There are three types of user
interfaces defined in this Section: Limited Local User Interface, Full
Local User Interface and Remote User Interface. 1In this Section, when the

term "User Interface" is used without specifying which type, it refers only
to Full Local User Interface and Remote User Interface (NOT to Limited
Local User Interface).

1.4.4.1 Limited Local User Interface
A Limited Local User Interface is a user interface where the interaction is
limited, fixed at the factory, and cannot be modified in the field. The
user must be physically at the device to interact with it.
Examples of Limited Local User Interface include thermostats.

1.4.4.2 Full Local User Interface

A Full Local User Interface is a user interface where the interaction and
displays are field-configurable.

Examples of a Full Local User Interface include local applications on a
computer.

1.4.4.3 Remote User Interface
A Remote User Interface is a user interface on a Client device allowing
user interaction with a different Server device. The user need not be

physically at the Server device to interact with it.

Examples of Remote User Interfaces include web browsers.
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1.4.5 C-I-A Impact Level

A reference to the security objectives of Confidentiality (C), Integrity
(I), and Availability (A) associated with a control system. These values
are determined by the System Owner (SO) in conjunction with the Authorizing
Official (AO). The potential impact levels for each security objective are
LOW (L), MODERATE (M), and HIGH (H).

The determination of control system impact levels is a requirement of
UFC 4-010-06.

1.4.6 Isolated Field Control Systems

A control system that does not share its signals, data, or telemetry with
any system via communications; the system is completely self-contained. The
control system may employ IP and non-IP media and protocols for its own
functionality.

1.5 ADMINISTRATIVE REQUIREMENTS
1.5.1 Coordination

Coordinate the execution of this Section with the execution of all other
Sections related to control systems as indicated in the paragraph RELATED
REQUIREMENTS. Items that must be considered when coordinating project
efforts include but are not limited to:

a. If requesting permission for alternate account lock permissions, the
Device Account Lock Exception Request must be approved prior to control
system device selection and integration by the Camp Lejeune FRCS Office.

b. Wireless testing may be required as part of the control system
testing. See requirements for the Wireless Communication Test Report
submittal.c. If the Device Audit Record Upload Software is to be
installed on a computer not being provided as part of the control
system, coordination is required to identify the computer on which to
install the software with the Camp Lejeune FRCS Office.

d. Cybersecurity testing support must be coordinated across control
systems and with the project cybersecurity testing schedule.

e. Passwords must be coordinated with the Camp Lejeune FRCS Office.

f. 1If applicable, HTTP web server certificates must be obtained from the
indicated contact for the project site.

g. Contractor Computer Cybersecurity Compliance Statements for each
contractor using contractor owned computers.

1.6 SUBMITTALS
Government approval is required for submittals with a "G" or "S"
classification. Submittals not having a "G" or "S" classification are for
Contractor Quality Control approval. Architect/Engineer approval is
required for submittals marked with an "AE" designation. Submit the

following in accordance with Section 01 33 00 SUBMITTAL PROCEDURES:

SD-01 Preconstruction Submittals
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1.

1

Qualifications; G
Device Account Lock Exception Request; G
Contractor Computer Cybersecurity Compliance Statements; G
Contractor Temporary Network Cybersecurity Compliance Statements; G
SD-02 Shop Drawings
Cybersecurity Riser Diagram; G
Control System Inventory Report; G
SD-03 Product Data
Control System Cybersecurity Documentation; G
SD-06 Test Reports

Wireless Communication Test Report; G
SD-07 Certificates

Software Licenses; GSD-11 Closeout Submittals
Password Summary Report; G
Software Recovery And Reconstitution Images; G

Device Audit Record Upload Software; G

.7 QUALITY CONTROL

7.1 Qualifications

L7011 Control System Cybersecurity Subject Matter Expert

The individual will oversee all work within this specification. This
position requires that the individual currently meets Information Assurance
Manager Level II Certification in accordance with DoDI 8570 Information
Workforce Improvement Program.

Individuals for this position should have experience securing Marine Corps
systems and with Risk Management Framework. Control System Experience 1is
highly desirable.

Resumes should be submitted to the Government within 14 days after notice
to proceed. All certifications to include computing environment must be in

effect prior to beginning work.

Control System Cybersecurity Subject Matter Expert can serve across the
contract.
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1.8 CYBERSECURITY DOCUMENTATION
1.8.1 Cybersecurity Interconnection Schedule
{For Reference Only: This subpart (and its subparts) relates to CA-3(b)}

The control system(s) addressed by this specification will be isolated unto
themselves and do not connect or interface to any other system. Therefore
the contractor will not be required to provide a cybersecurity
interconnection schedule.

1.8.2 Control System Inventory Report

{For Reference Only: This subpart (and its subparts) relates to CM-8(a),
IA-3}

Provide a Control System Inventory report using the Inventory Spreadsheet

listed under this Section at
http://www.wbdg.org/ffc/dod/unified-facilities-guide-specifications-ufgs/forms-graphics—
documenting all devices, including networked devices, network

infrastructure devices, non-networked devices, input devices (e.g. sensors)

and output devices (e.g. actuators). For each device provide all

applicable information for which there is a field on the spreadsheet in

accordance with the instructions on the spreadsheet.

In addition to the requirements of Section 01 33 00 SUBMITTAL PROCEDURES,
provide the Control System Inventory Report as an editable Microsoft Excel
file.

1.8.3 Software Recovery and Reconstitution Images

For each control system device on which software is configured or installed
under this project, provide a recovery image of the final as-built device.
This image must allow for bare-metal restore such that restoration of the
image is sufficient to restore system operation to the imaged state without
the need for re-installation of software.

If additional user permissions are required to meet this requirement,
coordinate the creation of the image with Camp Lejeune FRCS Office.

1.8.4 Cybersecurity Riser Diagram
{For Reference Only: This subpart (and its subparts) relates to PL-2(a)}
Provide a cybersecurity riser diagram of the complete control system
including all network and controller hardware. If the control system
specifications require a riser diagram submittal, provide a copy of that
submittal as the cybersecurity riser diagram. Otherwise, provide a riser
diagram in one-line format overlayed on a facility schematic.

1.8.5 Control System Cybersecurity Documentation
Provide a Control System Cybersecurity Documentation submittal containing
the indicated information for each device and software application.

1.8.5.1 Default Requirements for Control System Devices

For control system devices where Control System Cybersecurity Documentation
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requirements are not otherwise indicated in this Section, provide security
baseline documentation (CA-5) using CCIs listed below:

a. Documentation that describes secure configuration of the device {for
reference only: relates to CCI-003124}

b. Documentation that describes secure installation of the device {for
reference only: relates to CCI-003125}

c. Documentation that describes secure operation of the device {for
reference only: relates to CCI-003124}

d. Documentation that describes effective use and maintenance of security
functions or mechanisms for the device {for reference only: relates to
CCI-003127}

e. Documentation that describes known vulnerabilities regarding
configuration and use of administrative (i.e. privileged) functions for
the device {for reference only: relates to CCI-003128}

f. Documentation that describes user-accessible security functions or
mechanisms in the device and how to effectively use those security
functions or mechanisms {for reference only: relates to CCI-003129}

g. Documentation that describes methods for user interaction which enables
individuals to use the device in a more secure manner {for reference
only: relates to CCI-003130}

h. Documentation that describes user responsibilities in maintaining the
security of the device {for reference only: relates to CCI-003131}
1.8.6 PLAN OF ACTION AND MILESTONES
{For Reference Only: This subpart (and its subparts) relates to CA-5(a),
(b) }

Develop a plan of action and milestones for the system to document the
planned remediation actions of the organization to correct weaknesses or
deficiencies noted during the assessment of the controls and to reduce or
eliminate known vulnerabilities in the system.

Update existing plan of action and milestones based on the findings from
control assessments, independent audits or reviews, and continuous
monitoring activities should be completed by the Government as part of
continuous monitoring.

1.8.7 Personnel and Access Agreement
{For Reference Only: This subpart (and its subparts) relates to PS-3,
pPsS-4, PS-5, PS-6}
Screen individuals prior to authorizing access to the system; and
b. Rescreen individuals in accordance with organization-defined conditions
requiring rescreening and, where rescreening is so indicated, the frequency
of rescreening.
Upon termination of individual employment:
Disable system access within organization-defined time period
Terminate or revoke any authenticators and credentials associated with the

individual
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Conduct exit interviews that include a discussion of information security
topics

Retrieve all security-related organizational system-related property

Retain access to organizational information and systems formerly controlled
by terminated individual

Review and confirm ongoing operational need for current logical and
physical access authorizations to systems and facilities when individuals
are reassigned or transferred to other positions within the organization.
Initiate transfer or reassignment actions within organization-defined time
period following the formal transfer action. Modify access authorization as
needed to correspond with any changes in operational need due to
reassignment or transfer. Notify personnel or roles within
organization-defined time period.

Develop and document access agreements for organizational systems.
Review and update the access agreements. Verify that individuals requiring
access to organizational information and systems:

a. Sign appropriate access agreements prior to being granted access

b. Re-sign access agreements to maintain access to organizational systems
when access agreements have been updated

1.8.8 Software, Firmware, and Information Integrity
{For Reference Only: This subpart (and its subparts) relates to SI-7}

Employ integrity verification tools to detect unauthorized changes to
control system software, firmware, and information. Take appropriate
actions determined by the system owner when unauthorized changes to the
software, firmware, and information are detected.

1.9 SOFTWARE UPDATE LICENSING

In addition to all other licensing requirements, all software licensing
must include licensing of the following software updates for a period of no
less than 5 years:

a. Security and bug-fix patches issued by the software manufacturer.
b. Security patches to address any vulnerability identified in the

National Vulnerability Database at http://nvd.nist.gov with a Common
Vulnerability Scoring System (CVSS) severity rating of MEDIUM or higher.

Provide a single Software Licenses submittal with documentation of the
software licenses for all software provided

1.10 CYBERSECURITY DURING CONSTRUCTION
{For Reference Only: This subpart (and its subparts) relates to SA-3}

In addition to the control system cybersecurity requirements indicated in
this section, meet following requirement throughout the construction
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process.
1.10.1 Contractor Computer Equipment

Contractor owned computers may be used for construction. When used,
contractor computers must meet the following requirements:

1.10.1.1 Operating System

The operating system must be an operating system currently supported by the
manufacturer of the operating system. The operating system must be current
on security patches and operating system manufacturer required updates.

1.10.1.2 Anti-Malware Software

The computer must run anti-malware software from a reputable software
manufacturer. Anti-malware software must be a version currently supported
by the software manufacturer, must be current on all patches and updates,
and must use the latest definitions file. All computers used on this
project must be scanned using the installed software at least once per day.

1.10.1.3 Passwords and Passphrases

The passwords and passphrases for all computers must be changed from their
default values. Passwords must be a minimum of eight characters with a
minimum of one uppercase letter, one lowercase letter, one number and one
special character.

1.10.1.4 Contractor Computer Cybersecurity Compliance Statements

Provide a single submittal containing completed Contractor Computer

Cybersecurity Compliance Statements for each company using contractor owned

computers. Contractor Computer Cybersecurity Compliance Statements must use

the template published at
http://www.wbdg.org/ffc/dod/unified-facilities-guide-specifications-ufgs/forms-graphics—

Each Statement must be signed by a cybersecurity representative for the
relevant company.

1.10.2 Temporary IP Networks

Temporary contractor-installed IP networks may be used during construction.
When used, temporary contractor-installed IP networks must meet the
following requirements:

1.10.2.1 Network Boundaries and Connections

The network must not extend outside the project site and must not connect
to any IP network other than IP networks provided under this project or
Government furnished IP networks provided for this purpose. Any and all
network access from outside the project site is prohibited. Unused network
access ports are to be disabled via the management console or command line
when not in use.

1.10.3 Government Access to Network
Government personnel must be allowed to have complete and immediate access

to the network at any time in order to verify compliance with this
specification
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1.10.4 Temporary Wireless IP Networks

Temporary Wireless connections are not allowed by default. The ISSM may
approve wireless connections on a case-by-case basis. In addition to the
other requirements on temporary IP networks, temporary wireless IP (WiFi)
networks must not interfere with existing wireless network and must use
WPA2 security. Network names (SSID) for wireless networks must be changed
from their default values.

According to DoD, USN, USMC policy there is no separation between temp or
perm wireless connections.

1.10.5 Passwords and Passphrases

The passwords and passphrases for all network devices and network access
must be changed from their default values. Passwords must be a minimum 8
characters with a minimum of one uppercase letter, one lowercase letter,
one number and one special character.

1.10.6 Contractor Temporary Network Cybersecurity Compliance Statements

Provide a single submittal containing completed Contractor Temporary

Network Cybersecurity Compliance Statements for each company implementing a

temporary IP network. Contractor Temporary Network Cybersecurity

Compliance Statements must use the template published at
http://www.wbdg.org/ffc/dod/unified-facilities-guide-specifications-ufgs/forms-graphics—

Each Statement must be signed by a cybersecurity representative for the
relevant company. If no temporary IP networks will be used, provide a
single copy of the Statement indicating this.

1.10.7 Security Impact Analysis
{For Reference Only: This subpart (and its subparts) relates to CM-4}

If a change is being made while the system is being developed this change
should first be analyzed to determine potential security and privacy
impacts by the contractor prior to change implementation and the findings
should be submitted to the Government.

1.10.8 Contingency Plan
{For Reference Only: This subpart (and its subparts) relates to CP-2}

Develop a contingency plan for the system that:

a. Identifies essential mission and business functions and associated
contingency requirements

b. Provides recovery objectives, restoration priorities, and metrics

c. Addresses contingency roles, responsibilities, assigned individuals with
contact information

d. Addresses maintaining essential mission and business functions despite a
system disruption, compromise, or failure

e. Addresses eventual, full system restoration without deterioration of the
controls originally planned and implemented
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f. Addresses the sharing of contingency information
g. Is reviewed and approved by ISSM
Distribute copies of the contingency plan to ISSM. Coordinate contingency
planning activities with incident handling activities. Review the
contingency plan for the system. Update the contingency plan to address
changes to the organization, system, or environment of operation and
problems encountered during contingency plan implementation, execution, or
testing. Communicate contingency plan changes to ISSM. Incorporate lessons
learned from contingency plan testing, training, or actual contingency
activities into contingency testing and training. Protect the contingency
plan from unauthorized disclosure and modification.

1.11 CYBERSECURITY DURING WARRANTY PERTIOD
All work performed on the control system after acceptance must be performed
using Government Furnished Equipment . Access to systems and changes must

be coordinated through Camp Lejeune FRCS Office and follow established
change management procedures.

PART 2 PRODUCTS
(NOT USED)
PART 3 EXECUTION
3.1 ACCESS CONTROL REQUIREMENTS
3.1.1 User Accounts

{For Reference Only: This subpart (and its subparts) relate to AC-2(a)and
AC-3}

Any device supporting user accounts (either FULLY or MINIMALLY) must limit
access to the device according to specified limitations for each account.

Install and configure any device having a STIG or SRG in accordance with
that STIG or SRG.

3.1.1.1 C/VTS and ES Control System Devices

a. Devices with full local user interfaces allowing modification of data
must at least MINIMALLY support user accounts.

b. Devices with read-only full local user interfaces must at least
MINIMALLY support user accounts.

3.1.1.2 Default Requirements for Control System Devices

For control system devices where User Account requirements are not
otherwise indicated in this Section:

a. Devices with web interfaces must either FULLY support user accounts or
have their web interface disabled.

b. Field devices with full local user interfaces allowing modification of
data must at least MINIMALLY support user accounts.

c. Field devices with read-only full local user interfaces must at least
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MINIMALLY support user accounts.

3.1.2 Unsuccessful Logon Attempts

{For Reference Only: This subpart (and its subparts) relate AC-7 (a), AC-7
(b); CCI-000043, CCI-000044, CCI-001423, CCI-002236, CCI-002237,
CCI-002238}

Except for high availability user interfaces indicated as exempt, devices
must meet the indicated requirements for handling unsuccessful logon
attempts.

3.1.2.1 Devices MINIMALLY Supporting Accounts

Devices which MINIMALLY support accounts are not required to lock based on
unsuccessful logon attempts.

3.1.2.2 Devices FULLY Supporting Accounts

Devices which FULLY support accounts must meet the following requirements.
If a device cannot meet these requirements, document device capabilities to
protect from subsequent unsuccessful logon attempts and propose alternate
protections in a Device Account Lock Exception Request submittal. Do not
implement alternate protection measures without explicit permission from
the Camp Lejeune FRCS Office.

a. It must lock the user account when three unsuccessful logon attempts
occur within a 15 minute interval.
3.1.3 Wireless Access

Wireless networking is not authorized for this project as a default. Do not
use any wireless communication unless approved by the ISSM which is done on
a case-by-case basis. Any device with wireless communication capability is
considered to be using wireless communication, regardless of whether or not
the device is actively communicating wirelessly, except when wireless
communication has been physically permanently disabled (such as through the
removal of the wireless transceiver).

Wireless connections must follow all DoD, USN, and USMC requirements and be
approved by the PWD ISSM.

3.1.3.1 Wireless IP Communications
Do not install wireless IP networks, including: do not install a wireless
access point; do not install or configure an ad-hoc wireless network; do
not install or configure a WiFi Direct communication.

3.1.3.2 Non-IP Wireless Communication
Non-IP Wireless networking is not authorized for this project.

3.1.3.3 Wireless Communication Testing
As part of Performance Verification Testing (PVT), conduct testing of

wireless communication for all devices indicated on the approved Wireless
Communication Request as requiring testing.
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To test wireless communication, test for wireless network reception at
multiple points along the wireless test boundary in the vicinity of the
wireless device, and record whether a network connection can be established
at each point. The wireless test boundary is the building exterior walls.
If wireless testing is required, provide a Wireless Communication Test
Report documenting the testing points and results at each point for each
wireless device.3.1.4 Physical Access Authorizations and Control

{For Reference Only: This subpart (and its subparts) relates to PE-2, PE-3}

Develop, approve, and maintain a list of individuals with authorized access
to the facility where the system resides. Issue authorization credentials
for facility access. Review the access list detailing authorized facility
access by individuals at organization-defined frequency. Remove individuals
from the facility access list when access is no longer required.

Enforce physical access authorizations at entry and exit points to the
facility where the system resides by:

a. Verifying individual access authorizations before granting access to the
facility

b. Controlling ingress and egress to the facility using physical access
control systems or devices

Maintain physical access audit logs for entry or exit points. Control
access to areas within the facility designated as publicly accessible by
implementing the appropriate controls. Escort visitors and control visitor
activity for organization-defined circumstnaces. Secure keys, combinations,
and other physical access devices. Inventory physical access devices at
organization-defined frequency. Change combinations and keys at
organization-defined frequency and/or when keys are lost, combinations are
compromised, or when individuals possessing the keys or combinations are
transferred or terminated.

3.2 CYBERSECURITY AUDITING
3.2.1 Audit Events, Content of Audit Records, and Audit Generation

{For Reference Only: This subpart (and its subparts) relates to
AU-2 (a), (c¢), (d), AU-3}

For devices that have STIG/SRGs related to audit events, content of audit
records or audit generation, comply with the requirements of those
STIG/SRGs.

3.2.1.1 Default Requirements for Control System Devices

For control system devices where Audit Events, Content of Audit Records,
and Audit Generation are not otherwise indicated in this Section:

3.2.1.1.1 Devices Which FULLY Support Accounts
For each device which FULLY supports accounts, provide the capability to
select audited events and the content of audit logs. Configure devices to

audit the indicated events, and to record the indicated information for
each auditable event
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3.2.1.1.1.1 Audited Events

Configure each device to audit the following events:

a. Successful and unsuccessful attempts to access, modify, or delete
privileges, security objects, security levels, or categories of
information (e.g. classification levels)

a. Successful and unsuccessful logon attempts

b. Privileged activities or other system level access

c. Starting and ending time for user access to the system

d. Concurrent logons from different workstations

e. All account creations, modifications, disabling, and terminations

f. All kernel module load, unload, and restart

3.2.1.1.1.2 Audit Event Information To Record

Configure each device to record, for each auditable event, the following
information (where applicable to the event):

a. what type of event occurred

b. when the event occurred

c. where the event occurred

d. the source of the event

e. the outcome of the event

f. the identity of any individuals or subjects associated with the event
3.2.1.1.2 Devices Which Do Not FULLY Support Accounts

For each Device which does not FULLY support accounts configure the device

to audit all device shutdown and startup events and to record for each

event the type of event and when the event occurred.

3.2.2 Audit Storage Capacity and Audit Upload

{For Reference Only: This subpart (and its subparts) relates to AU-4;
CCI-001848, CCI-001849}

a. For devices that have STIG/SRGs related to audit storage capacity
(CCI-001848 or CCI-001849) comply with the requirements of those
STIG/SRGs.

b. For non-computer control system devices capable of generating audit
records, provide 60 days worth of secure local storage, assuming 10
auditable events per day.

3.2.2.1 Device Audit Record Upload Software

For each non-computer device required to audit events, provide, and license
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to the Camp Lejeune FRCS Office, software implementing a secure mechanism
of uploading audit records from the device to a computer and of exporting
the uploaded audit records as a Microsoft Excel file or comma separated
value text file. Where different devices use different software, provide
software of each type required to upload audit logs from all devices.

Submit copies of device audit record upload software. If there are no
non-computer devices requiring auditing, provide a document stating this in
lieu of this submittal.

3.2.3 Time Stamps
3.2.3.1 C/VTS and ES Control System Devices

Devices generating audit records must have internal clocks capable of
providing time with a resolution of 1 second. Clocks cannot drift more
than 10 seconds per day. Configure the system so that each device
generating audit records maintains accurate time to within 1 second.

3.2.3.2 Default Requirements for Control System Devices

For control system devices where Time Stamps requirements are not otherwise
indicated in this Section: Devices generating audit records must have
internal clocks capable of providing time with a resolution of 1 second.
Clocks must not drift more than 10 seconds per day. Configure the system
so that each device generating audit records maintains accurate time to
within 1 second.

3.3 REQUIREMENTS FOR LEAST FUNCTIONALITY

{For Reference Only: This subpart (and its subparts), along with the
network communication report submittal specified elsewhere in this
section, relates to CM-7, CM-7 (1) (b)}

For devices that have a STIG or SRG related to Requirements for Least
Functionality (such as configuration settings and port and device I/0
access for least functionality), install and configure the device in
accordance with that STIG or SRGs.

Do not provide devices with user interfaces where one was not required. Do
not use a networked sensor or actuator where a non-networked sensor or
actuator would suffice.

3.3.1 Non-IP Control Networks
When control system specifications require particular communication
protocols, use only those communication protocols and only as specified.
Do not implement any other communication protocol, or use any protocol on
ports other than those specified.
When control system specifications do not indicate requirements for
communication protocols, use only those protocols required for operation of
the system as specified.

3.3.1.1 Allowable Non-IP Control Protocols

3.3.1.1.1 Serial RS-232 and USB

For device configuration and troubleshooting only. That are allowable in a
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point-to-point configuration only.
3.3.2 IP Control Networks

Do not use nonsecure functions, ports, protocols and services as defined in
DODTI 8551.01 unless those ports, protocols and services are specifically
required by the control system specifications or otherwise specifically
authorized by the Camp Lejeune FRCS Office. Do not use ports, protocols
and services that are not specified in the control system specifications or
required for operation of the control system.

3.3.3 Unspecified Protocol Approval
When unspecified communicaitions protocols are required for proper system
operation submit to the Camp Lejeune FRCS Office for approval the protocol,
port number if IP based, functional requirement, and cybersecurity
conformance.

3.4 IDENTIFICATION AND AUTHENTICATION

3.4.1 User Identification and Authentication

{For Reference Only: This subpart (and its subparts) relates to
IA-2, (1), (12), IA-4}

a. Devices that FULLY support accounts must uniquely identify and
authenticate organizational users.

b. Devices which allow network access to privileged accounts must
implement multifactor authentication for network access to privileged
accounts.

3.4.1.1 C/VTS and ES Control System Devices

Isolated systems are not required to authenticate using Personal Identity
Verification (PIV) credentials.

3.4.1.2 Default Requirements for Control System Devices
For control system devices where User Identification and Authentication
requirements are not otherwise indicated in this Section, User
Identification and Authentication for network access to privileged accounts
must be implemented by accepting and electronically verify Personal
Identity Verification (PIV) credentialsorinheriting identification and
authentication from the operating system.

3.4.2 Authenticator Management

{For Reference Only: This subpart (and its subparts) relates to IA-5
(b), (c), (e), (g), (1), (11)}

3.4.2.1 Authentication Type
3.4.2.1.1 C/VTS and ES Control System Devices
Unless otherwise indicated:

a. Devices MINIMALLY supporting accounts must use password-based
authentication.
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3.4.2.1.2 Default Requirements for Control System Devices

For control system devices where Authentication Type requirements are not
otherwise indicated in this Section:

a. Software which FULLY supports accounts and which runs on a computer must
use password-based authentication or hardware token-based authentication.

b. Other devices which FULLY support accounts must use either
password-based authentication or hardware token-based authentication.

c. Devices MINIMALLY supporting accounts must use either password-based
authentication or hardware token-based authentication.

3.4.2.2 Password-Based Authentication Requirements
3.4.2.2.1 Passwords for Non-Computer Devices FULLY Supporting Accounts

All non-computer devices FULLY supporting accounts and supporting
password-based authentication must enforce the following requirements:

a. Minimum password length of fifteen (15)) characters

b. Password must contain at least one (1) uppercase character.

c. Password must contain at least one (1) lowercase character.

d. Password must contain at least one (1) numeric character.

e. Password must contain at least one (1) special character.

f. Password must have a maximum lifetime of sixty (60) days. When passwords
expire, prompt users to change passwords. Do no lock accounts due to

expired passwords.

g. Passwords must be cryptographically protected during storage and
transmission.

3.4.2.2.2 Passwords for Devices Minimally Supporting Accounts

Devices minimally supporting accounts must support passwords with a minimum
length of four (4) characters.

3.4.2.2.3 Password Configuration and Reporting

For all devices with a password, change the password from the default
password. Coordinate selection of passwords with the Camp Lejeune FRCS
Office. Do not use the same password for more than one device unless
specifically instructed to do so. Provide a Password Summary Report
documenting the password for each device and describing the procedure to
change the password for each device.

Do not provide the Password Summary Report in electronic format. Provide

two hardcopies of the Password Summary Report, each copy in its own sealed
envelope.
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3.4.2.3 Hardware Token-Based Authentication Requirements

Devices supporting hardware token-based authentication must use Personal
Identity Verification (PIV) credentials for the hardware token.

3.4.3 Device Identification and Authentication

{For Reference Only: This subpart (and its subparts) relates to IA-3}

3.4.3.1 Default Requirements for Control System Devices
For control system devices where Device Identification and Authentication
requirements are not otherwise indicated in this Section: Devices using
HTTP as a control protocol must use HTTPS using a web server certificate
obtained from the Government Trusted Agent instead.

3.4.4 Cryptographic Module Authentication
{For Reference Only: This subpart (and its subparts) relates to IA-7}
For devices that have STIG/SRGs related to cryptographic module
authentication, comply with the requirements of those STIG/SRGs.At a
minimum the contractor must use FIPS 140-2 VALIDATED cryptographic modules
and be approved by the ISSM.

3.5 DURABILITY TO VULNERABILITY SCANNING

{For Reference Only: This subpart (and its subparts) relates to RA-5
(a), (), (c), (d)}

All IP devices must be scannable, such that the device can be scanned by
industry standard IP network scanning utilities without harm to the device,
application, or functionality.

For control system devices other than computers:

3.5.1 C/VTS and ES Control System Devices Other Than Computers

Elevator and electrical control system devices other than computers are not
required to respond to scans.

3.5.2 Default Requirements for Control System Devices
Non-computer control system devices where Durability to Vulnerability
Scanning requirements are not otherwise indicated in this Section are not
required to respond to scans.

3.6 SYSTEM AND COMMUNICATION PROTECTION

3.6.1 Denial of Service Protection, Process Isolation and Boundary
Protection

{For Reference Only: This subpart (and its subparts) relates to SC-5}

To the greatest extent practical, implement control logic in non-computer
hardware and without reliance on the network.
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3.7 FIELD QUALITY CONTROL

3.7.1 Tests

In addition to testing and testing support required by other Sections,
provide a minimum of eight (8) hours of technical support for cybersecurity
testing of control systems.

-— End of Section --

SECTION 25 05 11.00 Page 19
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Rev July 2017
Previous 8 Dec 2016

New revisions are bolded, new removals are lined through. Revisions since 10.14.08 are
dated. Re-ordering of comments, grammer and typo corrections are not annotated.

The target audience of this guidance is locally administered and designed projects
(FSRM). Use as appropriate for MilCons and other projects.

GENERAL

1.

o

Use Camp Lejeune Guide Specifications as available. These specifications have been
pre-edited for use at Camp Lejeune and save time for both the designer and the
reviewer. Edit as necessary. Add equipment and materials as necessary. Direct any
questions, comments, and suggestions to the Mechanical Branch, Camp Lejeune
Public Works Design. We welcome your input. (7.1 2017)

All equipment shall be removable from the building without removing/displacing
other equipment(8.8.12).

Isolate “steam” mechanical rooms from building. All steam equipment is more prone
to leaking, thus making the room humidity saturated. Provide the steam room with an
exterior door; do not provide a door(s) to adjacent spaces. Keep electrical equipment
out of this room. If possible separate steam rooms from cold equipment rooms.
Minimize controls in steam mechanical rooms. Only controls necessary for
equipment in the room shall be allowed. If it is convenient put controls in adjacent
room. It is preferable to keep air handlers out of this room also. Do not run high
pressure steam outside the steam room(ie steam entrance should be directly into
steam mechanical room). Separate building for steam equipment and pumps is good.
Provide exhaust fan ventilation with 20ac/hr on cooling thermostat.

If possible separate fuel fired equipment and other heat producing equipment from air
handlers and other equipment that has a cool surface temperature into different
mechanical rooms. Fuel fired equipment and other heat producing equipment require
ventilation to meet building codes and for practical reasons. Air handlers, and chilled
water pumps do not require ventilation. Rooms with only chilled/hot water air
handlers are not classified as mechanical rooms by the international building code and
therefore do not require ventilation.(8.29.14)

Ventilate “hot” rooms and electrical rooms sufficient to mitigate heat gain.

Do not ventilate cold equipment rooms. Cold equipment rooms are those rooms with
chilled water pumping, cooling air handlers, etc. These rooms should be unvented
and with small dehumidifier. Drain condensate to floor drain or other disposal
location. Summer dew point ranges from low to high 70’s at Camp Lejeune causing
condensation on equipment and piping. Dehumidifier should be wall mounted with
wheels removed and hard wired with disconnect (no pigtail with plug) to discourage
theft/relocation. Dehumidifier should be hard piped to drain to avoid drainage
blockage. (8.30.10)

Keep in mind fall hazards when locating equipment. Provide necessary fall
protection.
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10.

11.

12.

During renovations; remove unused pipe, duct, and equipment. It is not necessary to
disassemble building components. Abandon in place piping sub slab or buried in a
wall that is not getting demolished for other reasons. (8.29.14)

Install ice dams on metal roofs over or near outside mechanical equipment (8.29.14)
Designer shall ensure that all plumbing and mechanical work includes the
following requirement. "All material and equipment shall be installed in
accordance with the manufacturer's recommendations for the intended purpose.
Use the more stringent methods when manufacturer's recommendations, and
plans & specification requirements differ. Bring any conflicts between
manufacturer's recommendations and plans & specification requirements to the
government's attention." The Camp Lejeune guide specifications should include
this but it may be need added to other specifications. (7.15.16)

Do not traverse telecom rooms with piping. This removes the risk of water
damage to equipment from leaks/breaks/condensation. (7.1.17)

Avoid traversing telecom rooms with ducts. Ducts unrelated to the telecom room
take up space, pose a risk of water damage (condensation), and cause a smoke
spread risk. If it is unavoidable, the duct must have fire dampers at both ends.
(7.1.17)

HVAC: General

13.

14.

15.

16.

17.

18.

19.

Design conditions for Camp Lejeune are: 91/77F 1%DB/MCWB and 140 grains/Ib
with a 84F MCDB. 26F 99% and 22F 99.6% heating conditions. Equipment
selection shall meet all conditions. (8.29.14)
Rooftop HVAC equipment should be used with discretion. Maintenance access is
more difficult, controls and water piping are exposed to more extreme conditions and
roof is exposed to more abuse and wear. Ladders permanent or temporary inhibit
personnel, material and equipment access, and therefore stairways shall be provided
to roof top equipment.
Avoid use of chilled water fan coil (FCU) systems due to the high maintenance
associated with them. Coil condensate drain pans are especially problematic. If
FCU’s are used, ensure adequacy of the drain system.
HVAC equipment should not be installed in attics or above suspended ceilings, unless
absolutely necessary. When placement in an attic is dictated by necessity, provide
stairs to access the attic, and maintenance access to and space around equipment;
ships ladders are undesirable. Provide drain pan float switch to shut down condensing
unit or close chilled water valve to the coil. (6.26.9)
A/C terminal units with compressors shall be easily removed. On water source
equipment that means unions on the equipment side of the service valves.
In refrigerated rooms/boxes: specify all evaporators on a condensing unit to defrost
together, separate evaporator/condensing unit pairs should defrost non-concurrently.
Provide phase monitors on all 3 phase equipment. For chillers the following shall be
included:

a) phase unbalance protection

b) over/under voltage protection
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c) phase loss protection
d) Delay of break timer to delay automatic restarts
e) non critical fault delay
f) programmable auto/manual restart
g) load and line side monitoring
For all other equipment only phase loss, phase reversal, and phase unbalance need to

be monitored. Standard internal functions of VFD are acceptable. Reset shall be
automatic upon correction of the fault.

20.

21.

22.

23.

24,

25.

26.

27.

When connecting to existing air or hydronic system, require contractor to test existing

equipment or system to establish conditions. Be specific as to what needs to be tested

and when. It may be necessary to adjust flow or static (head) pressures of new

equipment and measuring before ordering new equipment will reduce contract

modification costs.(8.29.14)

In buildings where cooling is not available 12 months/year, consider the use of

ductless split systems for conference rooms. Consider the use of Package Terminal

Heat Pumps or ductless split system (8.29.14) for high internal heat spaces such as

Sserver rooms.

Geothermal coupled heat pump systems shall be designed and installed in accordance

with NAVFAC MidAtlantic Policy (8.8.12).

Recommended HVAC system types are (8.8.12):

a. All packaged units less than 120,000 Btu/hr shall be either heat pumps with
auxiliary gas heat or heat pumps with auxiliary electric heat.

b. All packaged units greater than 120,000 Btu/hr shall be either air conditioners
with gas heat or heat pumps with auxiliary gas heat.

c. All split systems less than 120,000 Btu/hr shall be either heat pumps with
auxiliary electric heat or heat pumps with auxiliary gas heat.

d. All split systems greater than 120,000 Btu/hr shall be heat pumps with auxiliary
gas heat.

VRF(Variable Refrigerant Flow): In most cases heat reclaim system is preferable to

heat pump system. For systems with interior spaces and or rooms with significant

internal heat gain specify that all interior units be capable of full heating capacity

while other units are in the cooling mode(this requires a 3 pipe system), or schedule

the minimum heating required for each indoor zone when outdoor unit is in the

cooling(this allows a 2 pipe system, but sets minimum heating performance

requirement). 8.29.14

Consider using gas fired unit heaters in boiler rooms in lieu of hot water unit heaters.

These reduces the freezing risk if the boiler trips, but there is still gas and power.

8.29.14

All R22 in existing equipment/systems to be demolished by the contractor will be

recovered by Camp Lejeune. This should be included in the demolition

specification 02 41 00 and on the drawings. The project manager will notify

Public Works Ops to instigate a work order to the base maintenance contractor

prior to construction contractor starting work. (12.8.16)

Camp Lejeune shall be given the chance to salvage existing DDC controllers and

parts before demolition. The project manager will notify Public Works Ops to
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instigate a work order to the base maintenance contractor prior to construction
contractor starting work. (12.8.16)

HVAC: Pipes and Pumping

28.

29.

30.

31.
32.

33.

34.

35.

36.

37.

38.
39.

40.

Provide primary/secondary pumping systems on multiple building chiller systems and
on systems larger than 150 tons. Keep flow thru the chiller constant. Be-retuse
variableprimary-flow(2.22.10). Be very careful to maintain minimum chiller
flow and avoid erratic or rapid chiller flow. Minimum flow bypass valve if used
and dp sensor should both be direct connected to plant controller, do not use a
comm bus due to polling delays. (7.1.17). Ensure primary loop has sufficient
thermal inertia. Be aware that the secondary loop has little influence on staging
cycling during low load conditions. (6.20.8)

Do not use plastic preinsulated pipe for buried dual temperature water distribution;
use preinsulated copper pipe. HDPE is acceptable for chilled water applications.
(6.13.8)

Do not specify or permit mineral fiber on pipes cooler than 70F. Cellular glass,
polystyrene(8.29.14), or polyisocyanurate is required on chilled water pipes and
domestic cold water. (1.25.10) Allow flexible Unicellular when rigid insulation is not
practical, such as small refrigerant lines sets, and tight piping.(8.29.14)

Use rigid insulation on all pipes subject to being stepped on or damaged.

Use coalescing type combination air/solid separators on all hydronic systems
regardless of pipe material (steel or copper). 7.15.16

Do not specify or permit automatic flow control balancing valves (flow limiting
valves). Specify manually TAB’d circuit setters. (1.18.13).

Design and specify bladder type expansion tanks (when available) with automatic air
relief valve on the air separator. Bladder type expansion tanks have a full tank
acceptance volume, and bladder is replaceable. Diaphragm type expansion
tanks have an acceptance volume less than tank volume and the diaphragm is
not replaceable. If the pre-charge air is discharged the diaphragm tank will
overfill and rupture. Bladder tanks may not be available in the smaller sizes.
7.15.16

Paint all dual temp and chilled water steel pipe and equipment before insulation is
installed. This in addition to shop primer and or mill coating. (1.28.10)

Do not permit grooved couplings in piping system other than the chiller connection.
(6.13.8)

Extruded Tee’s in copper piping are acceptable for mains 2” and larger with the
branch Y2 or less than the main. Joint must be brazed. (6.13.8)

Do not permit press type fittings in copper. (6.13.8)

Pump Packages: In general do not specify pump/heat exchanger packages. Most of
our mechanical rooms are on the smallish side. Pump packages require maintenance
space on all sides. If specifying a pump package, designer must work out general lay
out of package and mechanical room to ensure maintenance access.

Inline or close couple pumps are preferred for circulating pumps. Provide redundant
system pumps; each pump shall carry the design flow, with the second pump as an
alternating backup. A single pump is adequate for equipment pumps, such as a
boiler pump. Inline and close coupled pumps do not have a coupling between the
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motor and the pump, do not require alignment or stringent grouting requirements and
therefore cause less maintenance issues.(8.29.14) For inline pumps 5 hp and larger,
include rigging points for maintenance.

41. When a partial renovation of a building HVAC system re-uses existing piping,
specify the contractor to clean and flush the existing piping. (1.8.10)

42. Add valves, drains, and vents at each piece of equipment to aid servicing(8.31.11).
All equipment including heat exchangers shall have P/T ports on inlet and discharge
of all water connections(8.8.12). Include in-situ thermometers in mechanical rooms
to ald in onsite trouble shootlng (8. 29 14)

(7.1.17)

44. Specify that all refrigerant piping be vacuum tested to 300 microns for 24 hours after
the high pressure test. The system fails the test if with the vacuum pump
disconnected from the system, the pressure rises above 300 microns after 24
hours.(8.29.14)

45. Do not specify or permit gate valves. Require ball or butterfly valves. We seem
to get better longevity from the ball and butterfly valves. 7.15.16

46. Provide emergency chilled water connections for portable chillers on
installations with a single chiller. The connection shall be a full size TEE with
lugged type butterfly valve for both the portable and insitu chillers. Cap the
portable connection with blind flanges. 7.15.16

HVAC: Air Systems

47. Duct drawings shall be a minimum 3/16” scale.(8.29.14) Show TAB air flow
guantities for supply, return and exhaust terminals. (7.15.16)

48. Use the latest revision of ASHRAE 62 for guidance on indoor air quality. For the
purposes of outside air ventilation only, typical occupancy is considered that which
happens at least once a week for buildings that follow a regular schedule or at least 15
times a year for non-schedule type buildings.

49. Buildings shall be kept at a slight positive pressure to reduce/avoid infiltration in the
walls that can cause condensation. Consider the tightness of the building, also
consider inaccuracies in TAB. Having outside volumes 10% in excess of exhaust
volumes should be always be considered.(8.29.14)

50. Chilled water VAV with zone reheat is the preferred HVAC system for offices and
should be considered wherever appropriate. VAV zone boxes without fans are
preferable to units with fans. In non-fan powered zone boxes, when specifying
minimum air flow the designer shall consider diffuser dumping. If a zone has a large
variance of load profile from neighboring zones a fan powered box should be
considered to avoid dumping of diffusers. Chilled water VAV with fan powered
terminal units with reheat is the preferred HVAC system for BEQ/BOQ’s. Zene

ma*bmam—pnma%#ﬂew—el—&}@) Fan powered VAV termlnal unlts shaII be

series type with the secondary fan 10-20% (50 cfm minimum) greater than
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51.

52.

53.

54,

55.

56.

S7.

58.

59.

60.
61.

62.

maximum primary flow. (7.1.17) Minimum primary air flow shall be the greater of
the minimum controllable flow or (8.29.14) the ventilation rate required. (5.12.10).
Particular attention should be given to humidity control by air conditioning
equipment. Constant volume (8.29.14) cooling units 7.5 tons and smaller shall not
have modulating water controls unless based on a constant 55 F supply temperature.
Larger units may have split face coils to give capacity step control (progressive
modulating chilled water valves may be used). Modulating face and bypass dampers
are okay on any size equipment.

Avoid HVAC systems that modulate cooling supply air temperatures unless outside
air is separately conditioned.

Air handling unit filter access doors should be specified as hinged with non-tool
captive latching devices, i.e. captive thumb screws, quarter turn latches etc. Do not
specify or approve access panels that are unhinged and/or retained by sheet metal
SCrews.

Require contractors to provide a listing of the HVAC filters for each piece of
equipment along with their dimensions (width, height and thickness) and types
(permanent/washable, throwaway, etc)

Require contractor to provide 2 extra complete sets of air filters to be left in the
mechanical room at BOD. Require contractor to provide and change all air filters at
second season TAB if included. In all, the contractor will provide at least 5 sets of
filters. 1 for startup, 1 at BOD, 2 in the box for government, 1 at 2" season
TAB.(8.29.14)

Outside air intakes should be in compliance with force protection criteria, ie;
minimum of 10’ above finished grade.

DUCT WORK: specify and draw 45 degree expanded throat take offs with balance
damper for all supply run outs to diffusers and grills. Do not permit flexible duct runs
exceeding 5°(8.29.14) long. Specify that all 90 degree turns be accomplished with
hard metal elbows, such as on top of diffusers, and if top take off of trunk duct. Show
balance dampers on return systems with branches. Give return flows to TAB
(8.29.10).

Specification 23 05 93, Testing, Adjusting, and Balancing for HVAC: Change DALT
requirement from 20% to 100% duct air leakage test on all projects. Specify on the
drawings, duct seal class A for all ducts. (1.2.13) Specify the SMACNA leakage
class (CL) on the mechanical drawings: round and oval duct= 3, rectangular duct =6,
test pressure of 17 (1.2.13). Contact Camp Lejeune project management concerning
scope of work for existing ducts to be re-used. (9.8.10) Consider removing all
insulation on existing duct and resealing and reinsulating it.

The use of ceiling return air plenums is discouraged and shall not be used in new
construction. (2.10.10)

Bull headed tees should be limited to below 900 fpm duct systems. (8.31.11)
Provide filters on upstream side of the wheel on both airstreams (7.15.16) of an
energy recovery wheel. (8.31.11)

BEQ’s: Fan powered VAV boxes: secondary air shall come directly from the
conditioned space via a ducted return with a filter return grille. Secondary air shall
not come from the closet. Closets shall return direct back to the air handler.
(8.31.11)
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63.

64.

65.

66.

67.

68.

69.

Specify electronically commutated motors (ECM) for fan powered terminal units.
Design consideration should be provided to address the degradation of power quality
and potential problems with overheating of neutral wiring conductors, connectors,
and transformers(8.31.11).

Interior duct liner shall not take the place of exterior duct insulation. All cooling
supply duct shall be insulated including duct inside conditioned space (8.8.12).
Exterior duct shall be externally insulated with 1.5 thick foam rubber insulation with
robust weather jacket. Insulation shall be 100% adhered to the duct. The weather
jacket shall be either a sheet metal overlay or factory adhered multilayer (mylar and
aluminum) covering. (1.18.13)

Size cooling coils downstream of Enthalpy recovery wheels for degradation of wheel
performance. For BEQ’s, the EAT of the coil shall be schedule as though the coil has
lost one half of its scheduled performance. This will aid in system recovery after
outages, and in during periods of high shower use. For non-BEQ’s, EAT of the coil
shall be scheduled as though the enthalpy wheel has lost 15% of its scheduled
performance. The economic analysis and energy study shall use the scheduled wheel
effectiveness. Water flow and chiller sizing shall be based on the reduced wheel
performance.(8.29.14)

Specify duct access doors at fire dampers and special duct mounted equipment
requiring regular access such as duct mounted coils. Duct access doors are not
desired at control dampers, manual dampers, and turning vanes. 8.29.14

On 5 ton unitary and smaller require the secondary drain pan to be pre-formed
plastic with float or dampness type switch. Require a float switch in the
secondary drain connection of the unit. Both switches to shut off unit upon
activation. (7.15.16)

On unitary air conditioning equipment and small fan coil units, consider filter
return grilles in lieu of unit mounted air filters for ease of access, meeting face
velocity limits. Meeting the higher MERYV ratings may not be practical on
unitary equipment regardless of location. (12.8.16).

HVAC: Chillers and outdoor equipment

70.

71.

Provide aluminum fins on copper tubes or aluminum micro channel coils (8.8.12).
Require coils on all outdoor equipment larger than 10 tons, and on DX, chilled water,
and hot water coils with greater than 50% outside air regardless of capacity (8.31.11)
to pass ASTM B117 90 3000 hour salt spray resistance test as installed. For
equipment within 1000 feet of the ocean, intracoastal waterway, New River, Wallace
Creek require 6000 hour resistance.(8.29.14) The heat transfer rating of phenolic-
coated coils should be as installed (i.e. after coating). Although UFC does not
exempt small equipment from coating standards. It is more cost effective to
replace small equipment with a shorter life span than to special order what is
normally standard equipment. (7.1.17)

Air cooled equipment is (8.29.14) preferred to water cooled equipment for individual
equipment smaller than 150 tons. Camp Lejeune weather is mild and humid which
only gives slight efficiency advantage to water cooled equipment. Larger plants such
as multiple 400 ton chillers should be water cooled. The efficiency advantage
overcomes the additional maintenance of cooling towers. This is not in reference to
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72.

73.

74.

75.
76.

77.

78.

79.

ground source or ground coupled systems. This statement is for open or closed
type evaporative cooling towers. 7.15.16

Do not use steam absorption chillers. Helical screw compressors are desirable.
Reciprocating and scroll compressors are acceptable. Where applicable on large
installations centrifugal equipment is acceptable, (greater than 150 tons). Oiless
centrifugal is acceptable (1.25.10). Specify high lift compressors for air cooled oiless
centrifugal chillers (8.29.14).

Provide adequate thermal mass in chilled water systems to ensure proper control and
longevity of chillers. Chiller manufacturers recommend 2 to 7 minute water loop
return times; use a minimum of 5 minutes to size inertia tanks and/or increase pipe
sizing/length.

Do not permit 400 series refrigerants except 467G-and 410A. 400 series refrigerants
are zeotropes and cause maintenance problems Us&eﬂfgle@dﬁeearaged—as%m

andr%%zogy 15. 16) '

Do not permit/specify engine driven refrigeration equipment.

On chillers and large condensing units; provide core filter dryer on suction line as
available as standard option.

On chillers and large condensing units; provide liquid and suction line service valves
as available as standard option.

Do not permit welding on chillers. Water connections shall be by grooved coupling
or flanges. Provide 16-20 mesh strainer on water inlet.

Require 5 year warranty on compressor parts. Require 5 year warranty on labor if
available.

80. Use multiple chillers on loads above 160 tons. (7.15.16)
GAS PIPING
81. The design for LP gas tanks shall be as follows:

a) construction contractor to provide:
I 6” thick concrete slab, 6°x8” for 500 gallon tank, 6°x16” for 1000 gallon tank
(6.10.9)

ii. Underground gas line to stub up through oversized sleeve in slab, 3”from edge

iii. 1% stage regulator

iv. Protective bollards, 7’ long, 4 schedule 40 galvanized steel, concrete filled, 3’

bury with concrete encased, paint bright yellow/black with 4” stripes.

V. Make tank hook up

Vi. Purchase at construction contractor’s expense, LP gas for startup, and

construction period.

b) Camp Lejeune will arrange rental, including placement, but not hook up, of the
tank. Camp Lejeune will contract for tank fill up after BOD of project.

c) Designer shall specify size of the tank (typical sizes are 123, 500, & 1000 gallon),
size and location of the concrete pad, and placement/number of protective
bollards. Bollards shall be placed to protect from the grass cutters (each open
corner), and nearby traffic (may require intermediate bollard spacing). Design
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shall comply with all applicable codes. As a reminder, 500 gallon tank shall be
minimum of 10’ from the building, 1000 gallon tank shall be minimum of 25’
from the building. The long axis of the tank shall be parallel with the building.

d) AROICC will notify Camp Lejeune metering & LP tank inspector (currently Rich
Barnes @ 451-4785) of the need/timing of tank placement, and tank fill after
BOD.

82. On LP systems, first stage regulator is located at the LP tank and should be set for 10
psig. The second stage regulator should be located on the exterior of the building
wall in a protected location. Provide a building shut off valve on all systems.
(1.19.2010).

83. Size interior gas piping with a 15% safety buffer. I.E. Size the piping for 15% more
demand than anticipated. (1.28.10)

84. Common interior gas pressures are 77, 2 psi, and 5 psi. Use 7” if 2 or smaller
piping can serve the load, otherwise use 2psi with regulators at each appliance.
(1.28.10)

85. Require sediment traps before each appliance and each medium pressure regulator.
(8.29.14)

CONTROLS

86. Avoid use of economizers (dry bulb or enthalpy). High humidity and poor control
reliability prohibit success with economizers except in extremely high internal load
buildings.

87. Direct Digital Control (DDC) systems are the preferred HVAC control systems for
new and replacement control systems.

88. Where DDC is not practical, such as with small unitary equipment, use standalone
programmable thermostats. (8.29.14)

89. CO2 sensors and outside air modulation should be considered in facilities with highly
varying occupancies.

90. Specify that pneumatic control devices be able to withstand 30 psi without damage.

91. Control valve actuators shall be spring return normally open on preheat coils and
other coils subject to freezing, spring return closed on hot water converters, and
spring return closed on outside air dampers. (10.22.08)

92. Specify individual scheduling for air handlers. Specify a gradual (progressive)
startup and a gradual (progressive) shut down of air handlers. A sudden startup or
shut down of the entire building is too fast for chiller controls to react and sometimes
causes safety trips.

93. Do not specify or provide air filter status alarms. Filters are changed on a schedule
and filter alarms cause nuisance reporting. (1.2.13)

94. For Combined heating/cooling systems such as VAV with zone reheat; provide single
common heating-cooling global set point that is reset based on ambient conditions.
For most applications, allow occupants to adjust the zone set point +/-3F from the
global set point. Global set point shall be 70F at less than 50F ambient; and 76F at
greater than 80F ambient. Between 50F and 80F, the global set point shall reset

linearly or in no fewer than 3 steps Ihe—smgle—set—pemt—prevents—the—zene

eenehtlens (8. 29 14) Use a +/ 1F dlfferentlal from the common set point to make




95.

96.

97.

98.

99.
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effective cooling and heating setpoints. UFC requires two set points, heating of
68F and cooling of 78F. Note that this is not practical as the system will cool to
the heating set point at minimum cooling capacities. The Federal mandated
heating and cooling set points were rescinded many years ago. UFC 3-410-01
para 3-4.3 allows indoor conditions as approved by the authority having
jurisdiction (AHJ). CMC has a policy of allowing individual installations to
govern the set point. (7.1.17)

Set points for Unitary air conditioning/heat pumps (unless agreed otherwise):
70F htg/76F cooling Occupied; cooling set back 85F, gas heating set back 60F,
heat pump set back 65F. (12.8.16) UFC requires heating set point of 68F and
cooling set point of 78F. This creates excessive maintenance work tickets for
failed HVAC systems because occupants are unhappy with indoor environment.
UFC requires unoccupied heating set back of 55F. Recovery from 55F is
impractical with heat pumps and it drives the equipment into using electric
resistance heat. UFC 3-410-01 para 3-4.3 allows indoor conditions as approved
by the authority having jurisdiction (AHJ). CMC has a policy of allowing
individual installations to govern the set point. (7.1.17)

Specify on the drawings occupied/unoccupied schedules. Use Monday thru
Friday 6am to 6pm as a default if a more precise schedule cannot be identified.
(12.8.16)

Do not specify VFD’s with external bypass. Do specify VFD’s with 5% bus
reactors.(7.15.16)

The project drawings for DDC shall include: system architecture including each
type terminal device and any allowable gateways etc; detailed control sequences
with P&ID, I&O Point Table, any exterior conduit runs (min 1), conduit home
run (min 1”) from the BACnet Building Controller to the telephone equipment
room. The points table may include 2 different sets of points; local view and
EMCS view. Coordinate control power requirements with electrical sheets.
Show circuits dedicated to controls for all control cabinets. (7.15.16).

Energy Monitoring Requirements are met by: suppler billing for gas, dedicated
Itron metering system for electric and water. and-connection-to-the DBCfor
water: (7.15.16/7.1.17)

PLUMBING
100. Lubrication oil lines should not be installed below building floor slabs. It is

101.

preferred that lubrication oil lines be installed overhead. If this is not possible or
desirable by the customer, lines within service bays should be installed in trenches
with removable tops. (6.26.9)

Install shop air compressors in accessible locations with appropriate space for
periodic service. Shop air compressors are serviced by the building occupants and
(6.26.09) should not be installed within mechanical rooms since occupant access is
prohibited by base maintenance. Shop air compressors should be provided with
sufficient cooling ventilation. Install air compressors associated with building HVAC
controls within mechanical rooms.
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102.  Air compressor receivers over 5 cubic feet (37.4 gal) are unfired pressure vessels
that must undergo hydrostatic and operational tests witnessed by the base boiler
inspector. (5.19.8)

103.  Air Compressors should be mounted on vibration pads/mounts. Specify/show
flexible connectors on the piping. (10.22.08)

104. Where practical provide hose bibs near all HVAC coils for wash down/cleaning
purposes.

105. Provide floor drains in all mechanical rooms.

106. Provide trap primers on all floor drains except locations that are expected to get
regular use throughout the year. Trap primer shall be pressure type installed on a
cold water line and shall not be installed on a flush valve.(2.27.9)

107.  Provide sectional shut off valves for domestic hot & cold water for each bathroom
(group).

108. Do not permit lever type control handles on pressure balance shower valves in
BEQ’s. This type of handle invites the user to pull for volume control, thereby
breaking the handle.

109. Avoid frost proof hose bibs. Use standard hose bibbs. Frost proof hose bibbs will
break when they freeze, whereas standard hose bibbs are less likely to be damaged by
freezing.(8.29.14)

110.  Provide strainers on RPZ back flow preventers.

111. Double Check and RPZ type back flow preventers (BFP) shall be tested/certified
by the installing contractor prior to BOD. Add the following paragraph to any
specification section that includes a BFP(10.22.08). “3.X Back Flow Preventer
Certification: After installation all double check and reduce pressure zone type back
flow preventers shall be inspected, tested and certified by a certified tester. Submit
tester certification and Test Data Certification Sheet.”

112. Extruded Tee’s in copper piping are acceptable for mains 2 and larger with the
branch % or less than the main. Joint must be brazed. (6.13.8)

113. Do not permit grooved connections in domestic water copper piping.

114. Do not permit press type fittings in copper. (6.13.8)

115. Combination waste & vent is discouraged and may be used only for floor drains
and floor sinks when other venting methods are not possible. Venting lavatories and
sinks other than floor sinks is not permitted with combination waste & vent(8.8.12).
Make use of circuit venting where appropriate.

116. Drain lines serving commercial dishwashers should be high silicone cast iron.
Drains serving low temperature mild acid such as carbonated beverage machine
drains should be PVC. Indicate on the drawings drain line material.

117. Domestic water piping shall be type L copper for above ground and type K copper
for below grade. Do not permit press fittings. For O&M projects cross linked
Polyethylene (PEX) is permitted when largest pipe can be served by 1” PEX.
(5.19.8)

118. Domestic waste and vent drawings shall include a plan view of the plumbing
fixtures and the waste piping serving those fixtures for each floor level, and an
isometric view riser diagram. Vent piping does not need to be shown on the plan
view; but do show the connection points to the waste piping. Waste piping shall be
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represented as a single continuous line. Vent piping shall be represented as a single
dashed line. Indicate pipe sizing on the isometric riser diagram. (8.8.12)

119. Domestic hot and cold water drawings shall include a plan view of the plumbing
fixtures and the water piping serving those fixtures for each floor level, and a riser
diagram. The riser diagram may be an isometric view. The cold water shall be
represented as a single line with a single dash. The hot water shall be represented as a
single line with a double dash. (8.8.12)

120. Do not combine waste/vent drawings with hot/cold water drawings. Waste/vent
plans, hot/cold plans, and riser diagrams may be included (8.29.14)on the same sheet
if project size and space permits. (8.8.12)

121. Do not install whole building tempering valve for BEQ domestic hot water system
heated by geothermal heat pumps that do not output 140F in a single pass. These heat
pumps have trouble consistently heating storage tanks to 140F year-round and
therefore tempering valve performance is affected (8.29.14). Store the hot water at
130-140 degrees, and deliver at the storage temperature. (1.18.13)

122.  Provide pre-heat tank on solar hot water systems. Tank shall be sized for 1 day’s
worth of peak heat production (60F to 180F) for BEQs and 3 day’s worth of peak heat
production for other buildings, but not more than 1 day’s use of hot water. (8.29.14).
Mess Halls may have limited or no preheat storage as the day time demand is
likely to exceed the collector capacity and the system will act only in the preheat
manner (7.15.16).

123. Provide a testable double check back flow preventer on the building domestic
water service unless otherwise noted in the scope of work. Locate in the
mechanical room. (7.15.16).

FUEL FIRED DOMESTIC WATER HEATERS, WATER BOILERS and SMALL
STEAM BOILERS (8.30.10)

124. Boilers 399,000 btu/hr and smaller are heating appliances. Boilers 400,000 btu/hr
and larger are utility boilers and have increased surveillance, inspection, and
maintenance requirements. Ultility boilers are serviced, inspected, and operated by
Utilities Department. Heating appliances are serviced and maintained by the Base
Maintenance Contractor. Use multiple condensing boilers under 400,000 btu/hr
input for applications where the total load is less than 2,200,000 btu/hr for heating,
and 1,440, OOO btu/hr for domestlc water. (8 29. 14) S&e—the—be#e#s—fepN%eﬂ%%ef

2 g M : Except for very small
buildings provide at least two boilers. Comblned b0|Ier capacity greater than
building load is not necessary or desired. (12.8.16).

125. Dining Facilities: Provide separate steam boilers for the process loads
(dishwashers, steam kettles etc). Size each boiler for 110% of the process load in an
N+1 configuration. Boilers shall be 150psig maximum allowable working pressure,
wet back fire tube. Operate boiler at 50psig with a minimum pressure of 25psig
(accounting for dead band during burner cycling). Burner shall be modulating type or
two firing rate (hi/low fire) type. Provide steam pressure reducing station in a 1/3-2/3
configuration to reduce pressure to operating pressure of the equipment. (8.8.12)
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126.  Specify emergency gas shutoff. This is a remotely operated shut off valve. The
labeled red mushroom valve shall be located next to the exit door.

127.  Specify Gas pressure gage.

128.  Specify lockable disconnect.

129.  All boiler controls shall meet CSD-1. Show on the drawings the emergency
shutdown switch required by CSD-1 CE 110 (a). The preferred method is a single
illuminated 50mm dia mushroom switch with one set of normally open contacts on
the inside of the exit door. On single boiler installations this switch shall trip a shunt
trip breaker for the boiler. On multiple boiler installations this switch shall trip a
shunt trip breaker that energizes a normally open contactor. (i.e. when shunt trip
breaker trips, it no longer holds the contactor closed). Contactor shall have one set of
contacts for each boiler circuit. The idea is to require a manual reset of the shut trip
breaker after an emergency activation. Provide appropriate signage (1.2.13)

130. Specify service valves on inlet and outlet connections.

131. Boilers and tankless domestic water heaters shall have a minimum 30” piping and
maintenance clearance on all sides. At least every other side shall have 30” clear
floor space for personnel access (8.8.12). Do not stack boilers. All boilers shall sit
on housekeeping pad on floor. Pumps may be stacked. (8.29.14)

132. Tank type domestic water heaters shall have 15” clearance to the sides and rear,
and minimum 30” piping and maintenance clearance to the front (8.8.12).

133.  Provide condensate neutralization kit for eaeh all boiler/water heaters. Tank shall
hold at least ¥4 cubic foot of limestone and be rechargeable without disconnecting
piping or brackets (8.8.12). Condensate for groups of small boilers (up to
1,200,000 btu/hr input(12.8.16)) may be collected in a header and pass thru a
single neutralization tank. (7.15.16)

134.  Exhaust vents shall be vertical discharge for environmental reasons, even with
sidewall penetrations. i.e. no rain caps. (1.2.13)

135.  For Fuel Gas fired water and steam boilers provide a gas shutoff valve within 30
feet of the mechanical room exit door and on the same or adjacent wall to the exit
door. i.e. valve shall be easily accessible in direct route from door with no more than
one 90 degree turn. This valve shall be quick operating type valve such as a % turn
ball valve. (1.18.13)

136.  Steam Boilers shall have sample points for blowdown, condensate, and make
up water. Sample points shall have sample coolers for blowdown and
condensate water. Provide intermittent or continuous blowdown conductivity
monitors with automated blow down valves. Provide meter with flow totalizer
on makeup water. Refer to the following for specifics: UFC 3-240-13FN 25 May
2005, ASME Research Report CRTD-Vol. 81: Consensus on Operating Practices
for the Sampling and Monitoring of Feedwater and Boiler Water Chemistry in
Modern Industrial Boilers. (7.15.16)

STEAM: Camp Lejeune is in the process of closing down the existing central steam
distribution systems. New and renovated facilities are to use other sources of heating
unless otherwise noted by the project manager (8.8.12).
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138.  Avoid (5.19.8) steam pits within mechanical rooms. Steam lines should be
counter flowed from an exterior manhole.

139. Steam condensate receiver pumps should be steam pressure powered. Do not use
electric duplex condensate pumps.

140.  Minimize use of steampits. Those required must be raised 18 inches (450 mm)
above finish grade and equipped with a full grated top. Steampits are required for the
connection and valving of building service lines. Drip legs can be direct buried with
steam trap above ground in a “doghouse” if the steam pit is not required for other
reasons. Steampits are required at low points and end of mains in order to gravity
drain condensate for cold start up of distribution system.

141. Do not use FRP pipe for buried steam condensate lines. Use schedule 80 black
steel pipe in condensate systems.

142.  Steam tunnels and trenches are preferred by base utilities over direct buried
preinsulated steam and condensate systems. Trench tops may double as a sidewalk
where appropriate.

143. Direct buried steam and condensate piping shall be drainable, dryable, testable.
Do not include thermal performance testing or sensors (i.e. Delete from guide
specification). Edit the testing specification as follows: Socket welded pipe does not
need to be tested. As an alternative to radiographic testing, the butt welds may be
ultrasonically tested. The report shall be similar to that of the radiographic exam, i.e.,
examiner shall sign and date report, defects and location shall be noted, weld shall be
graded acceptable or unacceptable, etc. Welded connections shall not be covered
until the government selects 10% of the connections to be tested. (5.26.09)

144.  Use externally pressurized bellows expansion joints when inline expansion in
steam lines is required and where loops cannot be utilized. Slip tube expansion joints
are acceptable but not preferred over externally pressurized bellows joints.

145.  Provide check valves and test valves at all steam condensate drip stations.

146. Base operating steam pressures are as follows:

Steam Plant Steam Pressure

Plant 1700 150 psi (1034 kPa)

i 29-14)-Decom 2016
Plant G650 50-psi{345-kPa)-decommissioned 2015
Plant RR15 50 psi (345 kPa)
PlantRPP2615—50-psi{345-kPa)(decommissioned 8.30.10)
PlantM230——50-psi{345-kPa)(decommissioned)

Plant BB9——100-psi{690-kPa) decommissioned 2016
Plant NH100 100 psi (690 kPa)

147.  Specify steam control valve actuators that can withstand heat conducted from
steam lines and equipment. Do not specify, or approve, hydraulic powered actuators
in steam applications.

148. Install blow down valves on all strainers.
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149. It is preferred to distribute hot water throughout building or building complex for
heating in lieu of direct steam heat.

150.  Specify flange gaskets to be metal spiral wound ASME B16.20.

151.  All steam pressure powered pumps (PPP) shall have a direct acting pressure
regulator on the motive steam. Provide pressure gages on the motive steam line and
the condensate collection system. Regulator to be set for 20 psi higher than the
condensate back pressure. Regulator shall be 20” from PPP, or the line between the
regulator and the pump shall be oversized. (12.31.07) If the steam distribution
pressure exceeds pump body pressure rating, a safety relief valve must be installed in
the steam supply. (8.30.10)

152.  Ensure that all steam heated equipment with modulating steam control valves
have vacuum breakers, air vents, and gravity drain to a condensate receiver. Show
sufficient details to ensure contractor pipes accordingly. The mechanical room plan
shall also allow for this. If a pumping trap is required, show it on the drawing.
(12.31.07)

153.  Valves for 100psi and greater steam shall be steel bodied valves. (1.28.10)

154. Camp Lejeune has introduced flooded vertical heat exchangers that use line
pressure steam and a control valve on the condensate discharge in lieu of a steam
control valve thereby omitting the need for a steam pressure regulator, steam pressure
safety valve, steam control valve and a condensate pump. Contact the Public Works
project manager to coordinate the use of the traditional steam system or the flooded
vertical heat exchanger on each project. Contact the mechanical branch manager to
get the standard detail and about application. (1.28.10)

SWIMMING POOLS (5.10.09)
155.  Swimming pool chemistry and filters are monitored by PW Utilities and pools
shall be equipped as followings.
156. Pool shall have pool controller that automatically monitors and feeds sodium
hypochlorite and sulfuric acid, and backwashes the filter.
a) Controller shall read ORP or free chlorine, and PH.
b) Controller shall transmit free chlorine, and PH values to the corresponding
water plant via radio.
c) Pool water temperature shall also be sensed and transmitted on indoor pools.
d) Controller shall transmit a master alarm to the corresponding water plant via
radio in the event of high or low ORP or PH levels, no sensor water flow, and
elapsed chemical feed alarm.
e) Chemical feed system shall be interlocked to shut off in the event of no pool
circulation water flow.
f) The preferred pool controller is Bec System 7.
g) Electronics shall have a 60 minute battery backup.
157.  Filter backwash shall have manual over-ride such that the filters can be
backwashed in the event of controller failure.
158. Normal pool water waste shall be to the sanitary sewer, with a bypass to the storm
sewer. This can be used to empty pool after dechlorination. A dechlorinator shall be
installed. (7.2.09)
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159. A normally energized duplex receptacle needs to be installed near the chemical
feed pumps to manually feed chemicals in the event of pool controller failure. If
chemical feed is controlled by energizing/de-energizing the receptacle supplying the
feed pumps, each pump shall have a separate, independent, and labeled receptacle.
(7.2.09)

160. Minimum chemical storage for an indoor Olympic size pool shall be 300 gallons
of sodium hypochlorite, and 150 gallons of sulfuric acid. Chemical storage shall be
proportional to pool size. Outdoor pools require increased storage capacity. All
chemical storage tanks shall have secondary containment. Chemical rooms shall be
mechanically vented, dedicated to chemical storage and large enough to increase the
storage by 50%. Chemical rooms shall be located with easy access by delivery tanker
truck. Entrances to chemical room shall be labeled with Hazmat Placard. (7.2.09)

161. Do not use brass saddles at chemical injection points. Use PVC.

162. Do not locate normally serviced equipment such as pumps, backflow preventers,
lint traps, etc in pits. Equipment that requires regular operation, service, or
maintenance shall not be located in confined spaces. (7.2.09)

163.  The contractor shall modify the front end software at the water plant to receive
and display the new pool.

a) Wallace creek recreation center shall transmit to the building 20 water plant.
b) The wounded warrior pool shall transmit to the building 670 water plant.

164. Swimming pools shall comply with 15A NCAC 18.A2500, (North Carolina Rules
for Public Swimming Pools), with the following exception: Do not provide an
integral vacuum system as called for in 15A NCAC 18A.2518(g). The pool
chemistry is maintained by the PW Utilities. The cleaning is done by the pool
operators. We do not want pool operators to have access to the pump room, which
would be necessary if an integral vacuum system were installed.

165. Filter rooms should have a pedestrian door and an 8’x8’ roll up door for forklift
and pallet access. Provide differential pressure gage across each filter to be easily
read while standing in front of filter. (7.2.09)

ENERGY

166. For partial renovation and/or repair projects, energy modelling may not be
practical or in the design scope of work. To comply with the intended goal of 20%
better than ASHRAE, specify equipment and individual assembly performance to be
20% better than the ASHRAE prescriptive requirement. Examples: replacing just the
air conditioning in a building, or reroofing a building. In these cases the building
cannot be made to comply with the 20% goal, but an air conditioner 20% better, or
roof insulation 20% better than ASHRAE meets the intent. (8.29.14)

167. Building thermal envelope assemblies shall at a minimum meet the prescriptive
requirements of ASHRAE 90.1 with the following exceptions. (2.10.10)

168. Metal and wood studs walls shall be 6”” with R19 insulation. (2.10.10)

169. Mass walls shall have a minimum of R10 rigid insulation between wythes of
masonry or on the exterior of the massive layer. Insulation in the cells of CMU does
not fulfill this requirement. (2.10.10)

170.  Windows shall meet ATFP requirements, laminated, meet ASHRAE 90.1
prescriptive requirements. No tilting sashes are permitted. (2.10.10)
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171.  Water meters are required on all new buildings. Preferred location is in
mechanical room and shall report thru the DDC to the EMCS. (8.30.10)

172. Return duct to ERV’s shall be insulated when passing thru unconditioned spaces.
(8.8.12)

173. Equipment energy efficiencies shall meet the Federal Energy Management
Program (FEMP) designated efficiency, DOE Energy Star criteria, and ASHRAE
90.1 2010. Refer to FEMP, Energy Star, ASHRAE documentation for greater detail.
Specify efficiencies as necessary to meet the project’s goals. Unless otherwise noted,
the minimum efficiencies are listed below (7.15.16).

a. Hot water gas fired boilers under 300 MBH: 90% AFUE

b. Hot water gas fired boilers over 300 MBH: 94% Thermal Efficiency

c. Gas fired steam boiler, 300 MBH-10,000 MBH: 80% Thermal Efficiency

d. Domestic hot water gas fired heater with storage, <= 75 MBH input: <=55 gal,
EF=>.67; <55 gal, EF=>.77

e. Domestic hot water gas fired heater with storage, over 75 MBH input: TE>=.94,
or EF>=.93

f. Domestic hot water gas fired instantaneous, >40 and <200 MBH input: TE>.9

g. Air-source heat pump, 3 phase, packaged unit, <65,000 Btu/hr: 14 SEER; 11
EER; 8.0 HSPF

h. Air-source heat pump, 3 phase, split system, <65,000 Btu/hr: 14 SEER; 11 EER;
8.2 HSPF

I. Air-source heat pump, 3 phase, >65,000 Btu/hr - <135,000 Btu/hr: 11.3 EER;
11.4 IEER; 3.35 COP at 47°F

j. Air-source heat pump, 3 phase, >135,000 Btu/hr - <240,000 Btu/hr: 10.9 EER; 11
IEER; 3.25 COP at 47°F

k. Air-source air conditioner, 3 phase, packaged unit, <65,000 Btu/hr: 14 SEER; 11
EER

I. Air-source air conditioner, 3 phase, split system, <65,000 Btu/hr: 14 SEER; 12
EER

m. Air-source air conditioner, 3 phase, w/electric resistance heating, >65,000 Btu/hr -
<135,000 Btu/hr: 11.7 EER; 11.8 IEER

n. Air-source air conditioner, 3 phase, with other heating, >65,000 Btu/hr - <135,000
Btu/hr: 11.5 EER; 11.6 IEER

0. Air-source air conditioner, 3 phase, w/electric resistance heating, >135,000 Btu/hr
- <240,000 Btu/hr: 11.7 EER; 11.8 IEER

p. Air-source air conditioner, 3 phase, with other heating, >135,000 Btu/hr -
<240,000 Btu/hr: 11.5 EER; 11.6 IEER

g. Air Source, 1 phase, split system, heat pump and air conditioner, <65,000 Btu/hr:
15 SEER; 12.5 EER; 8.5 HSPF (HSPF for heat pumps only)

r. Air Source, 1 phase, packaged unit, heat pump and air conditioner, <65,000
Btu/hr: 15 SEER; 12 EER; 8.2 HSPF (HSPF for heat pumps only.

s. Gas fired furnace, <225,000 Btu/hr: 90% or greater AFUE

t. Chiller, air cooled, <150 tons; full load optimized >=10.4 EER/12.5 IPLV, part
load optimized >=9.56EER/15.39IPLV

u. Chiller, air cooled, =>150 tons; full load optimized >=10.4 EER/12.75 IPLV, part
load optimized >=9.56EER/15.07IPLV
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v. Water source heat pump, water to air, closed loop, 17.1 EER, 3.6 COP
w. Water source heat pump, water to air, open loop, 21.1 EER, 4.1 COP

X. Water source heat pump, water to water, closed loop, 16.1EER, 3.1 COP
y. Water source heat pump, water to water, open loop, 20.1EER, 3.5 COP
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